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Bezpecnost

= Bezpecnost je veli¢ina, ne vlastnost
— aplikace muze byt vic nebo méné bezpecna
— aplikace nemuze byt absolutné bezpecna

= Je potrebné poznat bezpecnostni hrozby a predchazet jim
— pfi navrhu aplikace
— pfiimplementaci

= Nezneuzivejte prosim informace z této prednasky :)
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Osetreni vstupu

= Uzivatelsky vstup neni duvéryhodny:
— MuZe byt ¢astecné ztracen nebo zménén cestou na server.
— Muze byt chybné zadan uzivatelem.
— Muze byt zamérné zadan za ucelem ziskat kontrolu nad aplikaci.

= Kazdy uzivatelsky vstup musi byt pred pouzitim validovan!
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Vstupni data

= PHP mnozinu super globalnich proménnych pro pristup ke vstupnim
hodnotam:
— $ GET - data z pozadavkl GET.
— $ POST - data z pozadavku POST.
— $ COOKIE — cookie data.
— $ FILES — uploadované soubory.
— $ SERVER - serverova data
— $ ENV — proménné prostredi
— $ REQUEST - kombinace GET/POST/COOKIE

= A k tomu jsou mozna ruzna nastaveni v
— php.ini



$ REQUEST
= Pole $ REQUEST kombinuje vstupy z POST, GET a COOKIE

= Muze dojit ke kolizi hodnot... nepouzivat!

++++++



Cross Site Scripting (XSS)

= Cross Site Scripting (XSS) je situace, kdy utocnik vlozi do stranky
skodlivy HTML kod, ktery se pak zobrazi na strance (napf. ve foru)
— Znehodnoceni stranky.
— Prevzeti session.
— Kradeze hesla.
— Sledovani ¢innosti uzivateld.



Prevence XSS

= Prevence spociva ve filtrovani zobrazovaneho uzivatelského vstupu
nasledovnymi funkcemi:

— htmlspecialchars ()

» Prevede zvlastni znaky na HTML entity (', %, <, >, &)
— htmlentities ()

» Preveést vSechny pouzitelné znaky na HTML entity.
- strip tags()

» QOdstrani z fetézce HTML a PHP tagy.
- mysqgli real escape string()

» Osetfeni specialné pro pouziti v MySQL.



Cross-Site Request Forgeries (XSRF)
= Uzivatel (obét) navstivi stranku utocnika.

= Stranka bez vedomi uzivatele vykona akci na (cilovem) serveru, na
ktery je uzivatel legalne prihlasen.

HTTP Request (D CSRF Attack ®
GET / HTTP!1.1 GET fbuy.phpPeymbol-SCOK&sharea=1000 HTTP/1.1
Hoat: www.examplearg| = | Host: slscks.exam ple.org
» —-
E
www.example.org Vietim stocks.example.org

HTTP Response @

HTTP/1.1 200 OK
Content-Type: text/himl
Content-Length: 1234

llllll

<lmg sre="hilp:stocks example.org/buy.php?symbal=SC0OX&shares=1000" /=

mmmmm

P obrazek z
-+ D C GI http://shiflett.org/articles/foiling-cross-site-attacks




Prevence XSRF

= Pouzivat POST pro vSechny akce.

= VyZadujte potvrzeni akce

— a. potvrzeni dodatecnym kliknutim
— b. potvrzeni heslem (u dulezitych akci)

s Anti-CSRF Token

— kod vygenerovan u kazdeho zobrazeni formulare

— kod se zobrazi u formulare a zaroven ulozi do SESSION

— pri prijeti poZzadavku s daty formulare porovhame $ POST[token'] a $ SESSION[token']
— timeout muze byt nastaven pro platnost tokenu

e it



DoS a DDoS utoky

s D0OS = Denial of Service
s DDO0S = Distributed DoS

= Cilem je zahltit server tak, aby neodpovidal na skutecneé uziteCny

F'OVO<Z. HAcni
Provo Utoénik
GET néco 5000 x : DoS
za sekundu
s
UtOén I’CI GET néco 5000 x
za sekundu kazdy
| @ DDoS
”  DCGI




SQL injection — uvod

Soucasti vetsiny webovych aplikaci je databaze.
Vetsinou se jedna o Relacni databazi
Takto vypada typicka architektura

Webovy prohlizec
(agent)

A

http

Webovy server
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Databaze
N
protokol zavisly ~—
na databazi
nad nim SQL
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Protokoly RDB (Relational DataBases)

= Kazdy vyrobce ma svoji implenetaci
— bohuzel nedoslo ke sjednoceni

= DosSlo ale ke sjednoceni (+-) dotazovaciho jazyka

= Jazyk SQL zahrnuje nékolik podjazyku
— Structured query language
 DQL, DML = SELECT, INSERT, UPDATE, DELETE | Dotazovani a prace s daty

« DDL = CREATE, ALTER, DROP | Definice datovych struktur
« DCL = GRANT, REVOKE | Definice prav pro pfistup a manipulaci s daty

S o o~ =



Nutné kroky pfri praci s DB

1. Pripojeni k databazovemu stroji
— URL databaze
— OVéreni uzivatele

Vyber databaze

— body 1 a 2 |ze sloucit
3. Sestaveni a poslani dotazu

4. Cteni resultsetu (pokud ho dany dotaz vraci)
5. Uvolnéni resultsetu
5. Uzavreni spojeni

N

Pozor!!! KaZzda operace muze skoncit chybou, musim na to spravné
reagovat

-+ + —+
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Implementace

define ("DB HOST", "localhost");
define ("DB NAME", "x36www'") ;
define ("DB USER", "x36éwww user");,
define ("DB PASSWD'", "x3é6heslo");

// pokusim se pripojit k DB stroji
$link = mysqgli connect (DB HOST, DB USER, DB PASSWD) ;
if (!Slink) {

echo "Nepodarilo se spojit s DB.<br>'";

echo mysqli connect error();

exit(),

// pokusim se vybrat si spravnou databazi
$success = mysqgli select db($link, DB NAME) ;
if (!Ssuccess) {

echo "Nepodarilo se prepnout na spravnou databazi';,

exit(),

}

-_—
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Implementace pokr.

// sestavim si dotaz
$Sql = "SELECT * FROM zbozi WHERE zbozi.Cena <=100 ORDER BRY

zbozi.Nazev";

// provedu dotaz
sresult = mysqli query($link, $sql);
if (Sresult) {
// iteruj vysledek a vyplis ho na obrazovku
while ($row = mysqli fetch assoc($result)) {
echo "\n<div>";
echo htmlspecialchars (Srow['Nazev']);,
echo ": ",
echo Srow['Cena'],
echo '</div>";
}
// uvoni resultset
mysqgli free result(sresult);
}
// uzavri spojeni s db
‘mysgli close(Slink);

zbozi.Cena,

TRANUG



SQL Injection
= SQL injection se podoba XSS.

= Nekontrolovany uzivatelsky vstup je pouzit pfi vytvareni SQL dotazu.

= Pomoci viozeného dodate¢ného SQL dotazu do vstupu muze
utocnik:
— smazat, vlozit nebo meénit data

a4l

— zapfi€init DoS



SQL Injection

zkuste url:
sgl_injection.php?max=aaa

// sestavim sgl dotaz z $ GET parametru
// predpokladam, ze uzivatel ve formulari zadal max cenu zbozi
// parametr max

// spatne sestaveny sqgl dotaz
$sql spatne = "SELECT * FROM zbozi WHERE Cena <= ".$ GET['max']." ORDER BY Nazev';

$cena max = intval ($ GET['max']);
$sql spravne = "SELECT * FROM zbozi WHERE Cena <= ".$cena max.'" ORDER BY Nazev';

echo htmlspecialchars("Spatne: ".$sql spatne);
echo "<br/>";

echo htmlspecialchars("Spravne: ".$sql spravne);
echo "<br/>";

" DCGI / W&% i



SQL Injection

zkuste URL.:
sql_injection.php?search=dd'%200R%20true%200R%20Nazev%20like%20'%

// predpoklada e uzivatel zadal vyhledavaci retezec nazvu

// param sea

// reknem v systemu Jjsou dve role: 1: admin, 2: obyc uzivatel

$sql_spat = "SELECT * FROM zbozi WHERE Priv = 2 AND Nazev like
'$".S5 GET['search']."'";

$search = mysql real escape string($ GET['search']);

$sql spravne2 = "SELECT * FROM zbozi WHERE Priv = 2 AND Nazev like
'$".S8search."'";

echo htmlspecialchars("Spatne 2: ".$sql spatne2);
echo '"<br/>";
echo htmlspecialchars("Spravne 2: ".$sql spravne2);

- -
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Prevence SQL injection: SQL escaping

= PHP API pro databaze ma casto specialni funkce pro upravu vstupu:
— MySQL
* mysqgl escape string()
e mysgli real escape string()
— PostgreSQL
* pg escape string()
°* pg escape byteal()
— SQLite

« sqlite escape string()



Prevence SQL injection: Prepared Statements

= Prepared statements slouzi k zabezpeceni a optimalizaci
vykonavanych dotazu.

= SQL “zkompiluje™ dotaz a pak pri kazdém vykonani jenom nahrazuje
hodnoty premennych.
— VyS§Si vykon — jedno kompilovani na dotaz.
— VySSi bezpecnost, vlozena data nejsou povazovana za dalSi dotaz.



Zpracovani dotazu databazi
Typicke faze zpracovani

Cache
lookup

Parse

>

Check
access
rights

>

Optimize P Execute

\| Query |/
| Cache l

Narocna faze,
znovupouzitely
vysledek

PreparedStatement provadi optimalizaci jednou, dale posila

data do faze execute

—+
e

- =+
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Y 4

$dbh->beginTransaction () ;

Sstmt = Sdbh->prepare ("INSERT INTO zbozi (Nazev, Popis, ObrazekURL, Cena)

VALUES (:nazev, :popis,
Sstmt->bindParam(':
Sstmt->bindParam (' :
Sstmt->bindParam(':
Sstmt->bindParam/(':

:url, :cena)'");
nazev', S$nazev) ;
popis', $popis) ;
url', $Surl);
cena', Scena);

// vloz jeden zaznam
Snazev = 'DVD mechanika';
Spopis = 'DVD vypalovacka';

Surl = 'dvdobrazek.
Scena = '350';
Sstmt->execute () ;

jpg';

// vloz dalsi zaznam

Snazev = 'DVD mechanika 2';
Spopis = 'DVD vypalovacka 2';
Surl = 'dvdobrazek2.jpg';

Scena = 190;
Sstmt->execute () ;
$dbh->commit () ;

DCGI
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Prevence SQL injection: SQL escaping

= PHP API pro databaze ma casto specialni funkce pro upravu vstupu:
— MySQL
* mysqgl escape string()
e mysgli real escape string()
— PostgreSQL
* pg escape string()
°* pg escape byteal()
— SQLite

« sqlite escape string()
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Doctrine — co to je ORM

Object-Relational Mapping API,
The bridge between the relational
model and the object model / domain model

Doctrine ORM

.
Doctrine DBAL

Complete database abstraction API,
including introspection etc.

Basic cross-database API



Cil — mapovani objektového modelu a ER
= Object — Relational Mapping = ORM

Objekovy model

|

Relacni model
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Ukazka — navazani spojeni

bootstrap

require once('../doctrine/branches/1.2/1lib/Doctrine.php');
spl autoload register (array('Doctrine', 'autoload'));

$dsn = 'mysqgl:dbname=testdb;host=127.0.0.1";
Suser = 'dbuser';
Spassword = 'dbpass';

$dbh = new PDO($dsn, Suser, $password);
$conn = Doctrine Manager::connection ($Sdbh) ;

Lazy verze

// At this point no actual connection to the database is created
$conn = Doctrine Manager::connection('mysqgl://username:password@localhost/test');

- // The first time the connection 1is needed, i1t 1s instantiated
iaialivaling // This query triggers the connection to be created

Sconn->execute ('SHOW TABLES') ;




l 4

Ukazka pouziti

Sconn->export->createTable ('test',
'string')))
Sconn->execute ('INSERT INTO test

print r(Sresults);

(name)

array ('name' => array('type' =>

VALUES (?)', array('Martin'));

$stmt = Sconn->prepare ('SELECT * FROM test');
Sstmt->execute () ;
Sresults = Sstmt->fetchAll () ;

Vysledek

Array
[0] => Array

[name] => Martin
[0] => Martin




Definice dat, toto je to samotné mapovani O na R
Model

// models/Book.php
class Book extends Doctrine_Record

{
public function setTableDefinition ()

{
Sthis->hasColumn ('bookTitle as title', 'string');

}

Pouziti

// test.php

/...
Sbook = new Book () ;
Sbook->title = 'Some book';

Sbook->save () ;

DCGI



Relacni zavislosti

Forum Board 1 N

Forum_Thread

Model Forum_Board

Model Forum_Thread

// models/Forum Boadr.php

class Forum Board extends Doctrine_ Record

public function

{

ableDefinition ()

Sthis->hasColumn ('name
100) ;
Sthis->hasColumn ('description',
'string', 5000);
}

public function setUp()
{
$this->hasMany ('Forum Thfead as
Threads', array(
'local' => 'id',
'foreign' => 'board id'

// models/Forum Thread.php

class Forum Thread extends Doctrine Record

{
pyblic function setTableDefinition ()

$this->hasColumn ('user id', 'integer');

(
$this->hasColumn ('board id', 'integer');

/ Sthis->hasColumn('title', 'string', 200);
Sthis->hasColumn ('updated', 'integer', 10);
Sthis->hasColumn('closed', 'integer', 1);

}
public functi etUp ()

{
$this->hasOne ('Forum Board as Board',6 array (
'local' => 'board id',
'foreign' => 'id'

)5
Sthis->hasOne ('User', array (

'local' => ser id',
'foreign' =>

) User definovan
jinde




Ukazka pouziti

$board = new Forum Board();

Sboard->name = 'Some board';
Sboard->Threads[0]->title = 'new thread 1';
Sboard->Threads[l]->title = 'new thread 2';
Suser = new User() ;

Suser->username = '“Jwage';

Sboard->Threads[0] ->User = Suser;
Sboard->Threads[1l]->User = Suser;

Sboard->save () ;




Prace s modelem

// test.php

Suser = new User():;
Suser['username'] = 'jwage';
Suser|['password'] = 'changeme';
Semail = Suser->Email;

Semail = Suser->get ('Email');
Semail = Suser['Email'];

Suser->save () ;

(

C—

S—

Ekvivalentni

Ekvivalentni




Dotazovani a dalsi operace

// select pres primarni klic

Suser = Doctrine Core::getTable('User')->find(1l);
echo $user->Email['address'];

echo $user->Phonenumbers|[0]->phonenumber;

// query

$q = Doctrine Query::create ()
->from('User u')
->leftJoin('u.Email e'")
->leftJoin ('u.Phonenumbers p')
->where('u.id = 2', 1);

Suser = Sg->fetchOne () ;

echo $user->Email['address'];
echo Suser->Phonenumbers[0] [ 'phonenumber'];

// test.php

// update
Suser->Email['address'] = 'koskenkorva@drinkmore.info';
Suser->Phonenumbers [0] [ 'phonenumber'] = '123123';

Suser->save () ;

// smazani
-~ Suser->Email->delete () ;

DCGI



Dotazy?
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