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Deep Learning ~ Advanced Neural Networks

UNet Neural Network (CRAFT &)

Encoder-Decoder with skip connections (U-Net)

Input image Output Mask
3x224% 16x224% 32x2247  16x2247 1x224% 1x2242
concatenate 1x1 conv sigmoid
____________________ > e P
16x1122  32x112° 64x1122 32x112?
concatenate
Ll —p 3%3 convolution

‘ maxpool
32x56% 64x56% * 2x2 transposed
conyolution w/ stride 2
This part extracts relevant This part builds segmentation
features from image mask from features

Used in computer vision in segmentation.

https://towardsdatascience.com/understanding-u-net-61276b10£360
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Deep Learning ~ Advanced Neural Networks

Generative adversarial networks (GANs) (2014)

Training data

mﬁ QE Classify fake images vs real images
\ AN < )

Discriminator =+ veal/fake?

Latent vector z Generator -

e Backpropagation

Generate fake samples to fool the discriminator
Wasserstein GAN (2017)

http://www.lherranz.org/2018/08/07/imagetranslation/
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Deep Learning ~ Advanced Neural Networks

Fake Image Generation (2018)

2014
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Deep Learning ~ Advanced Neural Networks

Image Style Conversion - CycleGAN (2017) “"="

Monet Z_ Photos Summer {_ Winter

photo —>Monet winter — summer
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Deep Learning ~ Advanced Neural Networks

Image Style Conversion Failures (2017) "
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Network Inference Introduction

[Kol09]

Network Topology Inference

@ What should constitute a vertex and an edge is determined by
user-specified decisions and rules.
@ Such a network graph construction lacks an element of validation.
e if the network representation is “accurate”,

@ i.e. capturing some well-defined but unobservable relational structure.
What accuracy can be expected given the available measurements?
Are there other similar representations with about the same accuracy?
How is the representation robust to changes in the measurements?
How is the representation usefull for other purposes?
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Network Inference Introduction

[Kol09]

Network Topology Inference

@ What should constitute a vertex and an edge is determined by
user-specified decisions and rules.
@ Such a network graph construction lacks an element of validation.
e if the network representation is “accurate”,
@ i.e. capturing some well-defined but unobservable relational structure.
e What accuracy can be expected given the available measurements?
o Are there other similar representations with about the same accuracy?
e How is the representation robust to changes in the measurements?
e How is the representation usefull for other purposes?

Network Topology Inference Problem

@ Given a set of measurements from a system of interest, e.g.
e vertex attributes © = (21,...,2ZN,,)
e binary indicators y = [y;;] of certain edges.

@ and given a collection ¢ of potential graphs G,

@ select an appropriate member of & that best captures the underlying
state of the system.
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Network Inference Introduction

[Kol09]

Network Inference Problems

o Link Prediction ... inferring whether or not a pair of vertices does or

does not have an edge between them
e using measurements that include a subset of vertex pairs whose

edge/non-edge status is already observed.

e knowledge of all of the vertices.
e the status of some of the edges/non-edges

o Association Graph Inference ... the relation defining edges is itself
unobserved and must be inferred from measurements reflecting these

characteristics.
e no knowledge of edge status anywhere in the network graph,
o relevant measurements at all of the vertices are assumed.
@ Tomographic Network Inference . ..the measurements are available
only at vertices that are somehow at the perimeter of the network.
e measurements at only a particular subset of vertices are known.

November 18, 2025 11/41
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Network Inference Network Inference Example - Viber

t [MBKK15]

Exemplar (Viber) Environmen

Other Services
{ Server }{ Server }{ Server }{ Server } { Server }{

Cloud Services

Services 1 Sever J {

Server

Server

Server

{
Server_ i
{
{

Server

Client 1
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Network Inference Network Inference Example - Viber

[MBKK15]

Example Capture Characteristics

“““““ s e 138882 PCAP
blocks

@ 1788 transport
* sessions

N @ 2 clients

I
[
I
[

@ 22 viber.com
servers

@ 150 peers of 2
clients

@ 5660 possible
concurrent
sessions

@ How to analyze?.,
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Network Inference Network Inference Example - Viber

[MBKK15]

Concurrent Communication Detection

Selection of IP nodes

@ viber.com servers — viber clients — other Viber servers

o classified based on entropy based characteristics of TCP/IP
distributions

cient 1 151 [  1  I A E1 E E
Server 1 EEEEENPOEEE.

OfgeEE FEEEEE

...Other

cienc2 [N [ N 1 I 0 A 1 0 1 EEEN
Server 2 O[] | B
R

_ Z\ﬁ,j:ta [i]—ty[J]<R R/(ta M — 1y [J])

D Vijitalil—tolj]<R 1

s(a,b)

In our experiments: R = 50ms, s(a,b) > 0.001
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Network Inference Network Inference Example - Viber

UDP packet sequence concurrency as a complex

k [MBKK15]

networ

@ captures with two clients

@ "communities” of
—~— concurrent sessions
@ some clusters related to
only one client

@ interesting clusters consist
of nodes of both clients
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[MBKK15]

component

192.168.150.2:49978
192.168.73.13:53984.

PN=2, pS=32
S61101508-101644

193.85.1.100:53)
192.168.73.13:43537
(=1, pS=3

N=1

PN=1, p!
5€:101111-101711

192.168.150.2:49978
213.20.246.243:53986

T

pN=2, pS=32
5e:101506-101642

Network Inference Network Inference Example - Viber

UDP packet sequence concurrency network

192.168.73.13:53984
2.139.174.200:49981

(=1, pS=
01535-101535

192.168.73.13:53984.

139.174.200:49979
o =16
5001533101533

192.168.73.13:53984
192.168.150.2:49978
1, pS=16

4
213.20.246.243:53987

ot
56:101507-101643

192.168.150.2:49978.
213.29.246.243:53985

PN=2, pS=32
56:101504-101641

192.168.73.13:53984.
:49980

Radek Mafik (radek.marik@fel.cvut.cz

)

192.168.73.13:43537
193.85.1.100:53

Pt
5€:101110-101110.

192.168.73.13:53984
54.171.62.27:7987

=1, pS=34

Graph Neural Networks

@ restricted on one of

the components
e two Viber clients
@ 192.168.73.13
@ 192.168.150.2

November 18, 2025
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Network Inference Network Inference Example - Viber

[MBKK15]

UDP packet sequence concurrency - packet timing

192.168.73.13:53984- |
-2.139.174.200:49981

192.168.73.13:53984-
-2.139.174.200:49980
192.168.73.13:53984- |
-2.139.174.200:49979

192.168.73.13:53984-

-2.139.174.200:49978 [ 1 @ signals
192.168.150.2:49978- | |

-192.168.73.13:53984 o calls
192.168.150.2:49978- | |

213.29.246,243:53987 ST
192.168.150.2:49978- | | o keep-alive
213.29.246,243:53986

192.168.150.2:49978- packets

-213.29.246.243:53985
192.168.150.2:49978- |
-213.29.246.243:53984

o direct client

|I 8 8 8 o8 || o o o

192.168.73.13:53984- | o | to client
-54.171.62.27:7987 ©
192.168.73.13:53984- |  EEEEEDOMEEOOOCIHOCISOOCOOA0OCIANCO0000C000080 | packets

-54.171.62.27:7985 OO0 00CEOOACOC030CA0ACO00C00000COCOCCO

192.168.150.2:49978- |  EuuuEmOEOIINO000IDNOAICO020I0330300000000000000000
-54.171.62.27:7985 | EEEEOC@AEOCECOHBSEBEGEE0060EE5EE0B6E65EE66E6666

100000 102000 104000 106000 108000 110000 112000

time [order]
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Network Inference Network Inference Example - Viber

[MBKK15]

Message Sending

54.217.200. 116 54.217.200. 120 54.228.191.53

top:48513->443 .S ..... packets=4 (0B

»
»

»
»

1

| |

(6611-6686) udp:58163->7985 packets=30(2188B) 1
|

|

|
(6612-6621) udp:58163->7987 packets=2 (68B)

»
T »

(6617-6623) udp!7987->58163 _packets=2 (40B)
t

<
<

(6616-6681) udp:79é57>58163 packets=28 (1518B)

<
<

|
(6614-6690) top:4431>48513 S.. ... packets=2 (0B)

<
- |
(8963-9076) top:56808->443 1S, .. .. packets=4 (0B) L
T »
(8964-9072) udp:48409->7988 packets=37 (2748B) .
T >
(8965-8965) udp:48409-57987 packets=1 (348) o

<
<

|
(8968-8968) udp|7987->48409 packets=1(20B)
|

(8969-9068) udp: 79?5*)48409 packets=36 (2268B)

< (8967-9075) tep: 443{>56808 S..... packets=2 (0B)
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Network Inference Network Inference Example - Viber

Voice Cal| M&l

Vi

2,139, 174.200

1 (100EED w05 e224 5 |
0R:100561-110081 |

19:26:33. 120(100576) udp: 7985->49978 pH:345 pS:69473,
oR: 100576-110959

19:26:33 127(100579] udp: 7987->49978 ph:1 p§:20

19:26:33. 141 (100586) udp:5§984-57985 pN:237 pS:60385,
oR:100586-111013

19:26:33 141(100568) udp:53084-Y1087 ph:1 S:34

19:26:33. 198 (100597) udo: 085-553984 p:336 pS: 68442,
oR:100597-111010

10:26:45. 954 (101503) udp: 49976353084 oN:2195 ps:204804]| 48 101503-110951

10:26:45. 956 (101504, 101506,101507) udp: 49978->53085, 53086163987 3¢ ph-1 pS:16

19:26:45. 063 (101508) udp:49978-553984 oN:1 pS: 16
19:26:46. 221 (10{530) udp:53984->40978 pN: 2378 S-234742, pR: 101530111001

19:26:46.237 (101! 4. 101535) ud:53984->4947). 49980, 49981 3x o:1 5516

19:26:46 238 (101536) lp:53984-549978 oi:1 pS:16

19:26:46 262 (10]589) udp:53984->49978 DR:101538-111009

19:26:46 292 101546) oN:2193 pS:204667] bR 101546-110963

19:26:46 963(101641, 101647, 101643) udp:49978->53965. 53934 6398 pN:1 ps:16

19:26:46_969.(101644) udp: §gb78-553084 -1 05: 16

[ rwing a1 }

PR: 101503110951

o

<

19727 55 197(110850) udo|GB5-499T8 345 05694
PR: 1005761,

193105204667, pR 101546-110963

<«

19:27:33.245(110981) udo:49B78->7985 pN:224 pS: 58848,
» oR. 100561110981

18:27:34.451 (111007)_ udp:59944-349978_oN:2378 pg:234742., oR: 101530-111007

i
19:27:34.480.111009)_ udp:59984-349978_oN:2378 p:234742, 4R 101539-111009

19:27:34.507(111010) udp: 7085-53984 pN: 336 pS:68442.
- _ R2100597-111010

|
I

i

! -

! 19:27:35.067 (111013) udp: qm 7085 pN:237 pS: 60385,
I -

|

i

| Log: tooses-111013
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Network Inference Network Inference Example - Viber

Security/Privacy Assessment - Contact Picture Transfer

W
205. 251. 242. 153
$3. amazonaws. com

107. 22. 216. 202

147.32.192. 250 share. viber. com

(3346) DNS share. viber. com |

(3347) 107.22.216. 202

(3351) POST /download_photd. php at share. viber. com
for 6a7c76b5¢86521e4c1bfabd0f752a212389d341709Fc8d5b1
d6487bag910b41 I
[Dalvik/1.6.0 (Linux; U; Ar|droid 4.2.2; LENOVO P770,
zip, 41612->80] )

m/staticphotos/6a7c76b5¢86p21e4c1bfabd0f752a2112389d34
1709fc8d5b1d648fbad910b41. jpg [text/html, 0(0), nginx,
€ mmmm e Lo A1612¢:80]
(3360) GET /staticphotos/6d7c76b5¢86521e4c1bf4bd0f752a212389d341709Fc8d5b1d648bad9
10b41. jpg at s3. amazonaws. com |

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
[Dalvik/1.6.0 (Linux; U: Ar{ldroid 4.2.2; LENOVO P770 gzi:p 41792->80] > I

|
|
|
|
|
|
|
|
|
|
|
| |
| (3353) 302:Moved Temporarijy to http://s3. amazonaws. co
|
|
|
|
|
|
|
|
|
|
|
|
1
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Network Inference ~ Graph Neural Network (GNN)
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Network Inference ~ Graph Neural Network (GNN)

Graph Neural Network Concept

https://www.datacamp.com/tutorial/comprehensive-introduction-graph-neural-networks-gnns-tutorial
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Network Inference ~ Graph Neural Network (GNN)

Graph Message Passing

TARGET NODE

INPUT GRAPH

Neural networks

http://web.stanford.edu/class/cs224w/slides/06-GNN1.pdf
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http://web.stanford.edu/class/cs224w/slides/06-GNN1.pdf

Network Inference = Graph Neural Network (GNN)

GNN Problems

https://www.datacamp.com/tutorial/comprehensive-introduction-graph-neural-networks-gnns-tutorial
m] = = =
November 18, 2025
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Network Inference Graph Neural Network (GNN)

Input Dataset - Facsmiles with Hieroglyfic Texts

%

Pk i
i O el

r:
= IB=xyeia
L
&l Fl \Sva e ) o [
| s .\' xxx'F =u-n**w* 5 -.lmkmnn gnmimf;****ﬂr- W“”

== e Bl AFR A& I AL T I ST AT = 'I“‘H\"i.':-llli-Iahlﬁﬂlﬂllﬂé:‘.léﬂ’ﬂ!b. I”—\
;,fﬁ,u {91 A o DD CAIRALT S P o =TT (o N ATIBIC T 1 o IR m ey = | .7 7, 5 e
WA E N FH-I n14\ll—v6-!0 [HE il-vli:'-fl:lll-l-iml- }_L""l-lHalAA}a.t._lww.ﬂ T L T ] Rl

*******x*w KAk Sk *w*mw* *
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Network Inference ~ Graph Neural Network (GNN)

Hieroglyph Detection

-o qwmo.' oa%m
m:no.oznnnnn-nn.o.om aomooa%om COOO0 00000 0000

O SW-

(SHTIS00ZN0 = | w000 SEMMETRG = | 0= b‘guo
000 0000000 R M - A .h m-aoomoooooo
000 CO00RX MMM s, mnnhm i iQ c-n--lcoa--nncnooooo 00

. » . : ’ » 2 .
. .. . » o0 « Q0 o=
S oozon O g%'u —.mooct%oo Ll °o&?ggo°o§-amoooooaoun amomoo%’oot)gc ' 00006
2 pedie (0 D0 =0 GO0 S0D0S »O 2 OGNS 4 Q) THES OIS W0 OIS F ! Tl ks I JAWTWS
1 OO0l o o= MDD 8 OO © 10 O IO G S000 PO 3 .bo}a "".,
2 Q-v-naoo;ov’ooou-“‘moo S EMIC000 0 > X oI 0 NSO TNOOI00° =9~
v -nno ooo oot § ooooooooann. noooooonﬂ = a

i ﬂOOOO

© DN SO 16 =S S O CONNABAMER 0S5O0 = =9 00 000 <4508-=701 4.5 909 G @1 005050

GO0 CO0000 000D COCO00 CoMb © OOme 00 (0.0 0000 0000000000000
OCOOCR S 08000 CEEENG0 OO00S& &0 - 60.-«000.00 000 000000 0CO0ODCO00

CRAFT detector (no affinities) Bt
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Network Inference ~ Graph Neural Network (GNN)

Detection Probability

100

1000
2000
F10-1
3000

4000

Glyph Occurance

5000

6000

7000

0 2000 4000 6000 8000 10000

A measure that a blob is a hieroglyph
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Network Inference ~ Graph Neural Network (GNN)

Blob Neighborhood Network

——r L T

.*7,\._,,,.,..
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Network Inference

Graph Neural Network (GNN)

Classified Hieroglyphs, Strips and Neighborhood Edges
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Network Inference ~ Graph Neural Network (GNN)

Classified Hieroglyphs, Strips and Neighborhood Edges
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Network Inference ~ Graph Neural Network (GNN)

Classified Hieroglyphs, Strips and Neighborhood Edges
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Natural Language Processing (NLP) Embeddings and Neural Network Architectures

Outline

© Natural Language Processing (NLP)
@ Embeddings and Neural Network Architectures
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Embeddings - Word2vec Word Representation (Skipgram)
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Recurrent Neural Network (RNN)

X, Ar_n X, Xr_1
Used in natural language processing.

https://www.i2tutorials.com/what-is-the-difference-between-bidirectional-rnn-and-rnn/
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Long Short-Term Memory (LSTM) Network ™"

$4%

v

v
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sigmoid tanh pointwise pointwise vector
multiplication addition concatenation

Used in natural language processing.
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Sequence2Sequence Network &

Er liebte -u essen

1
Softmax |

Decoderi

NULL Er liebte zu essen

He loved to eat

Used in natural language processing.

https://www.analyticsvidhya.com/blog/2020/08/a-simple-introduction-to-sequence-to-sequence-models/
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Self and Cross Attention

The Self-Attentions
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Used in natural language processing and computer vision.

https://www.linkedin.com/posts/damienbenveniste_

what-is-the-difference-between-self-attention-activity-7211029906166624257-m0Wn/
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Pt17]

Transformer Network *°

Output ) .
Probabilties @ Used in natural language processing.

@ Self-Attention. . . attention applied to a single
sequence (position dependencies)
@ Multi-head Attention .. .several subspaces of

attention
o Language models

)
e

Add & Norm

Add & Norm
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Inputs Outputs o XLNet ... January 2020, Large: 340M pars
(shited righy o GPT3 ... July 2020, 175Bi pars
Figure 1: The Transformer - model architecture. o GPT4 ... March 2023' ~1.7 trillion pars

https://towardsdatascience.com/transformer-neural-network-step-by-step-breakdown-of-the-beast-b3e096dc857f
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Gardiner Code to Transliteration Translation

1A SFe 2SS

htp-dj-nsw zsjr nb ddw ntr <z nb 7bdw

Htp-dj-nsw Asjr nb Ddw nTr aA nb AbDw

An offering which the king gives (to) Osiris,
lord of Djedu, great god, lord of Abydos
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Model 7 Cross Attention Visualization (2H/1B+2H/2B)
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