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Finite State Machine Definitions

[Bei95, HI98]

Finite Machine in Applications

@ a model for testing of applicaiton driven using menu
@ a model of communication protocols

@ a model used in object-oriented design

Finite State Machine

@ an abstract machine which the number of states and input symbols is
finite and constant.

@ consists of

states (nodes) ... future behavior is fully determined by a given state,

transitions (edges) .. .behavioral rules,

input symbols (labels of edges) ...environmental stimuli, and
output symbols (labels of edges or nodes) ...external reactions.

Radek Maf¥ik (radek.marik@fel.cvut.cz) FSM Checking Sequences December 12, 2017 4 /63



Finite State Machine Definitions

Finite State Machine ™

o Let Input be a finite alphabet.
@ Koneclny stavovy automat nad Input obsahuje ndsledujici polozky:
© konecnou mnozinu @ prvk( nazyvanou stavy.
© podmnoZinu I mnoZiny @) obsahujici po&ateeni stavy.
© podmnoZinu T mnoZinu ) obsahujici kone¢né stavy.
© konetnou mnoZinu prechodii, které pro kazdy stav a kazdy symbol
vstupni abecedy vraci nasledujici stav.

P¥echodova funkce

F:Q x Input — PQ

e F(q,input) obsahuje mozné stavy automatu, do kterych lze ptejit ze
stavu ¢ po p¥ijmuti symbolu input.

@ PQ oznaluje mnozinu viech podmnoZin @ (poten&ni mnoZina
mnoZiny Q).
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Finite State Machine Definitions

[HI98]

Kone¢ny automat s vystupem

o Input kone¢nd abeceda.
@ Konelny automat nad mnoZinou Input obsahuje nasledujici
komponenty:
@ Kone&nd mnozina @ prvki nazyvanych stavy.
© PodmnoZina I mnoZiny () obsahujici pocate¢ni stavy.
© PodmnoZina T" mnoZiny () obsahujici koncové stavy.
© MnoZina Output moZnych vystupi.
© Konelnd mnoZina pfechodu, které pro kazdy stav a kazdy symbol
vstupni abecedy vraci mnoZinu moznych nasledujicich stavd.

Vystupni funkce

G : Q x Input — Output

@ pro kazdy stav a pro kazdy vstupni symbol uréuje vystupni symbol.

e F a G mohou byt parcialni funkce.
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Finite State Machine Definitions

o [HI
g el

P¥iklady konenych automat

MnoZina Input

@ akce Ci pfikazy uZivatele zadanych na klavesnici,
o kliky &i pohyby myse,

@ pfijmuti signdlu ze senzoru.

| A\

Mnozina stavi )
@ hodnoty jistych ddleZitych proménnych systému,
@ mdd chovani systému,

o druh formuld¥e, ktery je viditelny na monitoru,

@ zda jsou zafizeni aktivni ¢i ne.

N,
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Finite State Machine Definitions

[Beios]

Stavovy diagram

@ Vrcholy: zobrazuji stavy (stav softwarové aplikace).

e Hrany: znazoriiuji ptechody (vyb&r polozky v menu).

o Atributy hran (vstupni kédy): nap¥. akce mysi, Alt+Key, funkeni
kli¢e, klavesy pohybu kursoru.

o Atributy hran (vystupni kédy): nap¥. zobrazeni jiného menu &
otevfeni daldiho okna.

Model vesmirné lodi Enterprise

@ tFi nastaveni impulsniho motoru:

tah vpred(d), neutrdl(n), a zp&tny tah(r).
@ tfi mozné stavy pohybu:

pohyb doptedu(F), zastavena(S), a pohyb vzad(B).
@ kombinace vytvofi devét stavii:

DF, DS, DB, NF, NS, NB, RF, RS, a RB.

@ mozné vstupy: d >d, r>r,n>n, d>n,n>d, n>nr,r>n.
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Finite State Machine Definitions

[Beigs]

Stavovy prostor Enterprise
BACKWARD <> STOPPED <> FORWARD

r>r r>r @ > -
n>r r>n n>r r>n ot >n
NB n>n NS n>n NF n>n
d>n | n>d d>n >d >n oo

d>d d>d

0/

B DF d>d

@\
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Finite State Machine Definitions

o [Bei0s]

Vlastnosti stavovych diagrami

Vlastnosti

@ siln& souvisly graf,
@ stavové grafy rostou velmi rychle,

@ typicky se uvaZuji vSechny mozné i nemozné vstupy v daném stavu -
implementace systému nemusi byt spravna.

@ pékna symetrie je velmi ¥idky jev v praxi.
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Finite State Machine Definitions

[Beios]

Ptrechodové tabulky

@ ma pro kaZzdy stav jeden ¥adek a pro kaZzdy vstup jeden sloupec,
@ ve skuteénosti jsou tabulky dvé s stejnym tvarem:

o tabulka pfechodi
e tabulka vystupt

@ hodnotou pole v tabulce pfechod( je pFisti stav,
@ hodnotou pole v tabulce vystupl je vystupni kéd pro dany prechod.

o hierarchické (vnofené) automaty jsou jedinou cestou, jak se
vyhnout obrovskym tabulkdm (nap¥. stavova schémata, angl.
statechart, starchart, atd.)
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Finite State Machine Definitions

[Bei95]

P¥echodova tabulka Enterprise

erprise

ISTATE[[r>r [r>n [ n>n [ n>r [ n>d][d>d][d>n [ r>d]d>r
RB RB NB
RS RB NS
RF RS NF
NB NB RB DB

NF NF RF DF
DB DS NB
DS DF NS
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Testovani automati Terminologie

[Beios]

DosaZitelnost stav

o Dosazitelny stav: stav B je dosaZitelny ze stavu A, jestliZze existuje
sekvence vstupl takova, kterd prevede systém ze stav A do stavu B.

o NedosazZitelny stav: stav je nedosaZzitelny, pokud neni dosaZitelny,
zvlasté z pocate¢niho stavu. NedosaZitelné stavy znamenaji typicky
chybu.

@ Silné souvisly: viechny stavy kone¢ného automatu jsou dosaZitelné z
pocatecniho stavu. Vétsina modeld v praxi je silné souvisld, pokud
neobsahuji chyby.

o Isolované stavy: mnoZzina stavd, které nejsou dosaZitelné z
pocateéniho stavu. Pokud existuji, jednad se o velmi podezfelé,
chybové stavy.

@ Reset: specidlni vstupni akce zpisobujici pfechod z jakéhokoliv stavu
do pocate¢niho stavu.
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Testovani automati Terminologie

o [Beigs)

Rozdé&leni stavi

@ Mnozina pocatecniho stavu: Jakmile se provede pfechod z této
mnoziny, pak se do této mnoZiny jiz nelze vratit (nap¥. boot systému).

@ Pracovni stavy: po opusténi mnoziny poc¢dtecniho stavu, se systém
pohybuje v silné souvislé mnoZiné stavii, kde se provadi vétsina
testovani.

o Pocatecni stav pracovni mnoziny: stav pracovni mnoziny, ktery je
moZné povazovat za “vychozi stav”.

@ Mnozina koncovych stavii: dostane-li se systém do této mnoZziny,
nelze se zpé&t vratit do pracovni mnoZiny, nap¥. ukon&ovaci sekvence
programu.

e Uplng specifikovany: je systém, pokud je pfechody a vystupni kédy
definovany pro jakoukoliv kombinaci vstupniho kédu a stavu.

@ Okruzni cesta stavu A: sekvence pfechodi jdouci ze stavu A do
stavu B a zpét do A.
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Testovani automati Terminologie

Ndavrh testd ®*

KaZdy test zadind v pocate¢nim stavu.

Z potatetniho stavu se systém privede nejkratsi cestou k vybranému
stavu, provede se zadany prechod a systém se nejkratdi moZnou cestou

7v 7

ptivede opét do polatetniho staru; vytvafime tzv. okruzni cestu.
KaZdy test stavi na predchozich jednodusSich testech.
Ur&ime vstupni kéd pro kazdy pfechod okruzni cesty.

Uréime vystupni kédy asociované s prechody okruZni cesty.

Ovéfime
o kédovani vstupd,
e kdédovani vystupl,
e stavy,
o kazdy p¥echod.

Je kazdy koncovy stav dosazitelny?
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Testovani automati Terminologie

Skryté stavy

o Je systém v pocatetnim stavu?
o Test nelze zahdjit, pokud systém neni potvrzenym zplisobem v
polateénim stavu.

o Aplikace si uchovavaji persistentné své nastaveni.
e Jestlize p¥edchozi test selZe, v jakém stavu se aplikace nachdzi?

o M3 implementace skryté stavy?
o P¥i testovani softwaru miZeme predpoklddat véci, které nemusi obecn&
platit.
@ napt. Ze vime, ve kterém stavu se systém nachazi.
o Typicky se nejedna o jeden &i dva skryté stavy, ale stavovy prostor se
zdvojndsobuje &i jinak nasobi.
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Testovani automati Terminologie

Skryté stavy
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Testovani automati Formalizace testovani automati

[HI98]

Testovani kone¢ného automatu

@ zaloZeno na izomorfismu kone¢nych automati,
o A= (Input,Q,F,q)
o A = (Input,Q, ¥, q)

0 g: A A
0g:Q—Q
Q 9(q) = o’

Q Vq € Q,input € Input,
9(F(q,input)) = F'(g(q), input)

/
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Testovani automati Formalizace testovani automati

[HI98, Cho78]

Konstrukce mnoZiny testl

Chowova W metoda
@ Necht L je mnoZina vstupnich sekvenci a ¢, ¢’ dva stavy. L rozlisi
stav q od ¢/, jestlize existuje sekvence k v L takovd, Ze vystup ziskany
apliaci k na automat ve stavu ¢ je riizny od vystupu ziskany aplikaci k&
na stav ¢'.

@ Automat je minimalni, pokud neobsahuje redundantni stavy.

@ Mnozina vstupnich sekvenci W se nazyva charakterizaéni mnoZina,
jestlize mlzZe rozlisit jakékoliv dva stavy stavy automatu.

o Pokryti stavu je mnoZina vstupnich sekvenci L takovd, Ze Ize nalézt
prvek mnoziny L, kterym se |ze dostat do jakéhokoliv Zddaného stavu
z pocatetniho stavu qq.

@ Pokryti ptechodd minimalniho automatu je mnoZina vstupnich

sekvenci T', kterd je pokrytim stav( a uzaviena z hlediska pravé
kompozice s mnoZinou vstupl Input.

o sequence € T = L o (Input! U {<>})
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Testovani automati Formalizace testovani automati

[HI98, Cho78]

Generovani mnoziny testl

O kolik je v implementaci vice testl nez ve specifikaci? (k)
Z = Inputk e W U Inputt—t e W U --- U Input' ¢ W UW
o Jestlize A a B jsou mnoZziny sekvenci stejné abecedy,
pak A e B zna& mnoZinu sekvenci,
sloZenych ze sekvenci mnoZiny A nasledujici sekvenci z B.
o k krokli do “neznamého” prostoru nasledovanych ové&fenim stavu

o Konetnda mnoZzina testu:
TeZ

Pokryti prechodii zajistuje,
e Ze viechny stavy a pfechody specifikace jsou implementovany,
e mnoZina Z zajistuje, Ze implementace je ve stejném stavu, ktery uréuje
specifikace.

e Parametr k jisti, Ze do jisté trovné vSechny skryté stavy implementace
jsou testovany.
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Testovani automati Ptiklad

Jednoduchy pf¥iklad ™

Input = {a,b}

L={<>bb::a,b::a::b}, <> ...nulovy vstup
T={<>,a,b,b::a,b::b,b::a::a,b:za::b,b::a::ba,b:ia::b::b}
W = {a,b} ”* pp. 31-34

Z = InputeWUW

° = {a,b}e{a,b} U{a,b}

= {a,b,a:a,a::b,b::a,b::b}
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Testovani automati Ptiklad

[H198]

Testovaci mnozina prikladu

TeZ =
= {<>,a,b,b:za,b:b,biaza,biabbabia,babb)
e{a,b,a:a,a::b,b::a,b::b}
= {a,b,a:a,a:b,b::a,b::b,
sa,abacaca,acacbacbia,anbib,
za,bubbaa,bianb bibiia bbb,
taza,biacbbiazatabraanbbiacbiabanbeb,
sa,bibubbibiiaa,bibianb bibiibia bbb,
saa,birazanbbrazazacabrazazanbbrazanbia,biazanbb,
wbua,bianbibbiasbiazabiazbiacbbazbiba,babbb,
biaza,biazbianbbanbiaaa,
tbiiaanbbranbranbra,biranbianbib,
mbibia,branbabibbranbrbiaa,
sbubuanbbanbubibiabianbibibib)

= ...simplification

ol S e = i~ R~ R )

S 8 8 8 8 8 &
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Testovani automati Ptiklad

[Beios]

Aplikace

software ¥izeny pomoci menu,

objektové orientovany software,

protokoly,

Fadiée zafizeni,

starSi hardware,

mikropoditace priimyslovych a domacich zatizeni,
instalace softwaru,

software pro archivaci ¢&i obnoveni.
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Testovani automati Konstrukce charakteriza&ni mnoZiny

Mea|yho automat [Mea55, Mat13]

Definition 1 (Mealyho automat s kone&nym po&tem stavi je )

e 6-tice M(X,Y,Q,qo,0,\):

@ X je kone&nda mnoZina vstupnich symbold (vstupni abeceda),

@ Y je kone&na mnozina vystupnich symboli (vystupni abeceda),

@ () je kone¢nd mnoZina stavd,

@ qo € Q je polateldni stav,

o D C Q x X je specifika¢ni doména,

@ 0: D — (@ je prechodova funkce,

@ A: D —Y je vystupni funkce. )
o Jestlize D = Q x X, potom M je tiplny Mealyho automat [sP10]

@ Retézec a =x1...x, € I* je definovana vstupni sekvence pro

stav g € Q, jestlize existuji q1,...,qr+1, kde ¢ = q takové, Ze
(gi,zi) € D a d(qi,x;) = gi+1 pro vdechna 1 < i < k.
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Testovani automati Konstrukce charakteriza&ni mnoZiny

[SP10, Mat13]

Minimalita automatu

Dan Mealyho automat M (X,Y, @, qo, 0, \) s kone¢nym poctem stavu.
@ Rozsifeni pfechodové a vystupni funkce aplikovanou na vstupni symbol
2 na definované vstupni sekvence «, zahrnujici prazdnou sekvenci e:

° prog €@, d(g.€)=qal(ge =e
e §(q,ax) =0(d(q, ), x)
o Mg, ax) = A(6(q, @), x)
e Q(q) je mnoZina viech definovanych vstupnich sekvenci
pro stav g € Q.
@ Dva stavy ¢, ¢ € Q jsou rozlisitelné,
jestlize existuje v € Q(q) N Q(q’) takové, Ze A(q,v) # A (¢, 7).
Pak ¥ikdme, Ze v rozli$uje stavy ¢ a ¢'.
e Dva stavy ¢1,q2 € QQ; q1 # g2 jsou stavové ekvivalentni,
jestlize po aplikaci jakékoliv vstupni sekvence vedou
do stejnych nebo ekvivalentnich stavi.

@ M je minimalni, jestlize Zddné jeho dva stavy nejsou ekvivalentn{
[Ner58, Gil60]
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Testovani automati Konstrukce charakteriza&ni mnoZiny

[SP10, Mat13]

(C-ekvivalence stavi

Dan Mealyho automat M (X,Y, @, qo, 0, \) s kone¢nym poctem stavu.
o Necht je ddna mnozina C' C Q(q) N Q(¢).
o Stavy q1,¢2 € @ jsou C-ekvivalentni,
jestlize A(q,7v) # A(d',) pro vdechny v € C.
Dva automaty Ml(X, Y, Q, q(l), o1, /\1) a MQ(X, Y, Qo, qg, 02, )\2) jsou
ekvivalentni, jestlize
Q pro kazdy stav ¢ € M existuje ¢’ € M- takovy, Ze ¢ a ¢’ jsou
ekvivalentni a
@ pro kazdy stav ¢ € M existuje ¢’ € M takovy, Ze ¢ a ¢’ jsou
ekvivalentni.
k-ekvivalence
o Necht Mi(X,Y,Q1,q},61,\1) a Ma(X,Y,Q2,q3, 02, \o)
jsou dva automaty.
e Stavy ¢; € (1 a g; € (Q2 se povaZuji za k-ekvivalentni,
jestlize po aplikovani jakékoliv vstupni sekvence délky k
jsou produkovany identické vystupni sekvence.
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Testovani automati Konstrukce charakteriza&ni mnoziny

Charakterizaéni mnozina W/ P M

Necht Mealyho automat M (X,Y,Q, qo,d,0) s kone&nym poctem stavu je
minimdlni a Gplny.
o W je kone¢nd mnozina vstupnich sekvenci, kterd rozlisi jakykoliv par
stavil ¢;,q; € Q.
o KaZzdd vstupni sekvence v € W ma konecnou délku.

@ Pro kaZdé dva stavy ¢;,¢; € Q mnoZina W obsahuje (alespofi jednu)
vstupni sekvenci v takovou, Ze

Mai,v) # Maj,7)
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Testovani automati Konstrukce charakteriza&ni mnoziny

[HI98]

Pt¥iklad charakteriza¢ni mnoZziny

alo

all

Input = {a,b}

W = {baaa, aa,aaa}

Aqi,baaa) =1...(1101)

Aq2,baaa) =0...(1100)

Aq1,baaa) # A(q2,baaa) = baaa rozliduje stavy ¢ a g2

Radek Maf¥ik (radek.marik@fel.cvut.cz) FSM Checking Sequences December 12, 2017 32 /63



Testovani automati Konstrukce charakteriza&ni mnoziny

[Mat13]

k-ekvivalentni rozklad stavil ()

@ k-ekvivalentni rozklad stavi () oznalovany jako Py je soubor n
kone¢nych mnozin Xy, 1, X 2, ..., Xk, takovych

U?:1Zk,i = Q

@ Stavy v ¥ ; jsou k-ekvivalentni.

o Jestlize q;, € X j a qu, € Xy j pro i # j, potom gy, a qq, jsou
k-rozlisitelné.
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Testovani automati Konstrukce charakteriza&ni mnoZiny

Konstrukce W' mnoZiny ™

@ Vytvoreni sekvence k-ekvivalentnich rozklad stavi ) oznaéenou jako
P,P,....,P,,m>0

© Prohledani k-ekvivalentnich rozkladd v opaéném potadi se souéasnou
kontrukci rozli$ujicich sekvenci pro kaZdou dvojici stavi.

@ Je garantovdna konvergence postupu.

@ Po skon&eni postupu kaZzda tfida Xk ; kone¢ného rozkladu Pk
definuje t¥idu ekvivalentnich stavi (typicky 1).

Neformalné&:

@ nejprve se zjisti, co lze rozlisit v jednom kroku
@ po té ve dvou krocich
@ atd.
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Testovani automati Konstrukce charakteriza&ni mnoziny

[Mat13]

Konstrukce W mnoZiny

Tabuldrni reprezentace M.
0O-ekvivalen&ni rozklad Py = {X1 = {q1,92,93,q4, 95} }

Vystup [ Nasledujici stav H

H Soucasny stav [

I lal b [a] b |
Q1 0] 1 |q q4
q2 0] 1 |q 5
q3 0 1 qs q1
qa 111 |gs q4
5 1] 1 |q ‘3
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Testovani automati Konstrukce charakteriza&ni mnoziny

Konstrukce 1-ekvivalenéni rozklad P; ™

1-ekvivalen¢ni rozklad Py = {31 = {q1, 42,43}, 22 = {q4,q5} } -

I > ‘ Soutasny stav | Vystup | Naésledujici stav |
| YR a1 b
I 0 [0l 1 o as |
1T e o[ 1 [a] & ]
| a3 T0] 1 (] @ |
I'5 1 G4 1111 Jas[ aa |
ds q2 qs
L | (1] 1 Ja] H
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Testovani automati Konstrukce charakteriza&ni mnoziny

Konstrukce 2-ekvivalenéni rozklad: prepis P, ™

PYepis Py, stav ¢; je nahrazen g; j, pficemz ¢; € X;.

Nasledujici stav

Y. ! Soucasny stav [

| a | b

H
H
H
H

| |

| |

L qa J q1,1 J 44,2 H

1 [ a2 I q1,1 I 45,2 H

H [ q3 I ds5,2 I 41,1 H
H 2 [ 44 IQS,I I 44,2 H
H ( a5 T a2,1 T 45,2 H
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Testovani automati Konstrukce charakteriza&ni mnoziny

[Mat13]

Konstrukce 2-ekvivalenéni rozklad: konstrukce P»

Konstrukce P,. Rozd&leni ¥ ; podle skupin pfistich stavii.

Nasledujici stav

Y. ! Soucasny stav [

| a | b

H
H
H

| |

| |

1 L aq J 41,1 J 44,3 H

H [ a2 I q1,1 I 45,3 H
H 2 [ a3 I%,s I q1,1 H
H 3 [ 44 IQ3,2 I 44,3 H
H ( a5 T a2,1 T 45,3 H
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Testovani automati Konstrukce charakteriza&ni mnoziny

Konstrukce 3-ekvivalenéni rozklad: konstrukce P; ™

Konstrukce P3. Rozd&leni Y5 ; podle skupin pfistich stavii.

Nasledujici stav

Y. ! Soucasny stav [

| a | b

|
|
|

| |

| |

1 L aq J 41,1 J 44,3 H

H [ a2 I q1,1 I 45,4 H
H 2 [ a3 I%AI q1,1 H
H 3 [ 44 IQ3,2 I 44,3 H
H 4 ( g5 TQ2,1 T d5,4 H
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Testovani automati Konstrukce charakteriza&ni mnoziny

[Mat13]

Konstrukce 4-ekvivalenéni rozklad: konstrukce Py

Konstrukce P;. Rozd&leni X3 ; podle skupin pfistich stavii.

|
|

Nasledujici stav

Y. ! Soucasny stav [

| a | b

| [

| [
H 1 L al J(h,l J 44,4 H
12] Q2 lai] @5 |
H 3 [ a3 IQ5,5 I q1,1 H
H 4 [ 44 IQ3,3 I 44,4 H
H 5 { g5 TQ2,2 T 4d5,5 H
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Testovani automati Konstrukce charakteriza&ni mnoziny

Nalezeni rozlidujicich sekvenci: p¥iklad "

© Naleznéme rozlisujici sekvenci stavil g1 a ¢o.
@ Inicializace rozlidujici sekvence: z = e.
© Najdi tabulky P; a P, takové, Ze (q1,q2) jsou ve stejné skupin& v P;
a v riznych skupindch v P;q:
o dostaneme P3 a Pj.
@ Nalezni vstupni symbol rozliujici g1 a g2 v tabulce Ps
o Rozlisujicim symbolem je b.
o ProdluZ rozlisujici sekvenci: z := z.b = €.b = b.
Nalezni p¥isti stavy stavli q; a g2 po aplikaci symbolu b
o dostaneme ¢4 a gs.
Najdi tabulky P; a P;;1 takové, Ze (q4,¢s) jsou ve stejné skupin& v P,
a v riznych skupindch v P;q:
o dostaneme P, a Ps.
(a,q5) = Po, P3s > a — z = ba
(g3,92) = P1, P» » a — z = baa
(q1,95) = Py, PL — a — z = baaa
Opakuj pro kazdy par (¢;, q;): W = {a, aa, aaa, baaa}

© ©

6000
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FSM Sequences Overview

Set Theory and Strings

Definition 3.1

A cardinality of a set A is the number of elements of the set A. It is
denoted |A|.

v

Definition 3.2

A partition (CZ rozklad) P of a set A is a set of nonempty subsets of A
such that every element a € A is in exactly one of these subsets, i.e., A is
a disjoint union of the subsets.

String operations:
@ ¢ is the empty symbol, every extended alphabet X, contains ¢,
e |¢| =0.
@ x -y means concatenation of strings (words) x and y.
It can be also written as xy,
@ |z| means the length of string (word) z.
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FSM Sequences Overview

Finite State Machine

A finite-state machine is a sextuple (S, %, T, sg, 0, \), where

S is a finite nonempty set of states,
@ X is an input alphabet (a finite nonempty set of symbols),
e I' is an output alphabet (a finite nonempty set of symbols),
@ sg is an initial state, sg € .5,
@ J is a state-transition function: §: S x ¥ — 5,

@ w is an output function: X\ : 5 x X, — ..
Additional designations:

@ X* is the set of all strings (words) over the input alphabet,
'™ is the set of all strings (words) over the output alphabet,

Alphabet X* always containse and Ve € X*:e-x =x =z -

Thus X* is always nonempty and it is also countable because X is
countable.
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FSM Sequences Overview

Input/Output Sequence

@ An input sequence is a string of input symbols.

@ An output sequence is a string of output symbols.

@ An sequence experiment is an application of an input sequence to
the given FSM from a given state and the output sequence is
recorded.

e The main purpose of the experiment is a possibility to claim something
about a given initial state or a final state.
o An experiment can be represented as a preset of adaptive sequence.
o The preset form is one input sequence.
o All symbols of the input sequence are applied and an output sequence
is obtained.
@ A single decision is based on the entire output sequence.
e The adaptive form is represented as a decision tree,
where each internal node is an input symbol and
edges to children are labeled by possible output symbols.
@ The next input symbol depends on the observed previous output
symbol.
e A FSM having a sequence in a preset form has always also an adaptlve ,

form of this sequence.
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FSM Sequences Overview

State Identification vs. State Verification

o A state identification sequence determines the initial state from
which the sequence was applied if a representation of FSM is known.
e It also finds out the final state.
o lIdentification is usually based on a response of the machine,
but some sequences are able to determine the final state regardless of
the output.

o A state verification sequence verifies that the FSM was in a
particular initial state which was not known before the experiment is
performed.

e This can be achieved only by observing output and a representation of
FSM must be known.
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FSM Sequences Overview

[Sou14]

FSM Sequences - Overview

Preset Distinquishing Sequence Homing Sequnce

Identification of

Identification of
the final state

the current state

Must the experiment
be one sequence?

Must the experiment
be one sequence?

Verification of
the current state

Adaptive Distinquishing Sequence Synchronizing Sequence

Must the experiment
be one sequence?

State Verifying Sequence State Characterizing Set
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FSM Sequences Overview

[Sou14]

Distinguishing Sequence

Definition 3.3

A distinguishing sequence (DS) is an input sequence which distinguishes
any two states according to the observed output.

@ The application of a DS in each state provides no two identical
output sequences.

@ The final state is known after applying the DS.

@ A distinguishing sequence is one of state identification sequences and
also one of state verification sequences.

o If DS is applied in an unknown state, this state and also the final
state is easily identified by the output.

o If the FSM is assumed to be in a certain state, the response after
applying DS verifies whether the assumption was correct.
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FSM Sequences Overview

[Sou14]

Preset Distinguishing Sequence

Definition 3.4

A preset distinguishing sequence (PDS) (CZ p¥ednastavend rozlidujici
sekvence) for a machine is an input sequence x such that the output
sequence produced by the machine in response to x is different for each
initial state, i.e., \*(s;, ) # A*(s;, x) for every pair of states s;, s; , i # j.

@ The distinguishing sequences can be determined from a distinguishing
tree.

o A distinguishing tree is a successor tree from which all minimal
length distinguishing sequences can be derived.
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FSM Sequences Overview

PDS algorithm | s

© The distinguishing tree has an root node labeled with the set @) of all
states of the machine.

@ For each input a € ¥, construct a branch from @ to a successor node
which represents the set of all next states if the present state is in )
and the input a is applied. Group these states according to the
outputs d € I' associated with the transition to the states.

Each such group corresponds to the possible next states caused by
transitions from @) with input a and output d.
© Determine terminal nodes of the tree according to the following rules:

@ A node in which a state appears more than once in a group is a terminal
node.

@ A node which is identical to a node at an earlier level is a terminal node.
Note that only groups that are formed by more than a single state should
be compared.

@ A node in which each group consists of a just single state is a terminal
node.
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FSM Sequences Overview

PDS algorithm || Pre s

Q If one or more nodes are terminal nodes defined by rule c) of step 3,
the sequence of inputs corresponding to a path from the root node to
such a terminal node is a distinguishing sequence for the machine. If
all nodes terminate by rule a) or rule b), then the machine has no
distinguishing sequence. If there are some nonterminal nodes in the
tree, go to step b.

© For each nonterminal node @); and each input a € %, construct a
branch from @); to a successor node representing the next states of Q);
for input a. Group these states according to outputs, as in step 2, but
do not group together any states generated by different subgroups of
Q;. Go to step 3.
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FSM Sequences Overview

PDS Example ***

(e
Ll a | b |

AJC/1|D/1 Q’G
B|A/1|C/1 al2
C|D/2[B/1

D|C/2|A/2

a b a b
{C}{D}{C.D} {B.D} {B} {A} {A}{C.D}{C} {B.C}HA}{D}
a b a b a b a b
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PDS Example Sequences

| a [ b
Al[C/1]|D/1
B|A/1|C/1
C|D/2[B/1
D|C/2[A]2

FSM Sequences

a
{CHD}{C,D}
a, b

[Sou14]

Overview

H aab ‘ aba ‘ abb ‘ bab ‘ bba

A || 122 | 111 | 111 | 121 | 121
B || 111 | 112 | 112 | 122 | 111
C | 221|221 |221 | 111 | 112
D || 222 | 211 | 211 | 211 | 212

b
{B.CHA} D}
a b
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FSM Sequences Overview

[DH94, Sou14]

Homing Sequence

@ A homing sequence (HS) guides FSM to some specific states.

Definition 3.5

An input sequence x is said to be a homing sequence if the final state of
the machine can be determined uniquely from the machine’s response to
x, regardless of the initial state. These final states of the machine are
determined by observing the output sequence produced by applying a
homing sequence to the machine.

@ A homing sequence exists for all reduced FSM.

o If the current state of FSM is unknown, HS is applied and according
to the output sequence a final state is determined.

@ An adaptive form of sequence can rapidly reduce the length of
homing sequence in some cases.
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FSM Sequences Overview

HS algorithm >4

@ The homing tree has an root node labeled with the set ) of all states of
the machine.

@ For each input a € ¥, construct a branch from @ to a successor node
which represents the set of all next states, if the present state is in () and
the input a is applied. Group these nodes according to outputs associated
with the transitions to the states. Within any group, no state need be
repeated.

© Determine terminal nodes in the tree according to the following rules:

@ A node which is identical to a node at an earlier level is a terminal node.
© A node in which each group is a single state is a terminal node.

@ If one or more nodes are terminal nodes by rule b), a sequence of inputs
from the root node to such a terminal node is a homing sequence. Note
that all nodes cannot be terminal by rule a) since a homing sequence
always exists. If there are some nonterminal nodes in the tree, go to step
5.

© For each nonterminal node ; and each input a, construct a branch from
Q; to a successor node, representing the next state of Q; for input a,
grouping them by outputs and not grouping together states that are
generated by different subgroups of ;. Go to step 3.
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HS Example - Mealy Machine

| a [ b |
A[B/1[D/1
BI|A/1|B/1
ClD/2[A/1
D
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FSM Sequences Overview

[Sou14]

HS Example Sequences

L[ a [ b |
A[B/1[D/1
BI[A/1|[B/1
C[D/2[A/1
b D/2]C/

initial || response final | response final
state to aba  state | to abba  state

A 111 A 1111 A
B 112 D 1112 D
C 212 D 2111 B
D 212 D 2111 B &
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FSM Sequences Overview

[DH94, Sou14]

Synchronizing Sequence

@ Some FSM can be synchronized to a particular state which means
that FSM is in this state after applying a specific input sequence.
@ The input sequence is called a synchronizing sequence (SS).

Definition 3.6

A synchronizing sequence is an input sequence which takes the machine
to a unique final state independent of its initial state.

@ This sequence has not an adaptive form because the decision is made
regardless of the output.

@ It is guaranteed that SS takes FSM into one state unlike HS which
can take machine into more than one final state.

@ SS has always at least the same length as HS

@ FSM may not even have an SS.

@ When output of FSM cannot be observed but a representation of
FSM is known SS still can be used to determine the current state.

Radek Maf¥ik (radek.marik@fel.cvut.cz) FSM Checking Sequences December 12, 2017 58 / 63



FSM Sequences Overview

SS algorithm | s

@ The synchronizing sequences can be found from a synchronizing tree
which is a successor tree.

@ The synchronizing tree is similar to the homing tree except that the
states represented by a node are not grouped according to outputs
since the final state must be determined independently of the output.

@ The following steps are followed to build a synchronizing tree and
derive all minimal length synchronizing sequences.
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FSM Sequences Overview

SS algorithm || s

© The synchronizing tree has an root node labeled with the set @ of all
machine states.

@ For each input a € %, construct a branch from ) to a successor node
which represents the set of all next states, if the current state is in ) and
the input a is applied. Group these nodes disregarding the outputs
associated with the transition to the states. Within the group, no state
need to be repeated.

© Terminal nodes in the tree are determined according to the following
rules:

@ A node which is identical to a node at an earlier level is a terminal node.
© A node in which the group is a single state is a terminal node.
@ If one or more nodes are terminal nodes by rule b), the sequence of inputs
from the root node to such a terminal node is a synchronizing sequence.
If all nodes are terminated by rule a), the machine has no synchronizing
sequence. If there are some nonterminal nodes in the tree, go to step 5.
@ For each nonterminal node (); and each input a, construct a branch from
Q; to a successor node, representing the next states of Q; for input a. Go
to step 3.
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FSM Sequences Overview

[Sou14]

SS Example - Moore Machine

L lJalble]
A[B|C|1
B|A|D|1
ClB A2
D C[A]2
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FSM Sequences

[Sou14]

Overview

SS Example Sequences

| llalb]e
A|B|C|1
BIIA|D|1
C|B|A|?2
DI|C|A]|2
initial || response final | response final
state to bba  state | to aabb state
A 211 B 1121 A
B 211 B 1121 A
C 121 B 1121 A
D 121 B 2121 A
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FSM Sequences Overview
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