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1. Formaty vymény dat
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Proc¢ formaty dat v loT?

loT systémy jsou heterogenni:

e Mikrokontroléry (MicroPython, C)

Servery (Python Flask, Node.js, Java)
Cloudové sluzby (AWS loT, Azure loT)
Mobilni aplikace (iOS, Android)

Weboveé prohlize€e (JavaScript)

Nutnost standardizace:

e Kompatibilita mezi riznymi systémy
o Citelnost pro lidi i stroje
o Efektivita (velikost, rychlost)

e Validace a schémata
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Textové formaty:

e JSON (JavaScript Object Notation) - univerzalni

XML (eXtensible Markup Language) - enterprise
CSV (Comma-Separated Values) - export, logy

e YAML - konfigurace

Binarni formaty:

Protocol Buffers - schema-based, Google
MessagePack - binarni JSON

CBOR - CoAP standard (RFC 8949)
BSON - MongoDB

Avro - Kafka, Hadoop

FlatBuffers - zero-copy access



JSON - JavaScript Object Notation

Zakladni vlastnosti Datove typy

e Textovy format (UTF-8) {

"string": "Hello",
"number": 42,

Citelny pro lidi i stroje

e Jednoduchd syntaxe "float": 3.14,
v "boolean": true,
e Sirokd podpora (vSechny jazyky) "null": null,
] ) "array": [1, 2, 31,
e Standardizovan (RFC 8259) "object": {"key": "value"}
+
Vyhody:
@ Jednoduchy parsing, mala velikost (pro text) Typicky loT priklad
@ Nativni podpora v JS
{
Nevyhody: "dgvice_id": "pico_001",
@ V&t nez binarni forméty e
@ Zidna vestavéna validace "temperature": 23.5, "humidity": 65.2
¥y
"status'": "active"
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JSON v Pythonu

iali Python - N):
Serializace (Python > JSON) Deserializace (JSON - Python):

import json _ ,
import json

# Python dictionary

data = { # Nacteni z JSON stringu
"device_id": "pico_001", json_str = '{"temp": 23.5}'
"temperature": 23.5, data = json.loads(json_str)
"sensors'": ["temp"’ "hum"] print(data['temp']) # 23.5

’ # Nacteni ze souboru

# PFevod na JSON string with open(‘'data.json', 'r') as f:

json_str = json.dumps(data) data = json.load(f)

print(json_str)
# {"device_id": "pico_001", ...} MicroPython:

# Zapis do souboru

with open('data.json', 'w') as f: import ujson # MicroPython JSON
json.dump(data, f, indent=2) : ! >/
# Serializace
json_str = ujson.dumps({"t": 23.5})

# Deserializace
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XML - eXtensible Markup Language
Priklad:

<?xml version="1.0" encoding="UTF-8"7>
<device>
<id>pico_001l</id>
<timestamp>1674392000</timestamp>
<sensors>
<temperature unit="C">23.5</temperature>
<humidity unit="%">65.2</humidity>
</sensors>
<status>active</status>
</device>

Vlastnosti:

e Hierarchicka struktura
e Atributy (napf. unit="C")
e Podpora schémat (XSD)

e Self-describing (obsahuje metadata)
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Vyhody:

e Silna validace (DTD, XSD), komplexni hierarchie

e Siroka podpora v enterprise prostredi
Nevyhody:

v s

e \elka velikost (verbose), slozitéjsi parsing

e Horsi Citelnost
Kdy pouzit XML.:

e Enterprise systémy (SOAP)

e Komplexni struktury, dliraz na validaci
V loT méné cCasty:

e JSON je leh&iarychlejsi

e Mikrokontroléry maji omezené zdroje



Protocol Buffers (Protobuf)

Definice schématu (.proto): Pouziti v Pythonu:

syntax = "proto3"; :
# Kompilace: protoc ——python_out=. sensor.proto

message SensorData { import sensor_pb2

string device_id = 1; o

int64 timestamp = 2; g Seriallzace o

float temperature = 3; ENE) = SErEel 2 ;S¢nsorDaEa()

_y — A data.device_id = "pico_001

float humidity = 4;

int32 distance = 5 dalaikeiperaltuliels sy .
1 ! binary = data.SerializeToString()

# Deserializace
Vlastnosti: received = sensor_pb2.SensorData()
) received.ParseFromString(binary)

o, , , rint(received.temperature) # 23.5
e Binarni format (kompaktni) > >

e Definované schéma (typovany) Vyhody:

e Automaticka generace kodu

e 3-10x mensi nez JSON
e Vyvinuty Googlem . .
e 20-100x rychlejsi parsing

, .. e Zpétna kompatibilita
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BSON - Binary JSON

Co je BSON:

e Binarni serializace JSON-like dat
e Pouzit v MongoDB

e RozSifuje JSON o dalSi typy
o Date, Binary data, Objectld

Priklad struktury:

" _id": ObjectId("507f1f77..."),
"device_id": "pico_001",

"timestamp": ISODate('2023-01-22T..

"temperature": 23.5,
"binary_data": BinData(@, "...")

Navrh systému loT 2026-03-30 06:52:41

.II)’

Vyhody:

e Rychlejsi parsing nez JSON
e Podpora binarnich dat

e Nativni v MongoDB
Nevyhody:

e VétsSi nez Protobuf

e Méné rozsiteny mimo MongoDB
V loT:

e Vhodné pro uloZeni dat v DB
e Ne idealni pro prenos (MQTT)
e Python: knihovna pymongo



MessagePack - binarni JSON alternativa

Co je MessagePack:

e Binarni serializa¢ni format
e Efektivni kddovani isel a stringl

o Sirokd podpora v mnoha jazycich

Priklad:

import msgpack

# Serializace

data = {
"device_id": "pico_001",
"temperature": 23.5,
"sensors": [1, 2, 3]

¥

packed = msgpack.packb(data)

# Bindrni data (mens$i nez JSON!)

# Deserializace
unpacked = msgpack.unpackb(packed)
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Porovnani velikosti:

JSON: {"temp":23.5} = 13 bytes
MessagePack: \x81\xadtemp\xcb@7\x80... = 9 bytes
Uspora: ~30%

Vyhody:

@ Mensinez JSON (20-50% Uspora)

@ Rychlejsi parsing, schemaless (jako JSON)
@ Wide language support

Nevyhody:
@ Binarni (neditelné)
@ Mensi adopce nez JSON

Kdy pouzit:

o Casto opakovana telemetrie

e Sjté s omezenou Sitrkou pasma
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CBOR - Concise Binary Object Representation (1)

Co je CBOR:
j Python priklad:

e RFC 8949 standard

Binarni data format import cbor2

e Rozsifitelny (vlastni datové typy) ﬁaigcfd?
e Pouzivan v CoAP protokolu "device_id": "pico_001",
. ) "temperature": 23.5,
e Self-describing (bez schématu) "timestamp": 1674392000,
"active": True
Zakladni vlastnosti: ¥
encoded = cbor2.dumps(data)
e Kompaktni binarni reprezentace # Decode
e JSON-Ilike datové typy decoded = cbor2.loads(encoded)

e Podpora binarnich dat, Casovych znacek

* Streaming encoding/decoding MicroPython: knihovna ucbor
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CBOR - Concise Binary Object Representation (2)

CBOR datové typy:

e Integer (optimalizované enkdédovani)
Float (16, 32, 64 bit)

String (UTF-8)

Byte string (binarni data)

Array & Map

Timestamp (nativni!)

Tags (vlastni datoveé typy)
Kdy pouzit:

e CoAP komunikace (standard)
e Zafizeni s omezenymi prostredky
e Potfeba ¢asovych znacek

e |ol standardy (IETF)
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Vyhody:

@ Kompaktni (jako Protobuf)

@ Schemaless (jako JSON)

@ Nativni binani data & timestampy
@ IETF standard

Nevyhody:
@® Méné znamy nez JSON
@ Binarni format
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Avro - Schema-based binary format (1)

Co je Avro:

e Binarni serializacni format
e Schema-based (jako Protobuf)
e Vyvinuty Apache (Hadoop ekosystém)

e Schéma se mUze ménit v ¢ase

Schema definice (JSON):

{
"type": "record",
"name'": "SensorData",
"fields": [
{"name": "device_id", "type": "string"},
{"name": "temperature", "type": "float"},
{"name": "timestamp", "type": "long"}
]
}
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Python pouziti:

from avro.io import DatumWriter
from avro.datafile import DataFileWriter
import avro.schema

# Load schema
schema = avro.schema.parse(open("sensor.avsc").read())

# Write data

writer = DataFileWriter(
open("data.avro", "wb"),
DatumWriter(),

: schema

writer.append({
"device_id": "pico_001",
"temperature": 23.5,
"timestamp": 1674392000

})

writer.close()
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Avro - Schema-based binary format (2)

Klicové vlastnosti:

e Schéma ulozeno s daty

e Zména schématu (add/remove fields)

e Kompaktni binarni kddovani

e RPC framework

Avro vs Protobuf:

Kritérium Avro Protobuf
Schema JSON .proto DSL
Evolution Better Good
Ecosystem Hadoop gRPC
Schema storage = With data  Separate
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Vyhody:
o @ Schema evolution
o @ Self-contained
o @ MoZné dynamické typovani
Nevyhody:
o @ V&tsioverhead (véetné schématu)
o @ Méné rozsifeny v loT
Kdy pouzit:
e Big data pipelines (Kafka + Hadoop)

e Pozadavky na dynamickou zménu schématu

e Datoveé sklady
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FlatBuffers - Zero-copy access (1)

e Vyvinuty Googlem, schema-based ( . fbs file)
e Zero-copy deserializace
e Extrémneé rychly ndhodny pfistup

o pfimo adresovatelny

o self-describing pres offsety

Schema (.fbs):

namespace IoT;

table SensorData {
device_id:string;
temperature: float;
timestamp: long;
active:bool;

}

root_type SensorData;
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Compile schema:

flatc ——python sensor.fbs

Python pouziti:

import flatbuffers
from IoT import SensorData

# Build
builder = flatbuffers.Builder(256)

device = builder.CreateString("pico_001")

SensorData.Start(builder)
SensorData.AddDevicelId(builder, device)
SensorData.AddTemperature(builder, 23.5)
SensorData.AddTimestamp(builder, 1674392000)
data = SensorData.End(builder)

builder.Finish(data)

buf = builder.Output()
15



FlatBuffers - Zero-copy access (2)
Klicova vlastnost - Zero-copy:

# Reading — NO PARSING!
sensor = SensorData.GetRootAs(buf)
print(sensor.Temperature()) # Direct memory access!

Vyhody:

© Zero-copy (ryhly pristup)

@ Backward/forward kompatibilni
@ Nahodny pfistup k polim

© Pamétové optimalizovany format

Nevyhody:

@ Komplexni API

@ \&tsi velikost zpravy neZ Protobuf
@ Overkill pro jednoduché use-cases
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Kdy pouzit:

e Herni enginy (Unity, Unreal)
e Real-time systémy
e Performance-critical aplikace

e \elké zpravy s nahodnym pristupem
V loT:

e Edge Al inference data
e High-frequency telemetrie

e Zarizeni s omezenymi prostredky, ale potfebou
vysokého vykonu
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CSV a dalsi textové formaty (1)
CSV (Comma-Separated Values):

timestamp,device_id, temperature,humidity
1674392000,pico_001,23.5,65.2
1674392060,pico_001,23.6,65.1
1674392120,pico_002,24.1,64.8

Vyhody:

o @ Jednoduchég, gitelné
o @ Excel/spreadsheet kompatibilni
o @ Maly overhead

Nevyhody:

o @ Z4dné vnorené struktury
o @ Z4dna validace

o @ Problémy s escapovanim
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Python:

import csv
with open('data.csv', 'w') as f:
writer = csv.DictWriter(
f, fieldnames=['device_id', 'temp']
)

writer.writeheader()

writer.writerow({
‘device_id': 'pico_001',
‘temp': 23.5

})

TSV (Tab-Separated Values):

device_id temperature humidity
pico_001 23.5 65.2

e Pouziti: log files, export data
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CSV a dalsi textové formaty (2)

YAML (YAML Ain't Markup Language):

device_id: pico_001

Sensors:
— name: temperature
value: 23.5
unit: C
— name: humidity
value: 65.2
unit: "%"
Vyhody YAML.:

o @ Citelny, human-friendly
o @ Komentéfe (# comment)

o @ Kotvy & reference
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Kdy pouzit CSV/TSV:

e Export dat pro analyzu
e |Logfiles

e Flat data (no nesting)
Kdy pouzit YAML:

e Konfiguracni soubory

e Ne pro real-time loT data!
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MicroPython podpora formatu (1)

Native podpora (built-in):

JSON (ujson):

import ujson

# Serializace

data = {"temp": 23.5, "humidity": 65}
json_str = ujson.dumps(data)

# Deserializace

parsed = ujson. loads(json_str)

e 4 Vzdy k dispozici

o @ Optimalizovany pro MCU

o @ Mald pamétova naroénost
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CSV (textovy soubor):

# Ru¢ni parsing (jednoduché)
with open('data.csv', 'r') as f:
for line in f:
values = line.strip().split("',")
temp, hum = float(values[0]), float(values[1])

e 4 Native string operace

e @ Z4dné zavislosti
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MicroPython podpora formatu (2)

Dostupné pres micropython-lib:

CBOR

# Instalace: upip install micropython-cbor
import ucbor

data = {"temp": 23.5}
encoded = ucbor.dumps(data)
decoded ucbor. loads(encoded)

VyZzaduje instalaci
@ Kompaktni, vhodné pro CoAP
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MessagePack

# Port dostupny (umsgpack)
import umsgpack

packed = umsgpack.packb({"temp": 23.5})
unpacked = umsgpack.unpackb(packed)

Community port
@ Mens&inez JSON

XML

# Simple XML parsing mozny
# ale NENI doporuceno (overhead)

@ Vysokd RAM naro&nost -> nedoporuéeno pro MCU
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MicroPython podpora formatu (3)

X Bez podpory (nelze pouzit):

* Protocol Buffers - vyZzaduje code generation
e Avro - pfilis komplexni pro MCU
e FlatBuffers - vyzaduje compile step

e BSON - MongoDB specific, overhead
=] Doporuéeni pro Pico:
1. Priority: ujson (JSON)

e Native, rychly, Citelny

e Best choice pro MQTT payloads
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2. Pokud potrebujete minimalni velikost:

e MessagePack (umsgpack port)
e CBOR (ucbor) pro CoAP

3. Export dat:
e CSV (simple string formatting)
4. Config soubory:

e JSON (ujson)
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Kritérium JSON XML Protobuf BSON MsgPack CBOR Avro FlatBuffers CsSv
Velmi
Velikost Stitedni @ Velka ® . Sttedni @ Mala ® Mala .. @vstsi L
mala Stredni Stredni
® Velmi o ®
Rychlost Stredni Pomala Rychla Rychla Fastest
y ® rychla ® Ry ® Ry Rychla stedni Rychla
% s . L L .. @ ® L o
Citelnost ® Skvéla Dobra @ Binarni @® Binani @ Binarni o o @ Binarni .
Binarni Binarni Skvéla
Schema X XSD .proto X X X fbs X
JSON
o . o _ . Velmi
Overhead Nizky Vysoky Minimalni Nizky Minimalni Minimalni  Stfedni Vysoky nizky
Podpora loT ® ® gRPC @ CoAP ® ® Logs
Universal Enterprise MongoDB Growing Kafka Specialized
.
MicroPython ujson Parser X X Port X X .
uchor Native
Typ Text Text Binary Binary Binary Binary Binary Binary Text
Nested data X
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Doporuceni pro loT podle use-case

Sensor telemetry (MQTT/CoAP):

o B JSON - standard, ¢itelny, debugging friendly
e P CBOR - binarni, kompaktni (CoAP standard)
o [EJ MessagePack - mensi nez JSON, rychlejsi

High-frequency streams:

o [ Protobuf - schema-based, velmi maly, rychly
« B3 FlatBuffers - zero-copy (fastest access)

o [EJ MessagePack - schemaless alternative
REST APIs:

o BN JSON - web standard, v&ude podporovano
o F3 XML - legacy enterprise systémy
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Database storage:

o K} BSON - MongoDB native
o B Avro - Kafka, Hadoop, schema evolution
e [EJ JSON - universal

Log files [ Export:

o BB CSV - Excel compatible, simple
e FJ JSON Lines - one JSON per line
o EJ TSV - tab-separated

Configuration files:

o B YAML - human-friendly, comments
e FJ JSON - structured
o EJ TOML - simple, clear
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2. HTTP protokol & REST API
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HTTP - Hypertext Transfer Protocol (1)

HTTP REQUEST

GET /api/sensors HTTP/1.1

HTTP RESPONSE

MicroPython <
/ Browser
. J
Zakladni model:

1. Klient odeSle pozadavek
2. Server zpracuje pozadavek

3. Server vrati odpovéd’

4. Spojeni se uzavie (HTTP/1.1 mlze zUstat oteviené)
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200 OK {"temperature": 23.5}

]

Vlastnosti:

e Bezstavovy protokol (stateless)

Request-Response model
Postaveny na TCP
Port 80 (HTTP), 443 (HTTPS)

Text-based protocol

Flask / Nginx
port 80 / 443
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HTTP - Hypertext Transfer Protocol (2)

Struktura HTTP pozadavku:

GET /sensors/temperature HTTP/1.1
Host: iot.example.com

User—-Agent: MicroPython/1.19
Content-Type: application/json

{"device_id": "pico_001"}
Struktura HTTP odpovédi:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 45

{"temperature": 23.5, "unit": "C"}
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HTTP metody

GET - Ziskani zdrojti PUT - Aktualizace existujiciho zdroje

GET /sensors/temperature PUT /sensors/temperature/123
{"value": 24.0}

e |dempotentni (opakované volani = stejny vysledek)
5 5 e |[dempotentni
e Bez téla pozadavku

, e Nahrazuje cely zdroj
e Data v URL (query string)

DELETE -S Ani zdroj
POST - Vytvoreni nového zdroje mazani zdroje

DELETE /sensors/temperature/123
POST /sensors/data

Content-Type: application/json

e rEEt s e 5] PATCH - Castecna aktualizace

Y v PATCH /sensors/temperature/123
e S télem pozadavku {"value": 24.0}

e Neni idempotentni
Navrh systému loT 2026-03-30 06:52:41

27



HTTP status kédy

2xx - Uspéch:

e 200 OK - Pozadavek uspésny
e 201 Created - Zdrojvytvoren
e 204 No Content - Uspéch, ?4dné data

Zpracovani ve Flasku:

from flask import abort

@app.route('/sensor/<id>")
def get_sensor(id):
sensor = db.find(id)
1f sensor 1is None:
abort(404) # Not Found
return sensor

@app.errorhandler(404)
def not_found(error):

return {"error": "Not found"}, 404
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3xx - Pfesmeérovani:

301 Moved Permanently - Trvalé presmérovani

304 Not Modified - Cache je aktualni

4xx - Chyba klienta:

400 Bad Request - Spatny format
401 Unauthorized - Chybiautentizace
403 Forbidden - Pristup zakazan
404 Not Found - Zdrojneexistuje

405 Method Not Allowed - Metoda neni
podporovana

5xx - Chyba serveru:

500 Internal Server Error - Chyba serveru

503 Service Unavailable - Server nedostupny
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REST API - Representational State Transfer

Principy REST:

Priklad REST API pro loT:

1. Bezestavovost - server neuklada stav klienta

GET
GET
POST
PUT
DELETE

2. Klient-server - oddélené role

3. Jednotné rozhrani - standardni metody (GET, POST,
...)

. GET
4. Cachovani - data lze cachovat

POST
GET

5. Vrstveny systém - moznost proxy, load balancer
Charakteristika:

e Zamereno na zdroje (resources)

e Kazdy zdroj ma URI

e CRUD operace pomoci HTTP metod
e JSON nebo XML payload
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/sensors - Seznam v$ech senzordl
/sensors/templ23 - Detaily senzoru

/sensors - Vytvoreni nového senzoru
/sensors/templ23 - Aktualizace senzoru
/sensors/templ23 - Smazani senzoru

/sensors/templ23/data — Data ze senzoru
/sensors/templ23/data — 0Odeslani novych dat
/sensors/templ23/data/last — Posledni méreni

Navrhové pattern:

e Pouziti mnozného Cisla ( /sensors )
e Hierarchie zdrojli ( /sensors/{id}/data )

e Query parametry pro filtrovani ( ?
limit=10&0ffset=0 )
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Flask REST API - priklad
Zakladni struktura:

from flask import Flask, request, jsonify
app = Flask(__name__)

@app.route('/sensors/data', methods=['POST'])
def add_sensor_datal():

data = request.get_json()

# Validace, ulozZeni dat

return {"status": "success"}, 201

@app.route('/sensors/data', methods=['GET'])
def get_sensor_datal():
return jsonify(sensors_datal[-10:1)

Kompletni priklad: Viz examples/flask_rest_api.py
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HTTP hlavicky (Headers)

Content-Type - typ odesilanych dat
ype-hyp y Vlastni hlavicky (custom):

Content-Type: application/json

Content-Type: text/html X-Device-ID: pico_001
Content-Type: image/png X-API-Key: abcl23...
Authorization - autentizace Ve Flasku:

@app.route('/data', methods=['POST'])

def receive_data():
# Cteni hlavicky
device_id = request.headers.get('X-Device-ID")
api_key = request.headers.get('X-API-Key"')

Authorization: Bearer eyJhbGciOi...
Authorization: Basic dXNlcjpwYXNz

User-Agent - identifikace klienta

# Validace
B - if not api_key or api_key !'= "secret":
User—Agent: MicroPython/1.19 return {"error": "Unauthorized"}, 401

v, data = request.get_json()
Cache-Control - rizeni cache return {"status": "ok"}, 200

Cache-Control: no-cache
Cache-Control: max-age=3600
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HTTP v MicroPython - urequests
Zakladni pouziti:

import urequests, ujson

# GET pozadavek

response = urequests.get('http://api.example.com/sensors')
data = response.json()

response.close()

# POST pozadavek

payload = {"device_id": "pico_001", "temp": 23.5}

response = urequests.post(
‘http://api.example.com/sensors/data’,
data=ujson.dumps(payload),
headers={"Content-Type": "application/json"}

)

response.close()

Kompletni priklad: Viz examples/http_micropython.py
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HTTP vs. MQTT pro loT

Kritérium HTTP/REST MQTT
Model Request-Response Publish-Subscribe
Smer _ Bidirectional
. Klient = Server
komunikace (pub/sub)

Overhead

Spojeni

Rezie
Realtime push
QoS

Offline zpravy

Baterie

Vysoky (hlaviCky)

Nové pro kazdy
request

~500+ bytu

Ne (polling nutny)
Ne

Ne

Vysoka spotfeba

Navrh systému loT 2026-03-30 06:52:41

Nizky (binarni)

Persistent (TCP)

~2 byty
Ano (subscribe)

Ano (0, 1, 2)

Retained messages

Nizka spotfeba

Kdy pouzit HTTP:

e RESTful API pro web/mobile aplikace
e Jednorazové dotazy (na vyzadani)

e |ntegrace s existujicimi web sluzbami
Kdy pouzit MQTT:

¢ Real-time telemetrie (napft. kazdou sekundu)
e Battery-powered zarizeni
e Bidirectional communication (cloud = device)

e Tisice soucasné pripojenych zafizeni
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3. MQTT uvod & Pub/Sub pattern
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MQTT - Message Queuing Telemetry Transport

Coje MQTT:

Lightweight messaging protokol
Publish-Subscribe pattern
Optimalizovany pro loT
Standardizovany (OASIS, ISO/IEC)

e Vyvinuty IBM (1999), open-source od 2013

Klicové vlastnosti:

Maly overhead (~2 byty)

Persistent TCP spojeni

Kvalita doruceni (QoS O, 1, 2)

Retained messages (posledni hodnota)
Last Will and Testament (LWT)
Sifrovani (TLS/SSL)
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Pro¢ MQTT pro loT:

Nizka spotieba energie

Funguje na pomalych sitich (2G/3G)
Zvlada preruSované spojeni

Skaluje na tisice klient(l

Jednoducha implementace

Typické use-cases:

Sensor telemetrie (teplota, vihkost)
Smart home (ovladani svétel, zaluzii)
Pramyslové loT (monitoring stroj()
Automotive (connected cars)

Mobile messaging (Facebook Messenger)
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Publish-Subscribe pattern

Subscriber 1

Flask Server
sensors/#

MQTT Broker

FORWARD

PUBLISH

Mosquitto
message routing

Raspberry Pi Pico
sensor data J sensors/temp

Mobile App
sensors/temp

Subscriber 3

Logger
sensors/#

Pub/Sub model:
- Publisher a Subscriber se neznaiji
- Many-to-Many komunikace

Architektura: Klicové:
e Publisher - publikuje zpravy k tématu (topic) e Publisher a Subscriber se navzajem neznaji
e Subscriber - pfihlasi se k odbéru tématu e Komunikace je asynchronni
e Broker - zprostfedkovatel (distribuuje zpravy) e Many-to-Many vztah (1 publisher - N subscribers)
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MQTT architektura (1)

MQTT Broker (Server):

e P¥ijima zpravy od publishers
e Distribuuje zpravy subscribers
e Spravuje topic hierarchii

e Implementace:
o Mosquitto (nejpouzivanéjsi)
o HiveMQ
o EMQX

AWS loT Core

O
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MQTT Client:

e Publisher - publikuje zpravy
e Subscriber - pfijima zpravy
e MUze byt oboji najednou
e Knihovny:
o Python: paho-mqtt
o MicroPython: umqtt.simple
o Node.js: mqtt.js
o C: Eclipse Paho C
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MQTT architektura (2)

Topic (téma):

e Hierarchicka struktura

e Oddéleno lomitky: home/livingroom/temperature
e Case-sensitive

e UTF-8 encoding

Priklad:

Topic: home/bedroom/temperature
Payload: {"value": 23.5, "unit": "C"}

Topic: home/bedroom/humidity
Payload: {"value": 65, "unit": "%"}
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Payload (data):

e Binarni data (0-256 MB)
e Typicky JSON, Protobuf, plain text

e Broker je neinterpretuje (black box)
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MQTT komunikacni flow
1. Pfipojeni (CONNECT):

Client - Broker: CONNECT(client_id="pico_001", clean_session=True)
Broker - Client: CONNACK(return_code=0) # 0 = Uspéch

2. Subscribe (odbér tématu):

Client - Broker: SUBSCRIBE(topic="sensors/temperature", qos=1)
Broker - Client: SUBACK(granted_qgos=1)

3. Publish (publikovani):

Publisher - Broker: PUBLISH(topic="sensors/temperature", payload="23.5", qos=1)
Broker - Subscriber: PUBLISH(topic="sensors/temperature", payload="23.5")
Subscriber - Broker: PUBACK # Potvrzeni (QoS 1)

4. Odpojeni (DISCONNECT):

Client - Broker: DISCONNECT
Navrh'systému loT 2026-03-30 06:52:41
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MQTT vs.HTTP - datovy overhead

HTTP POST pozadavek:

POST /sensors/data HTTP/1.1
Host: api.example.com
Content-Type: application/json
Content-Length: 45
Authorization: Bearer eyJhbGc...
User—-Agent: MicroPython/1.19

{"device_id":"pico_001","temp":23.5}

Velikost:

Hlavicky: ~250 bytu

Payload: 45 byt(

Celkem: ~295 bytu

Nové TCP spojeni pro kazdy request
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MQTT PUBLISH:

Topic: sensors/pico_001/temp
Payload: 23.5

Binarni packet:

— Fixed header: 2 byty

— Topic length + topic: 25 bytd
— Payload: 4 byty

Velikost:

e Celkem: ~31 bytu

e Persistent TCP spojeni (reuse)

Uspora: ~10x mensi overhead!
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Vyhody Pub/Sub patternu

1. Oddéleni v prostoru (Space decoupling):

e Publisher nemusi znat subscribers
e Zadné pfimé spojeni
e Skaluje na tisice klient(
2. Oddéleni v ¢ase (Time decoupling):
e Publisher a subscriber nemusi byt online soucasné

e Retained messages (posledni hodnota)

o Offline messages queue
3. Synchronizace (Synchronization decoupling):

e Asynchronni komunikace
e Publisher neblokuje na odpovéd

e Fire-and-forget model
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4. Many-to-Many komunikace:

Publisher 1
Publisher 2 E}—a Broker —— Subscriber 1
Publisher 3 —— Subscriber 2
——— Subscriber 3

Priklad: Smart Home

Teplotni senzor (Publisher)

'
home/livingroom/temperature

!
—— Mobile app (Subscriber)
— Thermostat (Subscriber)
—— Logger (Subscriber)
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Prakticky priklad - loT systém (1)

Scénar: Raspberry Pi Pico méfi teplotu a odesila do cloudu

Pico (Publisher):

from umgtt.simple import MQTTClient
import ujson

client = MQTTClient("pico_001", "broker.hivemq.com")
client.connect()

while True:
temp = read_temperature()
payload = ujson.dumps({"value": temp, "unit": "C"})
client.publish("sensors/pico_001/temperature", payload)
time.sleep(10)
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Prakticky priklad - loT systém (2)
Flask (Subscriber):

import paho.mqgtt.client as mqtt

def on_message(client, userdata, message):

payload = json.loads(message.payload.decode())
print(f"Received: {payload}")

client = mgtt.Client()

client.on_message = on_message
client.connect("broker.hivemq.com", 1883)
client.subscribe("sensors/pico_001/temperature")
client. loop_start()

Kompletni priklady: examples/01_pico_mqtt_publisher.py , examples/03_flask_mqtt_subscriber.py
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MQTT brokery - moznosti

Open-source brokery:

Cloud brokery:
Mosquitto
. e AWS loT Core - AWS integrace
* Nejpouzivanéjsi MQTT broker e Azure loT Hub - Microsoft cloud
* Eclipse Foundation e Google Cloud loT Core
e Lightweight (béziina RPi) e HiveMQ Cloud - managed service
EMQX Verejné test brokery:

" .
e Scalable (miliony klientd) I Pouze pro testovani, ne produkci!

e Web dashboard

e Rule engine

broker.hivemq.com: 1883
test.mosquitto.org:1883
mqtt.eclipse.org:1883

HiveMQ Community Edition # Subscribe
mosquitto_sub -h broker.hivemqg.com -t "sensors/#"

e Enterprise features o el

e Plugin system mosquitto_pub -h broker.hivemq.com \
-t "sensors/temp" -m '"23.5"
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4. MQTT QoS & spolehlivost
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Quality of Service (QoS) urovné

MQTT podporuje 3 urovné QoS:

QoS Nazev Zaruka doruceni Pouziti
0 At mostonce = Zadna (fire-and-forget) Telemetrie, kde ztrata nevadi
1 At least once  Alespori jednou (mUze duplikovat)  VétSina loT aplikaci
2 Exactly once = Prfesné jednou (pomalé) Kriticka data (platby, pfikazy)
Trade-off Doporuceni
e QoS 0: Nejrychlejsi, nejnizsi overhead e Sensor data: QoS 0 (ztrata 1 méreni nevadi)
e QoS 2: Nejpomalejsi, nejvétsi overhead e Command & Control: QoS 1 (pfikaz musi dojit)

Nastaveni v Pythonu: * Financni transakce: QoS 2 (presne jednou)

client.publish("sensors/temp", "23.5", qos=0)
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QoS 0 - At most once

Broker

_ PUBLISH _ FORWARD
(Pico) = (Mosquitto) (Flask)
J No ACK No ACK
Vlastnosti QoS 0 - Fire and Forget:
+ Nejrychlejsi (nejnizsi latence) + Nejmensi overhead
- Zadna zaruka doruceni Pouziti: vysokofrekvencni telemetrie
Idealni pro: Charakteristika:
e High-frequency telemetrie (10 Hz+) e Fire-and-forget, zadné potvrzeni (ACK)
e Pokud ztrata 1-2% dat nevadi e Nejnizsilatence (~1 ms)
e Nizka latence je priorita e MUze byt ztraceno (sitova chyba)
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QoS 1 - At least once

PUBLISH FORWARD
(Pico) (Qos 1, msg id=12 (Mosquitto) (Qos 1)
PUBACK L PUBACK

Flow: 1. Publisher posle PUBLISH s unikatnim ID 2. Broker potvrdi PUBACK
3. Broker preposle Subscriberum 4. Subscriber(i) potvrdi PUBACK

+ Garantovane doruceni (alespon 1x)

! Mozne duplicity pokud ACK nedorazi - nutna idempotentni logika

Idealni pro: Charakteristika:
e Command & Control (zapni LED) .
e Dulezita data (alarmy) .
e Standardni loT aplikace .
Navrh systém( loT 2026-03-30 06:52:41 e Latence ~10-20 ms

(Flask)

Broker potvrzuje doruc¢eni (PUBACK)
MUzZe duplikovat (pokud ACK se ztrati)
Publisher ulozi zpravu dokud nepfijde ACK
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QoS 2 - Exactly once

Broker Subscriber
1. PUBLISH 1. PUBLISH
P .

. 2. PUBREC . 2. PUBREC
(Pico) (Mosquitto) - (Flask)
3. PUBREL 3. PUBREL
4. PUBCOMP 4. PUBCOMP
L J \. J \L J
4-way Handshake:

PUBLISH: Odesl zpravu s QoS 2
PUBREC: Broker prijal a ulozil

PUBCOMP: Broker potvrzuje dokonceni
PUBREL: Publisher povoluje uvolneni

+ Presne jedno doruceni (no duplicates) - Nejvyssi latence a overhead

Idealni pro:
P Charakteristika:
¢ Financni transakce

e Garantuje presné 1x doruceni

e Kritické prikazy (otevfii dvere
P A ) e Nejvyssi latence (~50-100 ms)

e Pokud duplikat mtze zpusobit problém

e NejvysSsSi overhead
Navrh systému loT 2026-03-30 06:52:41
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QoS - praktickeé priklady

QoS 0 - Teplotni senzor: ) )
QoS 2 - Zvonkovy systém:

# Publikuje kazdych 5 sekund

while True: # Presné 1 notifikace
temp = sensor.read() client.publish(
# Ztradta 1 mé&feni nevadi ‘doorbell/ring",
client.publish( json.dumps({ .
""home/bedroom/temp", str(temp), qos=0) timestamp": time.time(),
time.sleep(5) ""camera_snapshot": "imgl123"
1),
gos=2
QoS 1 - Ovladani LED: )
# Prikaz musi dojit! Mixed QoS:

client.publish(
"devices/pico_001/1ed", "ON", qos=1) . .
# RuUzna témata = ruzna QoS

# Subscriber client.subscribe("sensors/+/temp", qos=0)
def on_message(client, userdata, msg): client.subscribe("commands/#", qos=1)
if msg.payload.decode() == "ON": client.subscribe("payments/#", gos=2)
led.on()
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Retained messages

» Broker ulozZi posledni zpravu k tématu
e Novy subscriber okamzité dostane aktualni hodnotu

e Nemusi Cekat na dalSi publish

Nastaveni:

# Publikovani s retain=True
client.publish(
"devices/pico_001/status",
"online",
retain=True

Chovani:
1. Publisher: PUBLISH (retain=True)
2. Broker: ulozi zpravu
3. Novy subscriber: SUBSCRIBE
4. Broker: okamzité poSle retained msg
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Use-cases:

Device status:

# Posledni zndmy stav
client.publish(
"devices/pico_001/status",
"online",
retain=True

Smazani retained message:

# Prazdny payload smaze retained msg
client.publish("topic", "", retain=True)
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Last Will and Testament (LWT)

e "Posledni vile" klienta

e Broker automaticky publikuje pfi neCekaném
odpojeni

e Detekce offline devices
Nastaveni pri pfipojeni:

from umgtt.simple import MQTTClient

client = MQTTClient(
client_id="pico_001",
server="broker.hivemq.com"

)

# Nastaveni LWT

client.set_last_will(
topic="devices/pico_001/status",
msg="offline", retain=True, qgos=1

)

client.connect()
Navrh systému loT 2026-03-30 06:52:41

Chovani:

Normalni odpojeni:

# Online zprava
client.publish(
"devices/pico_001/status",
"online",
retain=True

)

# Graceful disconnect
client.disconnect ()
# LWT se NEPUBLIKUJE

Necekané odpojeni:

1. Klient zmizi (crash, ztrata sité)
2. Broker detekuje timeout
3. Broker publikuje LWT: "“offline"
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5. MQTT Topics & Best Practices

Navrh systému loT 2026-03-30 06:52:41



Topic struktura & hierarchie

Topic syntaxe:

Hierarchicka struktura (jako filesystem)

Oddéleno lomitky /

Case-sensitive
UTF-8 encoding
Maximalni délka ~65535 byt

Priklady:

home/livingroom/temperature
home/livingroom/humidity
home/bedroom/temperature
home/bedroom/light/state

factory/linel/machine5/rpm

factory/linel/machine5/temp
factory/line2/machine3/pressure
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1. Zacnéte obecné, pak specificky:
<domain>/<location>/<device>/<metric>
2. Nepouzivejte leading/trailing slash:

4 home/bedroom/temp
X /home/bedroom/temp/

3. Lowercase, bez mezer:

4 home/bedroom/temp
X Home/Bed Room/Temperature

4. Vyhnéte se dlouhym tématiim:

factory/11/m5/ rpm
X factory/production_line_1/machine_number_5/rpm
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Wildcards - + a

Single-level wildcard: +

e Nahradi praveé 1 droven

e | ze pouzit vicekrat

Priklady:

home/+/temperature
¥4 home/livingroom/temperature
2 home/bedroom/temperature
X home/bedroom/sensorl/temperature

home/+/+/state
4 home/livingroom/light/state

¥ home/bedroom/fan/state

+/+/temperature
2 home/bedroom/temperature

4 factory/linel/temperature
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Multi-level wildcard: #

e Nahradi O nebo vice Urovni
e Musi byt posledni v tématu

e |ze pouzit pouze jednou

Priklady:

home/#
2 home/bedroom/temperature
&4 home/livingroom/light/state
¥4 home/bedroom/sensorl/data/temp

home/bedroom/#
2 home/bedroom/temperature

4 home/bedroom/humidity
2 home/bedroom/sensor/data

Véechna témata (NE v produkci!)
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Praktické topic patterns (1)

Pattern 1: Domain/Location/Device/Metric

home/livingroom/sensorl/temperature
home/livingroom/sensorl/humidity
home/bedroom/sensor2/temperature
home/garage/door/state

# Subscribe vSech teplot
home/+/+/temperature

# Subscribe vsSeho z bedroom
home/bedroom/#
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Pattern 2: Application/Device/Type/Data

iot/pico_001/sensors/temperature
iot/pico_001/sensors/humidity
iot/pico_001/actuators/led
iot/pico_002/sensors/distance

# VSechny senzory
iot/+/sensors/#

# VSechna data z pico_001
iot/pico_001/#

56



Praktické topic patterns (2)

Pattern 3: Status & Commands

# Status (device - cloud)

devices/pico_001/status/online
devices/pico_001/status/battery
devices/pico_001/telemetry/temp

# Commands (cloud - device)
devices/pico_001/commands/led
devices/pico_001/commands/reboot
devices/pico_001/commands/config

# Subscribe jen commands
devices/pico_001/commands/#
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Pattern 4: Multi-tenant

<tenant_id>/<location>/<device>/<metric>

customer_A/office/sensorl/temp
customer_A/office/sensorl/hum
customer_B/factory/sensor5/pressure

# Customer A manager
customer_A/#
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Topic anti-patterns (co nedélat)

X Dlouha témata:

home/first_floor/master_bedroom/\
north_wall/sensor_device 12345/\
temperature_in_celsius

# Misto toho:
home/bedroom_master/temp

X Specialni znaky:
home/living room/temp # mezera
home/bedroom/temp? #t?
home/bedroom/tempx # x

# Pouzijte:
home/living_room/temp
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X Duplicitni informace:

sensors/sensorl/sensor_data/temperature
# Misto toho:
sensors/sensorl/temperature

X Payload v topic:
# NE:
home/bedroom/temp/23.5

# ANO:
Topic: home/bedroom/temp
Payload: 23.5
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Topic design - prakticky priklad - Smart Home systém s Pico zarizenimi

# Struktura: <domain>/<room>/<device_type>/<device_id>/<data_type>

# Publikovani (Pico)

topics = {
"status": "smarthome/bedroom/sensor/pico_001/status", "temp": “smarthome/bedroom/sensor/pico_001/temperature",
"hum": "smarthome/bedroom/sensor/pico_001/humidity", "led": "smarthome/bedroom/actuator/pico_001/1led"

¥

client.publish(topics["temp"], "23.5", qos=0)
client.publish(topics["status"], "online", retain=True)

# Prikazy (cloud - device)
command_topic = "smarthome/bedroom/actuator/pico_001/commands/led"

# Subscribe
def on_message(client, userdata, msg):

if "commands" in msg.topic:
handle_command(msg.payload)

client.subscribe("smarthome/bedroom/actuator/pico_001/commands/#")

# Dashboard (subscribe vseho z bedroom)
client.subscribe("smarthome/bedroom/#")

# Manager (subscribe vSech senzor()
client.subscribe("smarthome/+/sensor/#")
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Security - autentizace & Sifrovani

Username/Password:

client = MQTTClient( # MicroPython
"pico_001", "broker.example.com",
user="iot_device", password="secretl23"

)

client.connect()

client.username_pw_set( # Python (paho)
"iot_device", '"secret123"
)

TLS/SSL Sifrovani:

import ssl

client.tls_set(
ca_certs="ca.crt", # CA certifikat
certfile="client.crt", # Klient certifikat
keyfile="client.key"

)
client.connect("broker.example.com", 8883)
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# Klient privatni klic

Client ID jako identita:

# Unikatni ID pro kazdé zarizeni
client_id = "pico_" + machine.unique_id().hex()

client = MQTTClient(
client_id, "broker.example.com"
)

ACL (Access Control Lists):

# mosquitto.conf
# Omezeni pristupu k topics
allow_anonymous false

# user "devicel" mize jen publishovat
user devicel
topic write sensors/devicel/#

# user "dashboard" mize jen cist
user dashboard
topic read sensors/#



Persistentni session & Clean Session flag

Clean Session = True (vychozi):

client = MQTTClient(
"pico_001", "broker.example.com",
clean_session=True

)

client.connect()

Chovani:

* Broker nespofi stav
e Po odpojeni se ztrati subscriptions
o Z4dné offline zpravy

e Vhodné pro docasna pfripojeni
Vyhody:
e NizSi pamét na brokeru

e Rychlejsi pfipojeni
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Clean Session = False:

client = MQTTClient(
"pico_001", "broker.example.com",
clean_session=False

)

client.connect()

Chovani:

e Broker uklada stav (persistent session)
e Subscriptions preziji restart
e Broker uklada offline zpravy (QoS > 0)

e Prireconnect dostanete zmesSkané zpravy
Use-case:

e Mobilni zafizeni (Casto offline)

e Kritické pfikazy (nesmi se ztratit) 61



6. Mosquitto Broker Setup
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Instalace Mosquitto

Ubuntu/Debian:

# Instalace
sudo apt—-get update
sudo apt—get install mosquitto mosquitto-clients

# Start service

sudo systemctl start mosquitto
sudo systemctl enable mosquitto

# Status
sudo systemctl status mosquitto

macOS:

# Homebrew
brew install mosquitto

# Start broker
/opt/homebrew/opt/mosquitto/bin/mosquitto —c \
/opt/homebrew/etc/mosquitto/mosquitto.conf
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Raspberry Pi:

sudo apt install mosquitto mosquitto-clients
sudo systemctl enable mosquitto

Docker:

docker run -d —-p 1883:1883 \
-p 9001:9001 \
——name mosquitto \
eclipse—-mosquitto

Test pripojeni:
# Subscriber (terminal 1)

mosquitto_sub —-h localhost -t test/topic

# Publisher (terminal 2)
mosquitto_pub —-h localhost \
-t test/topic -m "Hello MQTT"
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Mosquitto konfigurace

Zakladni konfigurace:

# /etc/mosquitto/mosquitto.conf

# Listener
listener 1883
protocol mqtt

# WebSocket (pro web clients)
listener 9001
protocol websockets

# Persistence (ukladdani na disk)
persistence true
persistence_location /var/lib/mosquitto/

# Logovani

log_dest file /var/log/mosquitto/mosquitto. log
log_type all

# Anonymni pripojeni

allow_anonymous true
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Autentizace:

# Zakazat anonymni pristup
allow_anonymous false

# Password file
password_file /etc/mosquitto/passwd

# Vytvoreni uzivatele
mosquitto_passwd —-c /etc/mosquitto/passwd iot_user

# Pridani dalsiho uzivatele
mosquitto_passwd /etc/mosquitto/passwd devicel

# Restart po zméné
sudo systemctl restart mosquitto

# Test s autentizaci

mosquitto_pub —-h localhost \
—u lot_user —-P passwordl123 \
-t test -m "authenticated"
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Mosquitto CLI nastroje

mosquitto_sub - Subscriber:

# Zakladni subscribe

mosquitto_sub —-h broker.hivemq.com \

-t sensors/temperature

# Wildcard
mosquitto_sub —-h localhost \
-t "sensors/#"

# Vice topics

mosquitto_sub —-h localhost \
-t sensors/temp \
-t sensors/hum

# S verbose (zobrazi topic)
mosquitto_sub —-h localhost \
-t "sensors/#" -v

# S autentizaci
mosquitto_sub —-h localhost \
—u iot_user —-P passl23 \

-t "devices/#"
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mosquitto_pub - Publisher:

# Jednorazova zprava
mosquitto_pub —-h localhost \
-t sensors/temp -m "23.5"

# Retained message
mosquitto_pub —-h localhost \
-t device/status -m "online"

# QoS level
mosquitto_pub —-h localhost \
-t commands/led -m "ON" -q 1

# JSON payload

mosquitto_pub —-h localhost \
-t sensors/data \
-m '{"temp":23.5,"hum":65}"

# Ze souboru
mosquitto_pub —-h localhost \
-t sensors/data —-f data.json

—-r
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Verejné MQTT brokery (testovani)

HiveMQ Public Broker:
iveMQ Public Broker EMQX Public Broker:

broker = "broker.hivemq.com" N .
port = 1883 broker = "broker.emgx.io

websocket_port = 8000 port = 1883
tls_port = 8883

# 74dnd autentizace websocket_port = 8083

# Limit: rate limiting, ne pro produkci

Varovani:
Eclipse Mosquitto Test Server:

Verejné brokery jsou pro testovani pouze!

broker = "test.mosquitto.org" Nikdy neodesilejte citliva data
port = 1883
tls_port = 8883

websocket_port = 8080

Kazdy muze vidét vase zpravy

Pro produkci pouZzijte privatni broker nebo cloud

# Z4dnd autentizace sluzbu
# Verejné dostupny
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7. MicroPython MQTT klient
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umgqtt.simple - instalace a zaklady

# Raspberry Pi Pico - nutno nahrat knihovnu S WiFi pfipojenim:

# github.com/micropython/micropython-1ib
# Nebo pouzit upip (pokud mate sit):

import upip
upip.install('micropython-umqgtt.simple')

Zakladni pouziti:

from umgtt.simple import MQTTClient

# Vytvoreni klienta
client = MQTTClient(
client_id="pico_001",

server="broker.hivemq.com", port=1883)

# Pripojeni

client.connect()

# Publikovani
client.publish("sensors/temp", "23.5")
# 0dpojeni

client.disconnect()
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import network

# Pripojeni k WiFi

wlan = network.WLAN(network.STA_IF)
wlan.active(True)

wlan.connect ("SSID", "password")

# Cekdni na pripojeni
while not wlan.isconnected():
time.sleep(0.5)

print("WiFi connected:", wlan.ifconfig())

# MQTT klient

client = MQTTClient (
"pico_001",
"broker.hivemq.com"

)

client.connect()

print("MQTT connected")
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Publisher - odesilani senzorovych dat

from umgtt.simple import MQTTClient
from machine import ADC
import ujson, time

# MQTT client + pripojeni
client = MQTTClient("pico_001", "broker.hivemq.com")
client.connect()

# Status s retain
client.publish("devices/pico_001/status", "online",
retain=True, qos=1)

# SmycCka: Cti - publikuj

while True:
temp = read_temperature() # ADC(4)
payload = ujson.dumps({"temp": temp})
client.publish("sensors/pico_001/temp", payload)
time.sleep(10)

Kompletni priklad: examples/01_pico_mqtt_publisher.py
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Subscriber - prijem zprav - Callback pattern

from umgtt.simple import MQTTClient
from machine import Pin

led = Pin(25, Pin.O0UT)

# Callback pro prichozi zpravy
def on_message(topic, msg):
if topic == b'"devices/pico_001/commands/led":
led.value(1l if msg == b"ON" else 0)

client = MQTTClient("pico_001", "broker.hivemg.com")
client.set_callback(on_message)

client.connect()
client.subscribe("devices/pico_001/commands/#")

# Non-blocking check
while True:

client.check_msg()
time.sleep(0.1)

Kompletni priklad: examples/02_pico_mqtt_subscriber.py
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Publisher + Subscriber v jednom - obousmérna komunikace

from umqtt.simple import MQTTClient

from machine import Pin, ADC # Loop: check commands + publish data
import ujson, time while True:

_ _ client.check_msg()
led = Pin(25, Pin.OUT) # Publish kazdych 10s (zkraceno)

sensor = ADC(4) time.sleep(0.1)
def on_message(topic, msg):
if b"commands/led" in topic:
led.value(1l if msg == b"ON" else 0)

client = MQTTClient("pico_001", "broker.hivemq.com")
client.set_callback(on_message)

client.connect()
client.subscribe("devices/pico_001/commands/#")

# LWT + status
client.set_last_will("devices/pico_001/status",
"offline", retain=True, qos=1)
client.publish("devices/pico_001/status",
"online", retain=True, qos=1)

Kompletni priklad: examples/01_pico_mqtt_publisher.py (obsahuje oboji)
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Error handling & reconnect

def connect_mqgtt():
for attempt in range(5):
try:

client = MQTTClient("pico_001", "broker.hivemg.com")
client.connect()
return client

except OSError:

time.sleep(5)
raise

# V hlavni smycce
while True:
try:
client.check_msg()

client.ping() # Keep-alive kazdych 60s
except OSError:

client = connect_mqgtt() # Reconnect

Kompletni priklad s robustnim error handlingem: examples/01_pico_mqgtt_publisher.py
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Flask MQTT subscriber - Zakladni struktura

import paho.mgtt.client as mqtt
from flask import Flask, jsonify

sensor_data = [] # Buffer

def on_message(client, userdata, message):
payload = json.loads(message.payload.decode())
sensor_data.append(payload)

mgtt_client = mgtt.Client()
mqtt_client.on_message = on_message
mqtt_client.connect("broker.hivemqg.com", 1883)
mqtt_client.subscribe("sensors/#")
mgtt_client.loop_start() # Background thread

app = Flask(__name__)

@app.route('/data')
def get_data(): return jsonify(sensor_datal[-10:])

app.run(port=5000)

Kompletni priklad s Chart.js dashboardem: examples/03_flask_mqgtt_subscriber.py
Navrh systému loT 2026-03-30 06:52:41



Uplny loT systém - Pico - MQTT - Flask

Architektura:

Raspberry Pi Pico (MicroPython)
+ WiFi + MQTT Publish
Mosquitto Broker
L MQTT Subscribe
Flask Server (Python) + Chart.js
L HTTP
Web Browser (Real-time Dashboard)

Co potrebujete:

1. Pico: WiFi + MQTT publisher
2. Broker: Mosquitto nebo HiveMQ cloud
3. Flask: MQTT subscriber + web server

4. Frontend: HTML + Chart.js pro grafy
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Kompletni priklady:
e examples/01_pico_mqtt_publisher.py
o Pico kod

e examples/03_flask_mqtt_subscriber.py
o Flask + dashboard

e examples/08_flask_full_dashboard/
o Production-ready system
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Alternativa: Node-RED pro rychlé prototypovani

# Prototypovani v minutach misto hodinach

Flask pristup

# Napsat Flask app

# Napsat MQTT subscriber

# Napsat HTML template

# Napsat JavaScript pro grafy
# Setup WebSocket pro real-time
# =~ 200+ radkd kodu

@ Delsi vyvoj
@ Vice kodu
@ Manualni setup véeho

© PIna kontrola (+ git)
© Testovani
© Production-ready
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2® Visual programming tool - flow-based programovani drag & drop
. Built-in MQTT support - okamzita integrace s MQTT brokery
ul Dashboard z krabice - grafy, gauges, buttons bez psani HTML/CSS

Node-RED pristup

[mgtt in] - [function] - [chart]
.
[gauge]
.
[button] - [mgtt out]

=~ 5 minut drag & drop

@ Omezena slozita logika

Vewv s

@ Slozit&jsi version control
@ Produkci zvazit

@ Extrémné rychlé
@ Intuitivni
@ Live debugging
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Node-RED - Instalace a Hello World

Instalace (Docker - nejjednodussi):

docker run -it -p 1880:1880 \
-v node_red_data:/data \
——name mynodered \
nodered/node-red

# Otevrit: http://localhost:1880

Alternativa - NPM:

npm install —-g node-red
node-red
# Otevrit: http://localhost:1880
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Node-RED - Prakticky priklad: MQTT Dashboard

Scénar: Zobrazit data z Pico na dashboard (stejny use-case jako Flask pfiklad)

Flow (drag & drop):

[mgtt in] - [json] - [function] - [chart]

topic: ' ' (line)
sensor/temp | |
! '
[gaugel [debug]
(temp)
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Konfigurace nodu (GUI)

1. MQTT In node:

o Server: localhost:1883 (nebo HiveMQ cloud)
o Topic: sensor/temp
o QoS: 0

2. JSON node:

o Action: Convert between JSON String & Object

3. Function node:

// Extrahovat teplotu z JSON

return {
payload: msg.payload.temperature,
topic: "temperature"

};

4. Chart node:

o Type: Line chart
o X-axis: Last 1 hour
o Dashboard: Create new group

5. Gauge node:

o Min: O, Max: 50
o Units: °C

o Dashboard: Same group as chart

Vysledek: Live dashboard na http://localhost:1880/ui #:
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Node-RED + Pico - Kompletni priklad

Pico kéd

from machine import Pin

import network, time

from umgtt.simple import MQTTClient
import ujson

# WiFi
wlan = network.WLAN(network.STA_IF)

wlan.active(True)
wlan.connect('SSID', 'PASSWORD')

# PocCkat na pripojeni
while not wlan.isconnected():
time.sleep(0.1)

# MQTT
client = MQTTClient(
'pico’,

'localhost', # nebo broker.hivemq.

port=1883
)

client.connect()
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# Hlavni smycka
while True:
data = {
‘temperature': 23.5,
"humidity': 65.2,
'timestamp': time.time()

¥
client.publish(

‘sensor/temp',
ujson.dumps(data)

)

time.sleep(5)

com
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Node-RED flow (import JSON):

{
Ilidll: Ilmq.t.t_inII’
lltypell: Ilmqtt inll’
“"topic": "sensor/temp",
. “"broker": "mqtt_broker"
{
“id": "json_parse",
lltypell: Iljsonll
}
{
"id": "extract_temp",
"type": "function",
"func": "return {payload: msg.payload.temperature};"
}
{
Ilidll: "Chart"’
"type": "ui_chart",
"label": "Temperature",
"group": "dashboard_group"
I3
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Node-RED - PokrocCilé use-cases

1. Multi-sensor dashboard:

[mgtt in: sensor/#]

l
[switch by topic]
v temperature - [gauge] + [chart]
¢ humidity -» [gauge] + [chart]
¢ motion - [LED indicator]

2. MQTT - Database logging:

[mgtt in] - [function] - [InfluxDB out]
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3. Bidirectional control:

[mgqtt in: sensor/status] - [text display]
!
[button: "Toggle LED"] - [mqgtt out: actuator/led]

4. Alert system:

[mgtt in] - [function: if temp > 30] - [email node]
- [Telegram bot]
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Podobné low-code/no-code loT nastroje

1. Home Assistant

e 2 Open-source home automation platform

O Mobile app + web Ul

4 2000+ integrace (Zigbee, Z-Wave, WiFi devices)
¥ Visual automation editor (podobny Node-RED)

e Use-case: Kompletni smart home feseni

Vice v prednasce 11!
3. InfluxDB + Telegraf

[ Time-series databaze (InfluxDB)
e = Data collector (Telegraf) - auto MQTT - DB
 [@ Nativni integrace s Grafana

e Use-case: Long-term storage, analytics
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2. Grafana

ul Vizualizace a monitoring

O, Query editor pro riizné databaze (InfluxDB,
Prometheus, MySQL)

Real-time dashboards
Alerting systém

Use-case: Production monitoring, metriky

4. ThingsBoard

@ Open-source loT platform
ul Built-in dashboards
O Mobile app builder
¥ Device management + security

Use-case: Commercial loT deployments
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’

Porovnani pristupl: Code vs Low-code

Aspekt Flask/Python Node-RED Grafana ThingsBoard
Rychlost vyvoje ® Pomala ® Velmi rychla Sttedni Stfedni
Flexibilita © Maximalni Stredni @ Omezena Stredni
Learning curve ® Strma ® Mima Sttedni @® sirma
MQTT integrace Manualni @ Native @ Pies DB @ Native
Production-ready @ Ano Depends ® Ano ® Ano
Customizace © Neomezena JS funkce @ Limitovana Sttedni
Version control © Git-friendly JSON export JSON export Config files
Best for Backend logic Prototyping Monitoring Full platform

Doporuceni pro loT projekty
1. Zacit: Node-RED (rychly prototyp + testovani MQTT) 3. Monitoring: Grafana + InfluxDB (long-term metriky)
2. Vyvoj: Flask (vlastni logika, ML integrace) 4. Produkce: Flask backend + Grafana frontend
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Realna loT architektura kombinuje rizné nastroje

IoT Devices Layer I
Pico W (MicroPython) + ESP32 (Arduino) + Zigbee sensors |

MQTT
l

Message Broker Layer
Mosquitto MQTT Broker

Subscribe Subscribe Subscribe Subscribe
l ! i .
Node—-RED Flask Telegraf Home
(Quick (Custom (Data Assistant
proto) logic) collector) (Control)
i i i i
Dashboard REST API InfluxDB Smart Home
| | Automation
l !
ML Model Grafana
Névrh systémd 10T 2026-0350 J5iBg.4, (Monitoring)
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Shrnuti - Co jsme se naudili

1. 2 Forméaty dat (JSON, XML, Protobuf, BSON)
2. 2 HTTP protokol & REST API

3. 2 MQTT Uvod & Pub/Sub pattern

4. 4 MQTT QoS urovné (0,1, 2)

5. 4 MQTT Topics & wildcards (+, #)

6. 4 Mosquitto Broker setup

7. B4 MicroPython MQTT klient (umgtt.simple)

Klicové poznatky:

e MQTT je idealni pro loT (nizky overhead, QoS, retained messages)

Pub/Sub pattern oddéluje publishers a subscribers

Topics umoznuiji hierarchickou organizaci dat

QoS garantuje spolehlivost doruceni

MicroPython umoznuje snadnou implementaci na Pico
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8. Dalsi messaging technologie
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Prehled loT messaging technologii

MQTT neni jediné reSeni! DalSi alternativy:

Technologie Typ

Hlavni vyhoda

Pouziti

MQTT Pub/Sub

CoAP Request-Response
AMQP Message Queue
Kafka Streaming

Redis Pub/Sub  Pub/Sub
ZeroMQ Socket library

WebSocket Bidirectional
Vybér zavisi na:
e Omezeni zafizeni (CPU, RAM, bandwidth)

e Pozadavky na spolehlivost
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Nizka spotfeba, QoS

UDP, velmi maly overhead
Enterprise messaging, transakce
High throughput, replay
In-memory, rychlost

Bez brokeru, patterns

Full-duplex pfes HTTP

Senzory, M2M
Constrained devices
Backend systémy

Big data, analytics
Real-time apps
Distribuované systémy

Web apps

e Pozadavky na latenci

e Potreba Skalovatelnosti
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CoAP - Constrained Application Protocol

e RFC 7252 standard postaveny na UDP (ne TCP!)

e Inspirovany HTTP (RESTful)

* Velmi maly overhead (4 byte header) -> loT

Request metody:

GET - Cteni resource
POST - Vytvoreni/update
PUT — Update resource

DELETE - Smazani resource
Typicka zprava:

CoAP Header (4 bytes):
Ver | T | TKL | Code | Message ID

GET coap://sensor.local/temperature
- 2.05 Content: {"temp": 23.5}
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CoAP vs HTTP:

Kritérium HTTP CoAP
Transport  TCP UDP
Header 200+ bytes 4 bytes
Pattern Reqg-Resp Reqg-Resp
Security TLS DTLS
Observe X

Observe pattern:

Python knihovna: aiocoap

e Client subscribuje na resource
e Server posila updates automaticky
e Kombinace REST + Pub/Sub!
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AMQP - Advanced Message Queuing Protocol

e Enterprise messaging standard

AMQP vs MQTT:
e Transak¢ni podpora, garantované doruceni
e Nejznamejsi implementace: RabbitMQ Kritérium  MQTT AMQP
Kli¢ové koncepty: Overhead  Maly Vétsi
Routing Simple topics  Complex routing
Producer - Exchange - Queue - Consumer Transakce = X
Exchange types: Fronty X ¥ Persistent

— Direct (routing key match)
— Topic (pattern matching) Pouziti loT edge Backend
— Fanout  (broadcast)

— Headers (header attributes)

Kdy pouzit AMQP:

Priklad routing: e Backend messaging mezi servery

Tende ehEnge TlogEn: e Potreba guaranteed delivery

sensor.temp.critical -» queue_alerts ¢ Komplexni routing logika
sensor.*.warning - queue_warnings
sensor.# - queue_all_sensors e Transakce a persistence
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RabbitMQ priklad

import pika

# Pripojeni

connection = pika.BlockingConnection(
pika.ConnectionParameters('localhost')

)

channel = connection.channel()

# Declare queue
channel.queue_declare(queue="'sensor_data')

# Publish

channel.basic_publish(
exchange="'",
routing_key="'sensor_data’,
body="'{"temp": 23.5}'
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Apache Kafka - Distributed Streaming Platform (1)

e Distribuovany log systém

Klicové vlastnosti:

High-throughput messaging

Fault-tolerant, Skalovatelny

Data persistence (dny/mésice)

Replay capability

e Latency: rad milisekund

e Throughput: miliony zprav/sec

e Retention: configurable (7-30 days)

e Consumers mohou cCist historii

Architektura:
Kafka vs MQTT:
Producers - Topics (partitioned) - Consumers
. _ Kritérium MQTT Kafka
Topic "iot_sensors':
Partition @: [msgl, msg2, msg3, ...] Throughput ~ Stfedni Velmi vysoky
Partition 1: [msg4, msg5, msg6, ...]
Partition 2: [msg7, msg8, msg9, ...] Persistence  Retained only ~ Full log
Consumer groups paralelné c¢tou Replay X V|
Complexity Nizka Vysoka
Scalability Stfedni Massive
o Pouziti loT ed Big dat lyti
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Apache Kafka - Distributed Streaming Platform (2)

Python pfriklad:
y P Kdy pouzit Kafka:

from kafka import KafkaProducer, KafkaConsumer e High-volume IoT data streams

# Producer

producer = KafkaProducer(
bootstrap_servers=['localhost:9092"'] Event sourcing

)

producer.send('iot_sensors', b'{"temp": 23.5}')

Real-time analytics

Log aggregation

# Consumer

consumer = KafkaConsumer (
'iot_sensors',
bootstrap_servers=['localhost:9092'],
auto_offset _reset='earliest' # Read from start!

Potreba replay capability

)
for msg in consumer:
print(msg.value)
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Redis Pub/Sub - In-Memory Messaging (1)

In-memory data store

Velmi rychly (sub-millisecond)

Jednoduchy Pub/Sub, zadna persistence!

Nejznamnéjsi: Twitter, GitHub, StackOverflow

Zakladni operace:

import redis

r = redis.Redis(host="'1localhost', port=6379)
# Subscribe

pubsub = r.pubsub()
pubsub.subscribe('sensor_updates')

for message in pubsub.listen():
print(message['data'l)

# Publish
r.publish('sensor_updates', '{"temp": 23.5}'")
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Pattern matching:

# Subscribe to patterns
pubsub.psubscribe('sensor.x")
pubsub.psubscribe('alerts:*:critical')

Redis vs MQTT:

Kritérium MQTT Redis

Speed Fast Fastest

Persistence  Optional X (Pub/Sub)

QoS 0,1,2 Fire-and-forget
Complexity Nizka Velmi nizka
Memory Disk RAM
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Redis Pub/Sub - In-Memory Messaging (2)

Vvhody:
yhody Kdy pouzit Redis Pub/Sub:

’ Extrémné rychly (in-memory) ¢ Real-time notifications

WebSocket backend

Session management + messaging

¢ “\ Jednoducha konfigurace

e ¥ All-in-one (cache + messaging)

Nevyhody:

Cache + messaging v jednom

o X Z4dné QoS guaranty Speed > reliability

o X Zpravy se neukladaji

e 5 RAM requirements
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ZeroMQ - The Intelligent Transport Layer (1)
Co je ZeroMQ:

e Brokerless messaging library

e Asynchronni I/O

e Pattern-based messaging

e Used by: NASA, Microsoft, AT&T

Messaging patterns:

1. Request-Reply (REQ-REP)
Client «- Server

2. Publish-Subscribe (PUB-SUB)
Publisher - [Subscribers]

3. Push-Pull (Pipeline)
Producer - Workers - Sink

4. Exclusive Pair (PAIR)
A «— B (1:1 connection)
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Python priklad:

import zmq

# Publisher

context = zmqg.Context()

socket = context.socket(zmg.PUB)
socket.bind("tcp://*:5555")
socket.send_string("sensor:temp 23.5")

# Subscriber
socket = context.socket(zmqg.SUB)
socket.connect("tcp://localhost:5555")

socket.setsockopt_string(zmq.SUBSCRIBE, "sensor:")
message = socket.recv_string()

Kdy pouzit ZeroMQ:

e Peer-to-peer komunikace bez brokeru
e Mikrosluzby (inter-process)

e High-performance local messaging
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ZeroMQ - The Intelligent Transport Layer (2)

ZeroMQ vs MQTT: Vyhody:
Kritérium  MQTT ZeroMQ * # Zadny broker = Zadny SPOF
. Velmi rychly (zero-
Broker Required None © ychly (zero-copy)
o e 4 Flexibilni patterns
Setup Mosquitto install pip install pyzmq
, o e ) Python-native feel
Overhead Maly Minimalni
Patterns Pub/Sub Many Nevyhody:
QoS X o X Z&dné QoS
Complexity ~ Nizka Stredni e X Nutnost spravovat connections
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e & Learning curve
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WebSocket - Full-Duplex Web Communication (1)

Co je WebSocket:

e RFC 6455 standard
e Full-duplex pres HTTP
e Persistent connection

e Native browser support

WebSocket handshake:

# Client - Server
GET /socket HTTP/1.1
Upgrade: websocket
Connection: Upgrade

# Server - Client

HTTP/1.1 101 Switching Protocols
Upgrade: websocket

Connection: Upgrade

- Now bidirectional!
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Python server (Flask-SocketlO):
from flask import Flask

from flask_socketio import SocketIO, emit

app = Flask(__name__)
socketio = SocketIO(app)

@socketio.on('sensor_update')

def handle_sensor(data):
# Broadcast to all clients
emit('new_data', data, broadcast=True)

socketio.run(app)

Kdy pouzit WebSocket:

¢ Real-time web dashboards
e Chat aplikace

e Live updates v browseru
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WebSocket - Full-Duplex Web Communication (2)

JavaScript client:

WebSocket vs MQTT:
const socket = io('http://localhost:5000"');
Kritérium MQTT WebSocket

// Recelve
socket.on('new_data', (data) => { Protocol MQTT WS

console. log(data); . .

updateChart (data) ; Browser Vialibs = Native
H); Overhead = Maly Sttedni
// Send Use case  M2M Web apps
socket.emit('sensor_update', {

temp: 23.5,

timestamp: Date.now()
});
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Jak vybrat spravnou technologii?

Potrebuji messaging pro:

— JoT edge devices?
Battery powered?
[: L MQTT (QoS, low power)
Constrained (RAM/CPU)?
L CoAP (UDP, 4-byte header)

— Web dashboard?
L webSocket (browser native)

— Backend services?
— High throughput?

L Kafka (millions msg/sec)
— Complex routing?

L AMQP/RabbitMQ (exchanges)
— Simple & fast?

L Redis Pub/Sub (in-memory)

— Microservices (no broker)?
L ZeroMQ (peer-to-peer)

Navrh systému loT 2026-03-30 06:52:41

Prakticka doporuceni

Pro loT edge (Pico, ESP32):
i} MQTT - standard choice
¥3 CoAP - ultra-low power

Pro backend:

B} Kafka - big data streams

F3 RabbitMQ - enterprise messaging
EJ Redis - real-time + cache

Pro web frontend:
i} WebSocket - browser apps
Pl MQTT over WS - kombinace!

Pro distribuované systémy:
K} ZeroMQ - no broker
¥3 gRPC - modern RPC
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Porovnani véech technologii

Technologie Latency Throughput Overhead QoS Persistence @ Browser Broker
MQTT 10-100ms  Stiedni Maly Optional Via lib Mosquitto
CoAP 5-50ms Nizky Nejmensi Observe X X Optional
AMQP 10-100ms ~ Vysoky V&t X RabbitMQ
Kafka 1-10ms Nejvyssi V&tsi Full X Cluster
Redis <1ms Vysoky Maly X X X Server
ZeroMQ <ims Velmi vysoky Nejmensi X X X X None
WebSocket  10-50ms  Stredni Sttedni X X Native Server

Legend:

o 2 Ano / Podporovano
e X Ne/Neni podporovano

e Optional - Zavisi na konfiguraci

N&vrh systém( 16T 2026-03-30 06:52:41 100



Shrnuti sekce 8

MQTT je vyborna volba pro loT, ale neni univerzalni!
Klicové poznatky:

e COAP - jeSté mensSi overhead nez MQTT (UDP-based)

Kafka - pro big data streaming a analytics

Redis - fastest in-memory messaging
AMQP/RabbitMQ - enterprise backend messaging

ZeroMQ - brokerless peer-to-peer

WebSocket - real-time web komunikace

Typicka loT architektura:

Edge: Pico - MQTT - Mosquitto
Backend: MQTT - Kafka - Analytics
Web: Kafka - WebSocket - Dashboard

Tip: Kombinujte technologie podle potreb kazdé vrstvy!
Navrh systému loT 2026-03-30 06:52:41
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Reference a zdroje (1)

MQTT:

e MQTT.org - Oficialni specifikace

Mosquitto - Open-source broker

HiveMQ - Enterprise broker + verejny test broker

MQTT Explorer - GUI nastroj pro debugging
MQTT Essentials - Série ¢lankd od HiveMQ

CoAP:

e CoAP RFC 7252 - Oficialni specifikace
e aiocoap - Python CoAP knihovna

e Californium - Java CoAP framework

Navrh systému loT 2026-03-30 06:52:41

AMQP / RabbitMQ:

e RabbitMQ - AMQP broker
e Pika - Python AMQP klient
e RabbitMQ Tutorials

Apache Kafka:

e Apache Kafka - Oficialni dokumentace
e kafka-python - Python klient

e Confluent - Enterprise Kafka
Redis:

e Redis - Oficialni dokumentace
e redis-py - Python Redis klient
e Redis Pub/Sub
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https://mqtt.org/
https://mosquitto.org/
https://www.hivemq.com/
http://mqtt-explorer.com/
https://www.hivemq.com/mqtt-essentials/
https://tools.ietf.org/html/rfc7252
https://github.com/chrysn/aiocoap
https://www.eclipse.org/californium/
https://www.rabbitmq.com/
https://pika.readthedocs.io/
https://www.rabbitmq.com/getstarted.html
https://kafka.apache.org/
https://kafka-python.readthedocs.io/
https://www.confluent.io/
https://redis.io/
https://redis-py.readthedocs.io/
https://redis.io/topics/pubsub

Reference a zdroje (2)

ZeroMQ:

e ZeroMQ - The Guide
e PyZMQ - Python bindings
e ZeroMQ Patterns

WebSocket:

e Flask-SocketlO - Flask WebSocket
e Socket.|O - JavaScript library

e websockets - Python async WebSocket

Navrh systému loT 2026-03-30 06:52:41

MicroPython:

e MicroPython umaqtt
e MicroPython docs

Nastroje:

e MQTT.fx - Desktop MQTT klient
e MQTTX - Cross-platform MQTT 5.0 klient
e Postman - REST API testing

e kafka-console - Kafka CLI tools
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https://zeromq.org/
https://pyzmq.readthedocs.io/
http://zguide.zeromq.org/page:all
https://flask-socketio.readthedocs.io/
https://socket.io/
https://websockets.readthedocs.io/
https://github.com/micropython/micropython-lib/tree/master/micropython/umqtt.simple
https://docs.micropython.org/
https://mqttfx.jensd.de/
https://mqttx.app/
https://www.postman.com/
https://kafka.apache.org/quickstart
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