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1. O predmeétu
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Prednaseijici, cvicici
Prednasejici:

e Stanislav Vitek, viteks@fel.cvut.cz

e http://mmtg.fel.cvut.cz/personal/vitek/
Cvicici:

e Jan Hamacek, hamacjan@fel.cvut.cz

e Jakub Spicar, spicajak@fel.cvut.cz

e Filip Zourek, zourefil@fel.cvut.cz
Kurz:

e https://cw.fel.cvut.cz/wiki/courses/bOb37nsi
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Studijni vysledky, hodnoceni

Zapocet: Miniprojekty

e Max 60 bodud + 10 bodt bonus
e Min 30 bodU pro zapocdet

Zkouska: Semestralni prace + prezentace

e Semestralni prace: 30 bod (min 10 bodu)

e Prezentace: 10 bod{ (min 1 bod)
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Co od predmétu cekat?

Navrhnete loT systém od zakladu:

o [0 Webova aplikace, vizualizace dat
o [ Ukladani dat (lokalni i cloudové databaze)
e ul Zpracovani dat (Casové rady, ML)
e 4 PfipojeniloT zafizeni (dratove i bezdratove)
Nastroje:
e SW: Python, MicroPython, Flask, pandas, scikit-learn, git, docker
e HW: Raspberry Pi Pico W, periferie (DHT22, HC-SR04, BLE)
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Struktura kurzu (12 tydnu)

Modul 1: Embedded Systems (4 tydny)

1. Uvod do loT a programovani v Pythonu
2. Vestavneé systémy a MicroPython
3. Udalostmi fizené programovani

4. Bezdratové sité

Modul 2: Backend & Communication (3 tydny)

5. Frontend a backend pro loT
6. Komunikacni protokoly

7. Databaze a ¢asové rady
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Modul 3: Edge Computing (2 tydny)

8. Edge Computing a extrakce priznaku

9. Machine Learning pro loT

Modul 4: Advanced Topics (3 tydny)

10. TinyML & Edge Al
11. loT Ekosystémy

12. Bezpecnost v loT



2. Internet veéeci
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Definice loT
Internet of Things (loT) - propojeni zarizeni s Internetem

Klicové viastnosti

o @ Propojeni: bezdratové, mezi zatizenimi i cloudem
e % Komunikace: vzajemna interakce systému
o @ Sluzby: kontrola, monitorovani, automatizace

e 1 Inteligence: data - informace - znalosti

Historie

e Termin vytvoril Kevin Ashton (MIT Auto-ID Labs, 1999)

e Plvodné pro RFID sit&, dnes pro vSechna pfipojena zafizeni
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Souvisejici oblasti

Embedded Systems

e Vestavéné systémy (ne vzdy pripojené)

e Mikrokontroléry, real-time OS
Sensor Networks

e Bezdratové senzorové sité

e Mesh topologie
Cyber-Physical Systems

* Interakce fyzického a kybernetického svéta

e Feedback loops
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Real-Time Systems

e Casova omezeni (deadlines)

e Deterministické chovani
Pervasive Computing

e \/Sudypritomna vypocetni technika

e Ambient intelligence
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loT systémy - co resSi?

Propojeni zafizeni, systému a sluzeb

Data = Informace = Znalosti

Zafizeni mohou:
. Vymeénovat data s jinymi zafizenimi (peer-to-peer)
e ul Sbirat data a zpracovavat je lokalné (edge computing)
. Posilat data do cloudu (centralizované zpracovani)

. Hybridni: nékteré ulohy lokalné, nékteré v cloudu
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Cile loT systému

CloT - Consumer loT

Zjednoduseni kazdodenniho zivota

e 2 Smart home

e T Wearables (hodinky, fitness trackery)
e « Connected cars

e M Smart appliances

Navrh systéma loT - aktualizace : 2026-02-15 20:09:37

lloT - Industrial loT
Zefektivnéni vyuziti zdroju
e @n Primyslova automatizace
e ;8 Doprava, logistika
. Energetika (smart grids)
e = Zdravotnictvi (telemedicina)

M2M komunikace + zpracovani dat
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3. Priklady loT systému
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Priklad 1: Smart City

Chytré kontejnery

e Senzory: ultrazvukovy dalkomér, vaha
e Odhad zaplnéni = optimalizace vyvazeni
e Uspora naklad( na dopravu

Sprava parkovist

e Senzory: UWB radar, svételné zavory
e Real-time informace o volnych mistech

e Aplikace pro ridice
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Monitorovani kvality ovzdusi

e Senzory: PM2.5, PM10, CO2, CO, NO2
e Detekce prekroc¢eni limitd

e \arovani obyvatel
Smart osvétleni

e Luxmetry, PIR senzory
e Automaticka regulace

o Uspora energie
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Priklad 2: Environmental Monitoring

Detekce lesnich pozaru

e Senzory: teplota, vlhkost, kour, osvétleni
e \/Casné varovani pred pozarem

e (Odhad rozsahu a intenzity
Detekce povodni

e Senzory: ultrazvukovy dalkomér (hladina), pritokomér
 \ystraha pfi rychlém narstu hladiny

e Predikce zaplav downstream

Navrh systém0 loT - aktualizace : 2026-02-15 20:09:37

15



Priklad 3: Doprava & Logistika

Fleet Management

e GPS tracking vozového parku
e Real-time poloha

e Optimalizace tras
Sledovani zasilek

e Monitorovani podminek (teplota, vihkost)
e Detekce kazeni potravin

e Geofencing
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Dalkova diagnostika vozidel

e OBD-Ill senzory
e Detekce zavad

e Prediktivni udrzba
Autonomni vozidla

e LIDAR, kamery, radar

e Edge Al pro real-time rozhodovani
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Pocet loT zarizeni

2020: ~30 miliard pfipojenych zafizeni
2026: ~84 miliard (aktualni rok)
2030: ~130 miliard (projekce)

Kategorie:

e Consumer: 60% (smartphones, wearables, smart
home)

e Enterprise/Industrial: 30% (manufacturing, logistics)
* Infrastructure: 10% (smart cities, utilities)

Vyzvy:

e Bezpecdnost (attack surface roste exponencialné)
o Skalovatelnost infrastruktury (bandwidth, storage)

e Interoperabilita (Matter resi, ale pomalu)
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loT zafizeni vs ostatni zarizeni

Typ zafizeni  Pocet (2026) Pocet (2030) Rust

loT zarizeni 84 mid 130 mid ~ Velmi vysoky
Smartphones 7 mid 8 mlid ul Mirny

PCs 2 mid 2 mid "\ Stagnace
Tablets 1 mid 1 mid "\ Stagnace

- loT je nejvétsSi segment pripojenych zarizeni!

Zdroj: Statista, loT Analytics (2026)
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4. Architektura loT systému
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Vrstvy loT systému

1. Devices (Edge)

e Senzory, aktuatory
e Protokoly: MQTT, HTTP, CoAP
e Priklad: Pico W, ESP32

2. Gateway (FogQ)

e Agregace dat
e Pre-processing
e Zabezpeceni: TLS, VPN
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3. Cloud (Backend)

e Storage: InfluxDB, MongoDB
e Analytics: ML modely

o Skalovatelné (horizontal scaling)
4. Application (Ul)

e Dashboard: Grafana, web Ul
e Mobile apps
e API: REST, GraphQL
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Pozadavky na architekturu

Funkéni pozadavky:

e ul Sbér, ulozeni, analyza dat
. Real-time zpracovani (streaming)

o ~ Skalovatelnost (big data)
Nefunkéni pozadavky:

. Nizka latence (real-time systémy)
o ¥ Bezpec&nost (encryption, authentication)
e 4 Interoperabilita (rizné protokoly)

o %X Automatickd konfigurace (plug-and-play)
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Zakladni stavebni bloky

Hardware
e Zarfizeni generujici data
e Komunikacni infrastruktura
e Datova uloZisté (storage)
Middleware
e Prekryva heterogenitu HW/SW
e Jednotné rozhrani (API)

e Sbér a sdileni dat
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Software
e Analyza velkych dat (big data)
e Data fusion (kombinace dat)
e Decision support systems

e ML/Al komponenty
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Zpusoby propojeni

Mezi zarizenimi (Device-to-Device)

e Edge computing, peer-to-peer

e Pouziti: Real-time systémy, offline mode
Mezi zafizenimi a cloudem (Device-to-Cloud)

e Centralizované zpracovani

e Pouziti: Consumer loT, analytics
Mezi cloudy (Cloud-to-Cloud)

¢ Sdileni dat mezi doménami

e Pouziti: Hybrid cloud, multi-tenant
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Edge vs Fog vs Cloud

Aplikace

Sluzby

Management

Komunikace

Bezpecnost

Zarizeni

Vlastnost Edge Fog Cloud

Latence <1 ms <10 ms 100+ ms
Stredni Velky

Compute  Maly (MCU) y
(Gateway) (Datacenter)

Storage KB-MB MB-GB TB-PB

Power <1W 1-100W kW-MW

. Real-time, _ Analytics, ML
Pouziti , Pre-processing o
offline training

8.-10. tyden: Kompletni Edge Al pipeline (features - ML - inference)
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Logicky design loT systému

Abstraktni reprezentace bez nizkourovriovych detailu.

Funkéni bloky
o [ Identifikace: unikatni ID zafizeni (MAC, UUID)

e % Snimani: senzory (teplota, tlak, pohyb, atd.)

o R, Komunikace: protokoly (MQTT, HTTP, CoAP)

e “ Rizeni: rozhodovaci logika (rules, ML)
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Komponenty loT systému

Zarizeni (Device)

e Senzory, aktuatory
e MCU (Pico W, ESP32)

Zdroje (Resources)

e SW komponenty pro pristup k senzorlim
e Network stack (Wi-Fi, BLE)

Sluzba fidici jednotky (Controller Service)
e Bézi na zarizeni
e Komunikace s cloudem (MQTT, HTTP)
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Komponenty loT systému (pokrac¢ovani)

Databaze (Database)

e Lokalni: SQLite na zafizeni (Tyden 5)
e Cloud: InfluxDB (time series), PostgreSQL

Webova sluzba (Web Service)

e API pro komunikaci
e Flask/FastAPI backend (Tyden 5)

Analyticka slozka (Analytics)

e ML modely (Tyden 9-10)
e Vizualizace (Grafana, Plotly - Tyden 7)
Aplikace (Application)

e Dashboard (Web Ul)

e Mobile app
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loT - Uroven 1

Jeden uzel, bez pripojeni
e Jeden uzel provadi vse:
o Snimani
o Ukladani dat (lokalné)
o Analyza
o Ul (display)
e Vhodné pro: Low-cost, nizka slozitost

e Priklad: Digitalni teplomér s displejem
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Device

Local : Cloud
I
|
|
loT - Groven 2 | o
A
|
I
Jeden uzel + data v cloudu | REST/WebSocket
. e . REST/WebSocket Communication
eden uzel: Communication W
o Snimani = 'l . REST/WebSocket
o ) Contraller Service < T SN
o Lokalni analyza $ |
e Cloud: - | !
esolrce s
o Ukladani dat $ : Database
o Aplikace (dashboard) :
I

e Vhodné pro: Velka data, jednoduchd analyza

¢ Priklad: Meteostanice s cloud dashboardem

L 3

O

Monitoring Node

performs analysis Cloud Storage
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Local : Cloud
I
[
: App
V 4 A4 1
loT - uroven 3 | A
I
- |
Jeden uzel, zpracovani v cloudu | REST/WebSocket
REST/WebSocket Communication
e Jeden uzel: Communication i

o Pouze snimani . REST/WebSocket

Lontroller Service < > ammunication

|
I
e Cloud: $ : i
o Ukladani oo )
o Analyza (vypocetné narocna) $ 1 @@
o Aplikace Device : o

e Vhodné pro: Velka data, slozita ML analyza

 Priklad: Edge kamera s ML v cloudu

Maonitoring Node

Cloud Storage & Analysis
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loT - Uroven 4

Vice uzlu + cloud

e Vice uzl:
o Lokalni analyza

Cloud:
o Agregace dat

o Aplikace

Observer nodes:
o Subscribe k datim z cloudu

Vhodné pro: Distribuované systémy

Priklad: Smart home s vice senzory
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y v Local ' Cloud
loT - uroven 5 |
I
rar o o Observer : App —=r Observer
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loT - Uroven 6

Vice nezavislych uzld + centralizované
fizeni

e Nezavislé uzly:
o Posilaji data prfimo do cloudu

e Cloud:
o Analytika
o Centralizované fizeni
e Kontrolér:
o Zna stav vSech uzlt
o Posila fidici prikazy
e Vhodné pro: rozsahlé loT systémy
.

Priklad: Industrial loT, smart city
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5. Programovacijazyk Python
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Pro¢ Python pro loT?

Vyhody

e 4 Jednoducha syntaxe (rychly vyvoj)

Obrovsky ekosystém knihoven (pandas, scikit-
learn, flask)

MicroPython pro MCU (Pico W)

Cross-platform (Linux, Windows, Mac)

Open-source, velkd komunita

V kurzu

e Python 3.8+ pro backend (Flask, ML)
e MicroPython pro Pico W (embedded)
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Nevyhody
e 1 Pomaly (interpreted language)
e 1 \ysoka spotreba paméti

e 1 Netyka se real-time systém (GIL)
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Jak zacit s Pythonem?

Lokalni instalace:

e https://www.python.org/downloads (+ IDLE + pip)
e https://www.anaconda.com (Spyder + conda + Navigator)

e https://jupyter.org (interaktivni notebooks)
Online (bez instalace):

e https://colab.research.google.com (Google Colab)

e https://repl.it (replit.com)
Pro tento kurz:

e Python 3.8+ (lokalni)
e Thonny IDE pro MicroPython (Tyden 2)
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Datové typy
Primitivni:
e int -celddisla
e float - desetinna Cisla

e complex - komplexni Cisla

e bool - True/False
Sekvencni:

e list - ménitelny seznam
e tuple - neménna n-tice
e range -rozsah Cisel

e str -textovyfetézec

Typ je automaticky urcen podle hodnoty
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Binarni:

bytes - neménna byte sekvence
bytearray - ménitelna byte sekvence

memoryview - buffer

Ostatni:

dict - slovnik (key-value)
set - mnozina (unique values)

frozenset - neménna mnozina
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Proménné

# Deklarace proménnych (bez typu!

temperature = 25.3 # float
humidity = 60 # int
sensor_id = "DHT22_ 01" # str
is_active = True # bool

# Multiple assignment
X, ¥y, z=1, 2, 3

# Type conversion

temp_int = int(temperature)
temp_str = str(temperature)
V Pythonu je vSe objekt!
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)

# 25
# "25.3"
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Rizeni toku programu
If-elif-else:

if temperature > 30:
print("Hot!")

elif temperature > 20:
print("Comfortable")

else:
print("Cold!")

For loop:

for i in range(5):
print(i) # 0,1,2,3,4

sensors = [1, 2, 3]

for s in sensors:
print(s)
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While loop:

count = 0

while count < 5:
print(count)
count += 1

List comprehension:

squares = [xxx2 for x in range(5)]
# [0, 1, 4, 9, 16]

even = [x for x in range(10)
if x % 2 == 0]
# [0, 2, 4, 6, 8]
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Funkce

def measure_temperature(sensor_id):

Simulate temperature measurement

Args:
sensor_id: Sensor identifier

Returns:
Temperature in Celsius
# Simulation
import random
temp = random.uniform(15.0, 30.0)
return temp

# Pouziti
temp = measure_temperature("DHT22_01")
print(f"Temperature: {temp:.1f}°C")

Soubor: examples/01_python_basics.py
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Seznamy a slovniky
List (seznam):

temps = [25.3, 24.1, 26.5]

# Append
temps.append(27.0)

# Access
first = temps[0] # 25.
last = temps[-1] # 2

# Slice
subset = temps[1:3] # [24.1, 26.5]

# Length
n = len(temps) # 4
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Dict (slovnik):

sensor = {
"id': 'DHT22_01',
"temp': 25.3,
"humidity': 60

}

# Access
temp = sensor['temp'] # 25.3

# Add/update
sensor['location'] = 'rooml'

# Check key
if 'temp' in sensor:
print('Has temp")
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Moduly

# Import celého modulu

import math
result = math.sqrt(16) # 4.0

# Import konkrétni funkce
from math import sqrt, pi
result = sqrt(16) # 4.0
area = pl x r*xx2

# Import s aliasem
import numpy as np
arr = np.array([1, 2, 31)

# Import véeho (NEDOPORUCENO!)
from math import x

Dulezité moduly pro loT
e time - Casovani :
e requests - HTTP klienty

e json - serializace o
e pandas - zpracovani dat
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Zpracovani vyjimek

def read_sensor():

try:
# Pokus o c¢teni ze senzoru
value = sensor.read()
return value

except TimeoutError:
print("Sensor timeout!")
return None

except ValueError as e:
print(f"Invalid value: {e}")
return None

finally:
# Vzdy se provede (cleanup)
sensor.close()

# Pouziti
result = read_sensor()

if result is not None:
print(f"Value: {result}")

Dulezité pro loT - hardware muze selhat!
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Souborovy I/O

Cteni souboru:
CSV soubory:
# Read all _
with open('data.txt', 'r') as f: import csv
content = f.read() .
# Write CSV
# Read lines with open('data.csvf, 'w') as f:
with open('data.txt', 'r') as f: writer = ;sv.wrlter(f)
for line in f: writer.writerow(['temp', 'hum'])
print(line.strip()) writer.writerow([25.3, 60])
# Read CSV
Zapis do souboru: with open('data.csv', ' as f:

r')
reader = csv.reader(f)

for row in reader:
# Write (overwrite) print(row)

with open('log.txt', 'w') as f:
f.write("Temperature: 25.3\n")
with statement zajisti spravné uzavieni souboru!
# Append
with open('log.txt', 'a') as f:
f.write("Humidity: 60\n")
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JSON

import json

# Dict - JSON string
sensor_data = {
'id': 'DHT22_01',
"temperature': 25.3,
"humidity': 60,
. "timestamp': '2025-01-23T10:00:00'

json_str = json.dumps(sensor_data, indent=2)
print(json_str)

# JSON string - Dict

parsed = json.loads(json_str)

temp = parsed['temperature'] # 25.3
# Save to file

with open('sensor.json', 'w') as f:
json.dump(sensor_data, f, indent=2)

JSON = hlavni format pro loT komunikaci!
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6. Python OOP
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Pro¢ OOP?

Bez OOP (proceduralni)

sensor_id = "DHT22_01"
sensor_temp = 25.3
sensor_humidity = 60

def read_sensor(sensor_id):
# ...
return temp, humidity

I Tézko udrZovatelné pro vice senzor(!
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S OOP

class Sensor:
def __init__ (self, id):
self.id = id

def read(self):
return self.temperature, self.humidity

sensorl = Sensor("DHT22_01")
sensor2 = Sensor("DHT22_02")

Cistsi, $kalovatelné!
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Z3aklady trid v Pythonu

class TemperatureSensor:
"""Temperature sensor abstraction"""

# Constructor

def _init_ (self, sensor_id, location):
self.id = sensor_id
self. location = location
self.temperature = None

# Method
def read(self):

"""Read temperature from sensor"""
import random

self.temperature = random.uniform(15.0, 30.0)
return self.temperature

# Method
def get_info(self):

return f"Sensor {self.id} at {self.location}: {self.temperature}°C"

Soubor: examples/02_python_oop.py
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Pouziti tfid v Pythonu

# Create instance
sensor = TemperatureSensor('"DHT22_01", "living_room")

# Call methods
temp = sensor.read()
print(f"Temperature: {temp:.1f}°C")

info = sensor.get_info()
print(info)

# Access attributes
print(f"Sensor ID: {sensor.id}")
print(f'Location: {sensor.location}")

Vystup:

Temperature: 23.5°C
Sensor DHT22_01 at living_room: 23.5°C
Sensor ID: DHT22_01

Location: living_room
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Dédi¢nost [ inheritance

class Sensor:
"""Base sensor class"""
def __init__ (self, sensor_id):
self.id = sensor_id

def read(self):
raise NotImplementedError('Subclass must implement read()")

class TemperatureSensor(Sensor):
"""Derived class for temperature sensors
def read(self):
import random
return random.uniform(15.0, 30.0)

class HumiditySensor(Sensor):
“"""Derived class for humidity sensors''"
def read(self):
import random
return random.uniform(30.0, 90.0)
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Atributy objektu

class Sensor:
def _init_ (self, sensor_id):
self. _id = sensor_id # Private attribute (convention)
self._value = None

@property
def id(self):

IlIIIIGetter for idllllll
return self._id

@property

def value(self):
"""Getter for value"""
return self._value

@value.setter

def value(self, val):
"i'Setter with validation"""
if val < 0:

raise ValueError("Value cannot be negative")
self. _value = val

Vlastnosti = gettery/settery s validaci
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Priklad pro loT

class IoTDevice:
"""Base class for IoT devices"""

def init_ (self, device_id, location):
self.id = device_id
self.location = location
self.is_connected = False

def connect(self):
"""Connect to network"""
print(f"{self.id}: Connecting...")
self.is_connected = True

def send_data(self, data):
"""Send data to cloud"""
if not self.is_connected:
raise ConnectionError("Device not connected!")
print(f"{self.id}: Sending {datal}")

Soubor: examples/02_python_oop.py (plny pfiklad)
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Odvozené tridy

class TemperatureSensor(IoTDevice):
"""Temperature sensor device"""

def __init_ (self, device_id, location):
super().__init__(device_id, location)
self.temperature = None

def measure(self):
"""Measure temperature''""
import random
self.temperature = random.uniform(15.0, 30.0)
return self.temperature

def report(self):
""""Measure and send to cloud"""

temp = self.measure()
data = {'temperature': temp, 'location': self.location}
self.send_data(data)
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Pouziti v loT

# Create device

sensor = TemperatureSensor("TEMP_@1", "living_room")

# Connect
sensor.connect()

# Report data
sensor. report()

Output:

TEMP_01: Connecting...

TEMP_01: Sending {'temperature': 23.5, 'location':

V kurzu:

e Tyden 2: MicroPython tfidy pro periferie (GPIO, ADC)
e Tyden 5: Flask app s OOP (modely, kontroléry)
e Tyden 9: ML tfidy
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Shrnuti

Co jsme se naucili:
1. &4 loT definice - propojeni zafizeni, sluzby, data
2. &4 loT architektury - 6 urovni (single node = distributed)
3. &4 Edge vs Fog vs Cloud - kde zpracovavat data?
4. U4 Python basics - proménné, tok programu, funkce

5. %4 Python OOP - tfidy, dédi¢nost, vlastnosti

Dalsi kroky:

e Tyden 2: Raspberry Pi Pico W & MicroPython
¢ Domaci ukol: Nainstalujte si Python 3.8+, vyzkousejte pfiklady

* Prectéte si: https://docs.python.org/3/tutorial/
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https://docs.python.org/3/tutorial/

Zdroje

Python:

e Python Tutorial
e Real Python
e Python for loT

loT:

e |oT Agenda (TechTarget)
e |ol For All

Tento kurz:

e examples/ - Python priklady (4 scripty)
e Tyden 2: Embedded programming (MicroPython)
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https://docs.python.org/3/tutorial/
https://realpython.com/
https://realpython.com/python-iot/
https://www.techtarget.com/iotagenda/
https://www.iotforall.com/

Otazky?

Pristi tyden:
Tyden 2 - Raspberry Pi Pico W & MicroPython
e RP2040 architektura
e GPIO, ADC, Timers, UART
* Power management (lightsleep, deepsleep)

e Prvni program na Pico W!
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