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1. CPU Cortex-M
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Architektura Cortex-M4
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CPU Core periferie (Private Peripheral Bus):

NVIC (Nested Vectored Interrupt Controller) — sprava
preruseni

SysTick — 24-bit systémovy Casovac (RTOS tick)
MPU (Memory Protection Unit) — ochrana paméti

FPU (Floating Point Unit) — hardware podpora |IEEE-
754

DWT (Data Watchpoint and Trace) — debugging
ITM (Instrumentation Trace) — printf pres SWO

CPU periferie jsou mapovany v System oblasti (OXEO0O_0000)
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Jak procesor startuje?

Po pfipojeni napajeni a uvolnéni resetu:
1. Inicializace hodin .,
3. Nacteni Reset Handler adresy

o QObvykle startuje z interniho RC oscilatoru
o Z adresy 0x0000_0004

o Pozdéji Ize prepnout na HSE nebo PLL.
2. Nacteni Stack Pointeru (SP)

o Skok na Reset_Handler

4. Reset_Handler provede
o Z adresy 0x0000_0000

: , , o Kopirovani .data z Flash do RAM,
= vektory jsou remapované podle boot mddu

, 5 o vynulovani .bss
o SP ukazuje na konec RAM (napf. 0x2002_0000 )
o inicializace systému (hodiny, FPU, cache)

o volani main() .

Konfigurace CPU pfi startu a béhu, power management, diagnostika jsou ovlivnény registry sdruzenymi v SCB
(System Control Block) na adrese 0xE000 ED00@ (soucast System Control Space).
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Presmérovani pameéti pri startu (Boot modes)

Cortex-M4 muze startovat z rlznych oblasti podle
konfigurace pind BOOTO (BO) /BOOT1 (B1). Bl BO Adresa Zdroj

i Al Main Flash (b&zny resi
Remapping: Oblast 0x0000_0000 je alias podle boot x 0 0x0800_0000  Main Flash (bezny rezim)

mdédu (Flash/System/SRAM) 0 1 Ox1FFF_0000 System memory (bootloader)
1 1 0x2000_0000  Embedded SRAM (debug)

STM32 Boot Sequence

RESET \

SP Load / \
PC Load / \
Reset_Handler /

.data copy / \

.bss clear /—\—
main() /

Reset — Load SP/PC — Reset_Handler — Init sections — main()
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Vektor tabulka preruseni

Vektor tabulka je pole pointert na ISR funkce, indexované IRQ ¢islem z NVIC. (Napf. startup_stm32f4xx.s .)

.section .isr_vector, "a"

.word _estack // 0x00: Initial Stack Pointer
.word Reset_Handler // 0x04: Reset (IRQ -15)

.word NMI_Handler // 0x08: NMI (IRQ -14)

.word HardFault_Handler // 0x0C: Hard Fault (IRQ -13)
.word MemManage_Handler // 0x10: Memory Management
.word BusFault_Handler // 0x14: Bus Fault

.word UsageFault_Handler // 0x18: Usage Fault

.word 0, 0, 0, 0 // 0x1C-0x28: Reserved

.word SVC_Handler // 0x2C: SVCall (RTOS syscall)
.word DebugMon_Handler // 0x30: Debug Monitor

.word @ // 0x34: Reserved

.word PendSV_Handler // 0x38: PendSV (RTOS context switch)
.word SysTick_Handler // 0x3C: SysTick (RTOS tick)
// External interrupts (IRQ 0+)

[/«

.word EXTIOQ_IRQHandler // 0x58: TRQ6 — EXTI Line @
.word EXTI1 IRQHandler // 0x5C: IRQ7 - EXTI Line 1

// ... dalsi 80+ handlerd

Kli&: Nazev v tabulce MUSI odpovidat ndzvu ISR funkce - linker je spoji!
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SCB (System Control Block)

Registry ovlivnuijici start a béh:
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Offset Registr Nazev Pouziti pri startu/béhu

0x00 CPUID CPU ID Base Detekce CPU typu (ARMv7-M, Cortex-M4)
0x08 VTOR Vector Table Offset Pfesmérovani tabulky vektort (bootloader)
0x0C AIRCR App Interrupt/Reset Control ~ Software reset, priority grouping

0x10 SCR System Control Sleep modes (WFI/WFE), probuzeni

0x14 CCR Config and Control Stack alignment, div-by-0 trap

0x04 ICSR Interrupt Control/State Pending/active pferuseni

0x18-24 SHPR[3] System Handler Priority Priority SysTick, PendSV, faults

0x24 SHCSR System Handler Control Enable fault handlert

0x28 CFSR Fault Status Diagnostika Memory/Bus/Usage faults



SCB - Priklad 1: Cteni CPUID

CPUID registr obsahuje informace o procesoru (read-only):

// Cteni CPUID registru (SCB->CPUID na 0xE000_ED0O)
uint32_t cpuid = SCB->CPUID;

// Dekddovani biti:

uint32_t implementer
uint32_t variant
uint32_t arch
uint32_t partno
uint32_t revision

(cpuid >> 24)
(cpuid >> 20)
(cpuid >> 16)
(cpuid >> 4)
(cpuid >> 0)

// Priklad: Cortex-M4 ropl
// CPUID = 0x410FC241

//
//
//
//
//

Implementer: 0x41 (ARM)
Variant: 0x0 (ro)
Architecture: OxF (ARMv7-M)
PartNo: 0xC24 (Cortex—M4)
Revision: 0x1 (pl)

& OXFF;
& OXOF;
& OxOF;
& OXFFF;
& OXOF;

// Bits
// Bits
// Bits
// Bits
// Bits

[31:24]:
[23:20]:
[19:16]:
[15:4]:
[3:0]:

Pouziti: Runtime detekce CPU, diagnostika, bootloader rozhodovani
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0x41 = ARM
Varianta

OxC = ARMv7-M
0xC24 = Cortex—-M4
Revize (r@pl)



SCB - Priklad 2: Software reset (AIRCR)

AIRCR registr umoznuje softwarové resetovat cely systém:

// Software reset celého mikrokontroléru

void system_reset(void) {
// AIRCR registr: 0OxE0Q00_EDOC
// Bit [2]: SYSRESETREQ - Request system reset
// Bits [31:16]: VECTKEY - Write key (@x0@5FA)

SCB—>AIRCR = (@x05FA << 16) | // VECTKEY povinny kli¢
(SCB->AIRCR & 0x700) | // Zachovat PRIGROUP[10:8]
(1 << 2); // SYSRESETREQ

// Reset probéhne okamzité
while(1); // Cekdni na reset (safety)

b

// Watchdog timeout - restart // Po firmware update

void watchdog_handler(void) { void firmware_update_
log_error("Watchdog timeout!"); flash_complete();
system_reset(); system_reset();

ks ¥
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done(void) {

// Restart s novym FW
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SCB - Priklad 3: Bootloader = Aplikace (VTOR)

VTOR registr presméruje tabulku vektor( pro skok z bootloaderu do aplikace:

// Skok z bootloaderu do aplikace na jiné adrese
void bootloader_jump_to_app(uint32_t app_address) {
// Aplikace ma vlastni vektor tabulku na app_address
// Napr. 0x0800_8000: bootloader 32kB, aplikace od 32kB

// 1. Nacti Stack Pointer z aplikace (prvni slovo)
uint32_t app_stack = x(volatile uint32_tx)app_address;
// 2. Nacti Reset Handler z aplikace (druhé slovo)
uint32_t app_entry = x(volatile uint32_tx) (app_address + 4);
// 3. Vypni preruseni

__disable_irq();

// 4. Presméruj VTOR na novou vektor tabulku
SCB—>VTOR = app_address;

// 5. Nastav Main Stack Pointer

__set_MSP(app_stack);

// 6. SkoC do Reset Handleru aplikace

void (xapp_reset)(void) = (void (%) (void))app_entry;
app_reset(); // Uz se nevratime

ks
// Pouziti: bootloader_jump_to_app(0x08008000);
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Rezimy procesoru Cortex-M4

Rezimy procesoru
PI’OVOZhI' I’eiimy: Handler mode Thread mode
(ISR, vyjimky) (Aplikaéni kod)
e Thread mode Ve
— v v ’ 7 7 d . \ / \
bézné vykonavani programu (main, funkce) vidy miize byt miize byt
\ J |
e Handler mode A e i
— obsluha vyjimek a preruseni (ISR) Lo Privileged Unprivileged
vzdy pouziva — 2
(plny pristup) (omezeny pristup)
Urovné opravnéni: / e
4 / [ N
. . Thread mode ISR, kernel user task  Thread mode
* Privileged ) \ |
V4 N4 v . Ve 3 (] 3 b ,k
— plny pfistup ke v8em instrukcim a registriim S v o Tasobriy N M
MSP PSP
o UnpriVileged (Main Stack Pointer) (Process Stack Pointer)
— omezeny pristup (pro RTOS user tasks)
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CONTROL registr

Volba rezimu a zasobniku se provadi pomoci CONTROL registru:

// CONTROL register (3 bity)

// Bit @ (nPRIV): @ = Privileged, 1 = Unprivileged

// Bit 1 (SPSEL): @ = MSP, 1 = PSP (pouze v Thread mode)

// Bit 2 (FPCA): © = FPU neaktivni, 1 = FPU kontext aktivni

uint32_t control = __get_CONTROL();

// Prechod do unprivileged mode (nelze se vratit bez vyjimky!)
__set_CONTROL(control | 0x01);

__ISB(); // Instruction Synchronization Barrier

// Prepnuti na PSP (Process Stack Pointer)

__set_CONTROL(control | 0x02);
__ISB();

Pouziti:

e RTOS - kernel (privileged + MSP), user tasks (unprivileged + PSP)

* Bezpecnost - aplikace nemUze poskodit systémoveé registry, kazdy task ma vlastni stack (PSP)
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Main Stack Pointer (MSP) vs Process Stack Pointer (PSP)

Cortex-M4 mé dva zasobniky:

RAM (0x2000_0000)

I Main Stack (MSP)

« Reset handler, ISR
« RTOS kernel

.data, .bss, heap

1 Process Stack (PSP)

« RTOS tasks
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Cteni/nastaveni stack pointerti:

uint32_t msp
uint32_t psp

__get_MSP();
__get_PSP();

__set _MSP(0x20020000); // Nastavit MSP na konec RAM
__set_PSP(task_stack); // Nastavit PSP pro task

Co se uklada na stack:

e |Lokalni proménné funkci
e Parametry funkci (RO-R3 + navic)
e Navratova adresa (LR)

e Kontext pri preruseni
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Prechody mezi rezimy

e Thread - Handler:

o Pfi preruseni (automaticky)
o Hardware stacking na MSP
e Handler = Thread:

o Navrat z ISR pomoci BX LR
o EXC_RETURN hodnotav LR
e Privileged - Unprivileged:

o Zména CONTROL.nPRIV
o Nelze se vratit bez exception!

e Stack switch:

o CONTROL.SPSEL urCuje MSP/PSP v Thread
mode
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Thread mode
- - Privileged, MSP

\

Set CONTROL[0]=1,
CONTROL[1]=1

Handler mode

Privileged, MSP

Po resetu
Kernel/RTOS
Vzdy privileged
Vzdy MSP

Return (OxFFFFFFFD) IRQ/ Exception

Thread mode
Unpr1v1leged PSP

User tasks
Izolovany stack

IRQ/Exception  Return (0xFFFFFFF9)\

SvC

call
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Navrat z vyjimky (EXC_RETURN)

EXC_RETURN je specialni hodnota, kterou hardware automaticky ulozi do Link Registru (LR) pfi vstupu do
prerusenifvyjimky.

Jak to funguije:

1. Vstup do ISR: Hardware automaticky nastavi LR = 0xFFFFFFFx (podle kontextu)
2. Konec ISR: BX LR - navrat pomoci této specialni hodnoty

3. Hardware dekdduje EXC_RETURN a vi:
o Kam se vratit (Thread mode nebo Handler mode)

o Ktery stack pouzit (MSP nebo PSP)
o Jestli obnovit FPU kontext

EXC_RETURN Navrat do Stack Pouziti

OXFFFFFFF9 Thread mode MSP Bare-metal aplikace
OxFFFFFFFD Thread mode PSP RTOS task (vlastni PSP)
OxFFFFFFF1 Handler mode = MSP Vnofené preruseni

Mikroprocesory 04/01/2026



Standardni rozlozeni paméti ARMv7-M

Cortex-M procesory maji pevné definovanou mapu paméti (4GB adresovy prostor):

OXFFFF_FFFF

System (512 MB) Private Peripheral Bus
NVIC, SysTick, MPU, FPU (PPB)
OxE000_0000

External Device (1 GB)

0xA000_0000

External RAM (1 GB) FMC, SDRAM
0x6000_0000

Peripheral (512 MB) APB, AHB

GPIO, UART, SPI, I2C, ... (Memory-mapped I/0)
0x4000 0000

SRAM (512 MB) Data, Stack, Heap
0x2000_0000

Code (512 MB) Flash, ROM

0x0000_0000

Vyhody: Prenositelnost kédu, optimalizace kompilatoru, paralelni sbérnice
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Mapa paméti STM32F4 (konkrétni priklad)

OxFFFF_FFFF
0xE010_0000
0xEQ00_0000
0xC000_0000
0x8000_0000
0x6000_0000
0x5000_0000

0x4002_0000
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Reserved

PPB: NVIC, SysTick, MPU, FPU

Reserved

FMC Bank 5-6 (SDRAM)

FMC Bank 3 (NAND)

FMC Bank 1 (NOR/PSRAM)

AHB2: USB, DCMI, RNG

0x4002_0000
0x4001_0000
0x4000_0000
0x2000_0000
0x1000_0000
0x0800_0000
0x1FFF_0000

0x0000_0000

AHB1: GPIO, DMA, RCC

APB2: TIM1, USART1, ADC (84MHz)

APB1: TIM2-7, I2C, SPI (42MHz)

SRAM (128 KB)

CCM RAM (64 KB)

Flash (512 KB)

System Memory (Bootloader)
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Oblast Code (0x0000_0000 - OX1FFF_FFFF)

Typické pouziti:
e Flash pamét (0x0800_0000) — program, konstanty, tabulky

e System memory (Ox1FFF_xxxx) — bootloader od vyrobce
e ITCM RAM (u nékterych MCU) - rychla instrukéni pamét

Charakteristika:

e Executable - Ize spoustét kod (XN bit = 0)

e Read-only pro Flash (Write Protection mozna)
e Optimalizace — I-Code bus (3-stage pipeline)
e Cache-able (pokud ma MCU cache)

Priklad STM32F4:

#define FLASH_BASE 0x08000000UL
#define FLASH_SIZE (512 * 1024) // 512 KB

Mikroprocesory 04/01/2026
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Runtime premisténi tabulky vektort preruseni (VTOR)

Pro bootloadery nebo aplikace bézici z jiné adresy:

// VTOR: Vector Table Offset Register
#define SCB_VTOR (x(volatile uint32_tx)@xEQQQEDO@S8)

void relocate_vector_table(uint32_t new_address) {
// Nova adresa musi byt zarovnand na 512 bajtd (0x200)

SCB_VTOR = new_address & OxFFFFFEQO;
b

// Priklad: Aplikace po bootloaderu zacina na 0x0800_8000
relocate_vector_table(0x08008000);

// Nyni NVIC nacita vektory z 0x0800_8000 misto 0x0000_0000

Default: VTOR = 0x0000_0000 (Flash alias podle boot mddu)
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Oblast SRAM (0x2000_0000 - Ox3FFF_FFFF)

Typické pouziti:

e Stack — lokalni proménné, navratové adresy
e Heap — dynamicka alokace (malloc)
e Globalni/statické proménné (.data, .bss sekce)

e DMA buffery — rychly pfistup pro periferie

Charakteristika:

e Read/Write - plny pristup
e Non-executable (Ize zménit v MPU)
e Optimalizace — D-Code bus, System bus

e Paralelni pristup — soucasné s fetch z Flash
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Priklad STM32F4:

#define SRAM_BASE
#define SRAM_SIZE
#define SRAM_END

0x20000000UL
(128 * 1024) // 128 KB
(SRAM_BASE + SRAM_SIZE)
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Organizace SRAM - sekce paméti

0x2001_FFFF

Stack (MSP/PSP)

(volné)

Heap
1

.bss
Neinicializované
static int buf[256];

.data
Inicializované
int x = 42;

0x2000_0000

_estack

Roste doll 1
Lokalni proménné
Return adresy

Roste nahoru 1
malloc() alokace

_sbss — _ebss
Vynulovano pri startu

_sdata - _edata
Kopie z Flash (_sidata)

Linker script definuje symboly: _sdata, _edata, _sbss, _ebss, _estack

Mikroprocesory 04/01/2026

22



Startup kéd — Reset Handler

void Reset_Handler(void) {
uint32_t *src, xdst;

// 1. Kopirovani .data z Flash - RAM

src = & _sidata; // Load Address (Flash)
dst = & sdata; // Run Address (RAM)
while (dst < &_ edata) { *xdst++ = *xsrc++; }

// 2. Vynulovani .bss
dst = & sbss;
while (dst < &_ebss) { xdst++ = 0; }

// 3. Inicializace systému (hodiny, FPU, ...)
SystemInit();

// 4. Skok do main()
main();

Proc¢? Flash je read-only = inicializované proménné musi byt v RAM

Mikroprocesory 04/01/2026
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Oblast Peripheral (0x4000_0000 - Ox5FFF_FFFF)

Rozdéleni podle sbérnice:

Sbérnice Rozsah Frekvence Priklady periferii

APB1 0x4000_0000 - 0x4000_7FFF = 42 MHz TIM2-7, 12C1-3, SPI12-3, USART2-5
APB2 0x4001_0000 - 0x4001_5BFF 84 MHz TIM1, TIM8-11, USART1, 6, ADC, SPI1
AHB1 0x4002_0000 - 0x4002_43FF 168 MHz GPIO, DMA1-2, RCC, CRC

AHB2 0x5000_0000 - 0x5006_0BFF 168 MHz USB OTG, DCMI, RNG

Charakteristika:

e Memory-mapped I/O - pfistup jako k RAM (load/store)

e Device memory type — bez cache, strict ordering

e Volatile access — kazdy read/write jde na sbérnici

Mikroprocesory 04/01/2026
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Oblast External RAM (0x6000_0000 - Ox9FFF_FFFF)

FMC (Flexible Memory Controller) — mapovani:

Bank Rozsah Typ paméti

1 0x6000_0000 - NOR/PSRAM/SRAM
OX6FFF_FFFF (256 MB)
0x8000_0000 -

3 Xovo- NAND Flash
OX8FFF_FFFF
0xC000_0000 -

5-6 X SDRAM (512 MB)

OXDFFF_FFFF
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Konfigurace SDRAM (priklad):

void init_sdram(void) {
// Zapnout FMC clock
RCC—>AHB3ENR |= RCC_AHB3ENR_FMCEN;

// Konfigurace SDRAM timing
FMC_Bank5_6—>SDCR[0] =

FMC_SDCR1_RBURST | // Read burst enable
FMC_SDCR1_SDCLK_1 | // SDCLK = 2x HCLK

(2 << 4) | // CAS latency = 2

(1 << 0); // 8-bit column address

// Load Mode Register command
// ... dalsi inicializace

25



Oblast System (OXEOOO_0O0O0O - OxFFFF_FFFF)

Private Peripheral Bus (PPB):
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Komponenta

Adresa

Uéel

IT™
DWT
FPB
SCS
NVIC
SysTick
MPU
FPU

Debug

0xE000_0000
O0xE000_1000
0xE000_2000
OxE000_E000
OxE000_E100
OxE000_EO10
OxE000_ED90
OxE000_EF30

O0xE004_0000

Instrumentation Trace Macrocell
Data Watchpoint and Trace

Flash Patch and Breakpoint

System Control Space

Nested Vectored Interrupt Controller
System Timer

Memory Protection Unit

Floating Point Unit

Debug components (ETM, TPIU)
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2. Architektura sbérnic (AMBA)

Mikroprocesory 04/01/2026



AMBA (Advanced Microcontroller Bus Architecture)

AMBA je otevieny standard od ARM pro propojeni komponent v SoC:

Protokoly AMBA:

1. AHB (Advanced High-performance Bus) — vysoky vykon, pipeline
2. APB (Advanced Peripheral Bus) — nizka spotfeba, jednoduché periferie

3. AXI (Advanced eXtensible Interface) — nejnové;jsi, multi-channel (Cortex-M7)

V Cortex-M4 typicky:

e AHB-Lite - zjednodusena verze AHB (single master)
e APB - pro pomalé periferie (UART, I12C, ...)

e Multi-layer AHB - paralelni pfistup k riznym slave

Mikroprocesory 04/01/2026
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Bus Matrix (AHB Crossbar)

Bus Matrix propojuje CPU rozhrani sbérnic s paméti a periferiemi

odaore ] [ commve | [ | [ owee | [emeced 2™ Klicové vlastnosti
—_ = =
2l g g |5 8 & O 4 . .
308 5 =19 9 g g ¢ e Multi-master arbitrace - CPU a DMA mohou
ol 4 4 B ] I
5 3 = -~ soucasné pfistupovat k rdznym slaves
i [*CODE% — e Paralelni pristupy — [-Code fetch + D-Code data
DCODH memaory v v
| 1 ] [ < access + DMA transfer soucasné
TT T T 1 11} L1 e | . e .
1 T I [ S ] e Priority-based — CPU ma vyssi prioritu nez DMA pri
I T [ perhe APET konfliktu
I T |
I S v [ lstato iemen|
Bus matrix-S
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AHB (Advanced High-performance Bus)

Charakteristiky
e Pipeline
— adresa v jednom cyklu, data v dalSim

e Burst transfer
o souvislé pfenosy (4, 8, 16 beats)

e Split transaction
— slave mUze pozastavit transakci

e Single clock edge
— vSechny signaly na rising edge
e Multi-master
o (v plvodnim AHB, AHB-Lite = single master)
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Signaly (zjednodusené):

HCLK -
HRESETn -
HADDR[31:0] -
HWDATA[31:0] -
HRDATA[31:0]-
HWRITE -
HSIZE[2:0]
HBURST [2:0] -
HTRANS [1:0] -
HREADY =
HRESP -

e Transfer size:

e Transfer type:

Clock

Reset (active low)
Address bus

Write data

Read data

Write/Read direction

— Transfer size

Burst type
Transfer type
Slave ready
Response

byte, halfword, word
IDLE, BUSY, NONSEQ), SEQ

e Response: OKAY, ERROR
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AHB Transfer typy

HTRANS encoding:
HTRANS Typ Popis
00 IDLE Zadny transfer
01 BUSY Master neni pfipraven (v burst)
10 NONSEQ  Single transfer nebo prvni v burst
11 SEQ Nasledujici transfer v burst
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HBURST encoding:

HBURST Typ Délka

000 SINGLE 1 transfer

001 INCR Undefined length burst
010 WRAP4 4-beat wrapping burst

01 INCR4 4-beat incrementing burst
100 WRAP8 8-beat wrapping burst

101 INCR8 8-beat incrementing burst
110 WRAP16  16-beat wrapping burst
111 INCR16 16-beat incrementing burst
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AHB pipeline timing

AHB Pipelined Burst Write (3 transfers)

Hew [l L L L L
HADDR A A X A2 X A3 %
HTRANS % NONSEQ X SEQ X SEQ %
HWRITE 7
HWDATA i D1 X D2 X D3
HREADY

Address phase leads data phase by 1 cycle

Pipelining: Adresa A2 jde soucasné s daty D1 (address phase vede data phase o 1 cyklus).

Vyhody:

e VySSithroughput (pfistup kazdy cyklus)

e NizSi latence pro burst transfery
Mikroprocesory 04/01/2026 32



APB (Advanced Peripheral Bus)

Charakteristiky:

Non-pipeline
Signaly:

PCLK -
PRESETn -
PADDR[31:0] -
PSEL -
PENABLE -
PWRITE =
PWDATA[31:0] -
PRDATA[31:0]-
PREADY =
PSLVERR =
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Jednoduchy - zadny pipeline, Zadné burst
Nizka spotreba — minimalni logika
Pomaly - obvykle 1/2 nebo 1/4 rychlosti AHB

d — adresa a data ve stejném cyklu

Clock

Reset

Address

Select (chip select)
Enable strobe

Write/Read

Write data

Read data

Slave ready (wait states)
Slave error
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APB transfer timing

APB Write Transfer (2 cycles)

Pk | | | [ ] L L ] .
PADDR 2 ADDR %
PWRITE / .
PWDATA Zi DATA %
PSEL / (.
PENABLE / \
PREADY / \
§ [ Phase 72 SETUP Y ACCESS %,

Setup phase (PSEL=1, PENABLE=0) — Access phase (PENABLE=1, wait for PREADY)

2-fazovy protokol:

e Setup phase: PSEL=1, PENABLE=0 (adresa a data se stabilizuji)

e Access phase: PENABLE=1, ¢eka na PREADY (slave potvrdi pfijeti)
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AHB to APB Bridge

APB bridge propojuje vysokorychlostni AHB s pomalym APB:

// Priklad mapovani v STM32F4:

// AHB1l: 168 MHz (GPIO, DMA, RCC)

// APB1l: 42 MHz (TIM2-7, I2C, SPI2-3, USART2-5)

// APB2: 84 MHz (TIM1, TIM8-11, USART1, ADC, SPI1)

// Pri pristupu z CPU (AHB) na USART1 (APB2):

// 1. AHB master (CPU) iniciuje write na 0x40011000 (USART1_DR)
// 2. Bus matrix routuje na APB2 bridge

// 3. APB2 bridge prevede AHB protocol - APB protocol

// 4. USART1 prijme data, potvrdi PREADY

// 5. Bridge vrati HREADY na AHB

Dusledky:

e Pristup k APB = nékolik extra cykll (latence)
e Burst transfery se rozpadnou na single
e DMA k APB periferiim = pomalejSi nez k AHB
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Bus arbitration (rozhodovani)

KdyzZ vice mastert (CPU, DMA1, DMAZ2, Ethernet, ...) chce pfistup:

1. Fixni priority:

e Kazdy master ma pevnou prioritu (O = nejvyssi)
e VySSi priorita = vzdy vyhraje

e Problém: na niZsi priority se nemusi viibec dostat

2. Round-robin:

e Rotace mezi mastery (fair scheduling)
e Nikdo neni zvyhodnén

e Problém: nedeterministické latence

3. Vahovany round-robin:

e Kombinace priority a fair schedulingu

» \/ysoka priorita = vice slotu
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Prakticky priklad: DMA priorita
STM32F4 pouziva fixni priority s moznosti runtime zmény DMA priority.

// DMA stream configuration
DMA_Stream_TypeDef *xstream = DMA2_Stream0;

// Priority level (bits 17:16)
stream—>CR &= ~DMA_SxCR_PL_MsKk;
stream—>CR |= DMA_SxCR_PL_1; // High priority

// Priority levels:
// 00: Low

// 01: Medium

// 1@0: High

// 11: Very High

Scénar:

e DMA1 Stream O (priority Low) ¢te z ADC
e DMAZ2 Stream O (priority High) ¢te z UART
e KdyZ oba chtégji pfistup do SRAM - DMA?2 vyhraje
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Memory-mapped I/O sémantika

Volatile access:

// Spravné - volatile zajisti pristup na sbérnici
volatile uint32_t xgpio_odr = (volatile uint32_t%*)0x40020014;
*gpio_odr = 0x0020; // Jde na AHB - APB2 - GPIOA

// Spatné - kompildtor mlZe optimalizovat pry¢
uint32_t xgpio = (uint32_t%*)0x40020014;

*gpio 0x0020,

*gpio = 0x0000; // Mize byt slouceno nebo odstranéno

Read-modify-write hazard:

// Nebezpecné - read-modify-write mize zplsobit race condition
GPIOA->0DR |= (1 << 5); // Read - Modify - Write

// Bezpelné - atomicky set/reset
GPIOA->BSRR = (1 << 5); // Pouze write, hardware handling
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Bus stall a wait states

Flash wait states (STM32F4 pri 168 MHz):

// Flash Access Control Register
FLASH->ACR = FLASH_ACR_LATENCY_5WS | // 5 wait states @ 168 MHz

FLASH_ACR_ICEN | // I-cache enable
FLASH_ACR_DCEN | // D—cache enable
FLASH_ACR_PRFTEN; // Prefetch enable

Proc¢ wait states?

e Flash je pomalejSi nez CPU (50-60 MHz vs. 168 MHz)
e Pripfistupu musi CPU Cekat 5 cykll na data
e Cache a prefetch dramaticky zrychluji (hit rate > 95%)

SRAM:

e Zero wait state (stejna rychlost jako CPU)
e Proto kriticky kod v RAM bézi rychleji
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Protokol konverze (AHB master > APB slave)

1. AHB NONSEQ write na adresu 0x40000000 (APB1)
2. Bridge detekuje APB1 address range

3. Bridge prevede:
o HADDR —> PADDR

© HWDATA —> PWDATA

o HWRITE - PWRITE
4. Bridge vygeneruje PSEL , pak PENABLE
5.Cek& na PREADY od slave
6. Vrati HREADY na AHB

Latence:

e AHB single transfer: 1 cyklus
e APB single transfer: 2 cykly (setup + access)

e Total: 2-3 AHB cykly (vCetné bridging overhead)
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AXl4 (Cortex-M7)

AXI (Advanced eXtensible Interface) je nejnovéjSi AMBA protokol. Primarné v Cortex-M7, Cortex-M4 ma AHB-Lite.

Vyhody oproti AHB:
e Multi-channel — oddélené kanaly pro read/write address, data, response
e Out-of-order ukonCovani transakci (asynchronni)
e VySSi propustnost - vice transakci sou¢asné

e Podpora pro cache

Kanaly:
1. Write Address (AW)
2. Write Data (W)
3. Write Response (B)
4.Read Address (AR)
5. Read Data (R)
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3. Systém preruseni (NVIC)
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Prerusovaci systém
PrerusSovaci systémem (Interrupt systém) podstatné zjednodusuje a zefektiviuje styk s vnitfnimii vnéjSimi periferiemi.

Obsluha periferii bez prerusovaciho systému
e Snizeni vypocetniho ¢asu pro hlavni program
e Program rozSifen o pravidelné testovanim zadosti
e Obtizné zpracovani v potfebnych intervalech
Obsluha s vyuzitim prerusovaciho systému

» Periferie pozada o preruseni

Procesor ulozi Zadost ke zpracovani

Testuje zda preruseni od dané periferie je povolené

Vyhodnoti zda neni jind zadost s vySSi prioritou

Prerusi ve vhodném okamziku probihajici program (dokondi prave rozpracovanou instrukci nebo instrukce)

Prejde ke zpracovani obsluzného programu
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Prechod do preruseni

Zadost periferie o preruseni je vyvolana obvodové obvykle pomoci instrukce CALL adresa_preruseni.
CPU

e Ulozi PC do zasobnikové paméti (adresu nasleduijici instrukce po posledni vykonané)

e Nastavi PC na adresu volaného preruseni (prepisem PC se ztraci informace o mistg, kde byl program prerusen).
e Je zablokovana dana uroven prerusovaciho systému

e Procesor zahgji svoji ¢innost od nastavené adresy obsluzného programu

e Pouzivané registry v obsluzném programu je nutné ulozit véetné stavu priznakového registru

* Na konci preruseni musi byt stav registr a pfiznakd obnoven.

e PreruSeni je ukoncéeno instrukci RETI (povoleni preruseni).

e Atypicky moznost navratu bez povoleni prerusovaciho systému.
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Rozdil mezi volanim funkce a ISR (Cortex M)

Volani funkce (bézny podprogram)

e Synchronni - program explicitné vola funkci pomoci BL nebo BLX

Kontext: Pouziva stejny stack (MSP nebo PSP)

Registry: Caller musi ulozit RO-R3, R12 (caller-saved), callee uklada R4-R11 (callee-saved)

Navrat: BX LR - normalni ndvratova adresa

Prepnuti rezimu: NE - zUstava v Thread nebo Handler mode

Overhead: Minimalni - jen ulozZeni potifebnych registru

void main(void) {
my_function(); // Explicitni volani
I3

void my_function(void) {
// RO-R3, R12 caller-saved
// R4-R11 callee-saved (pokud pouzité)
return; // BX LR

}
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Volani ISR (Interrupt Service Routine)

e Asynchronni - hardware automaticky pfi udalosti (IRQ)

Kontext: Automaticky prechod do Handler mode + pouziti MSP
Hardware stacking: CPU automaticky uklada 8 registri (RO-R3, R12, LR, PC, xPSR) - 12 cyklu
Navrat: BX LR s EXC_RETURN (OxFFFFFFFx) - dekdduje hardware

Prepnuti rezimu: ANO - Thread - Handler mode

Overhead: Vétsi - hardware stacking/unstacking + tail-chaining optimalizace

// Hardware automaticky pri IRQ:

// 1. Ulozi RO-R3, R12, LR, PC, xPSR na stack (12 cykld)
// 2. Nastavi LR = EXC_RETURN (@xFFFFFFF9)

// 3. Prepne do Handler mode

// 4. Skoc€i na ISR vector

void EXTIO_IRQHandler(void) { // Jsme v Handler mode, MSP stack
EXTI->PR = (1 << @); // Clear flag
// Hardware pri BX LR:
// 1. Dekdéduje EXC_RETURN
// 2. 0bnovi RO-R3, R12, LR, PC, xPSR (10 cykld)
. // 3. Vrati se do Thread mode
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Vyjimka (Exception) vs. Preruseni (Interrupt)

Terminologie v ARM Cortex-M:
Exception (vyjimka) — obecny pojem pro libovolnou
udalost, ktera prerusi bézici kod:

 Interni vyjimky: Reset, NMI, HardFault, SVC, PendSV,
SysTick

o Externi vyjimky: preruseni z periferii (EXTI, UART,
Timer, ...)

Interrupt (preruseni) — podmnozina exceptions:

e Pouze externi zdroje (periferie, GPIO, ...)

e \V ARM dokumentaci: IRQ = Interrupt Request
V praxi se terminy ¢asto zameénuiji (oba spousti ISR)

U ARMu je Exception nadfazeny pojem.
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Inactive

IRQ trigger (GPIO,
periferie, software)

Reset stav
Preruseni neaktivni

Pending Return z ISR (BX LR)

NVIC vybere pro vykonani

Ceka na vykonani
NVIC fronta

Novéa zadost béhem ISR Tail-chaining (6 cyklu)

ISR handler bézi Active_Pending

ISR bézi A nova zadost
prisla
Po dokonceni — tail-
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Problémy vétsiho poctu preruseni

Je-li v aplikaci vice zdrojl preruseni, mohou nastat problémy s dobou pfistupu do zpracovani jednotlivych obsluh.
Volba procesoru pak ovliviiuje:

e Pocet Urovni prerusovaciho sytému.
e Moznost zmeény priority daného preruseni.

e Moznost preruseni v preruseni

Jednouroviiovy systém s pevné danymi prioritami zdrojt

e Kazdé preruseni ma svoji adresu a po vstupu do obsluhy preruseni maze procesor jeho priznak. Zména priorit
jednotlivych preruseni je obtizna (AVR).

* Vice preruseni ma jednu adresu — pfiznak musi byt mazan programové. Programova zmeéna priorit preruseni — je
mozna (TMS320C15, nékteré 8051, ARM)

e Nested interrupt — Zpusob jak vyhovét ¢asoveé kritickému preruseni pii zpracovavani jiného déle trvajiciho
preruseni. Podporeno vice urovnémi nebo definovanym postupem.

Mikroprocesory 04/01/2026 48



Prerusovaci systém s volitelnou Urovni priority

Vice urovnovy systém s pevné danymi prioritami

e PreruSeni s jakoukoliv prioritou Ize pfesunout do vysSSi urovneé priority, z které prerusi i preruseni s vySsi prioritou

v v/

Zadosti o preruseni se testuiji v definovaném okamzZiku strojového cyklu procesoru a posléze se vyhodnocuiji.

Vyhodnoceni — je-li pferuseni povolené, neni dalSi zadost preruseni s vyssi prioritou a je povoleny prerusovaci systém.

Vyvolani preruseni — instrukci LCALL adresa preruseni nebo prectenim adresy. Dojde k ulozeni navratové adresy;,
preneseni adresy preruseni do PC, zakazani preruSovaciho systému, pfipadné ulozeni nékterych registrd).

Zpracovanim preruseni nesmi byt ovlivnény hodnoty registr(l a pfiznak( pred prechodem do preruseni.
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NVIC (Nested Vectored Interrupt Controller)
NVIC je hardwarovy radic preruseni integrovany v Cortex-M jadre:

Vlastnosti:

e Nested — preruseni mohou prerusovat jina preruseni

Vectored - kazdé preruseni ma svUj handler v tabulce vektort
Prioritni — 0-255 Urovni priority (u STM32F4: 16 Urovni, 4 bity)

Deterministicky - fixni latence (12 cykl( na Cortex-M4)

Tail-chaining - rychlé prepinani mezi ISR (6 cykl()

Late-arriving — optimalizace pro vyssi prioritu béhem entry

Komponenty:

e NVIC registers — Enable, Pending, Priority, Active
e SCB registers — System Control Block (ICSR, AIRCR, ...) - viz sekce CPU

» Vector table - tabulka ukazatel(i na handlery
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Maskovatelné vs. Nemaskovatelné preruseni

Maskovatelné preruseni (Maskable Interrupt): Nemaskovatelné preruseni (NMl):
e |ze povolit/zakazat pomoci NVIC (ISER/ICER e Nelze zakazat - vzdy aktivni
registry) o Druha nejvyssi priorita (po Reset)
e Lze blokovat globalne pomoci CPSID i (disable e Pousziti: kritické udalosti (watchdog, power failure,
IRQ) safety)

e Lze nastavit prioritu (0-15 na STM32F4)

e Vétsina preruseni patfi do této kategorie fodd] [T _[fRmeller vl o

// Kriticka obsluha — nelze vypnout!
I3

// Zakdzat EXTIO
NVIC DisableIRQ(EXTIO _IRQn);

// Zakdzat vSechna IRQ (CPSID i)
__disable_irq();
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NVIC Registry

Hlavni registry (32-bit pro kazdych 32 preruseni):

#define NVIC_BASE 0xEQQOE100UL

typedef struct {
volatile uint32_t ISER[8]; // Interrupt Set Enable (OxEQQQE100)
uint32_t RESERVEDO[24];
volatile uint32_t ICERI[8]; // Interrupt Clear Enable (OxEQQQE180)
uint32_t RESERVED1[24];
volatile uint32_t ISPR[8]; // Interrupt Set Pending (0xEQQQE200)
uint32_t RESERVED2[24];
volatile uint32_t ICPRI[8]; // Interrupt Clear Pending (@xEQQQE280)
uint32_t RESERVED3[24];
volatile uint32_t IABRI[8]; // Interrupt Active Bit (@xEQQQE300, RO)
uint32_t RESERVED4[56];
volatile uint8_t 1IP[240]; // Interrupt Priority (OxEQQQE400)
uint32_t RESERVED5[644];
volatile uint32_t STIR; // Software Trigger Interrupt (OxEQQQEF00)
} NVIC_ Type;

#define NVIC ((NVIC_Typex)NVIC_BASE)
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NVIC Priority levels

STM32F4 ma 4-bitové priority = 16 urovni (0-15):
e 0 =nejvysSi priorita
e 15 = nejnizsi priorita

Priority grouping (PRIGROUP):

Déli 4 bity na preempt priority a sub priority:

PRIGROUP Efteempt ﬁ_‘:b :’reelmpt ISubI Preempt priority:

its its evels evels e Urcuje, zda preruseni mUze prerusit jiné.
O O 4 1 16 . 3

Sub priority:

1 1 3 5 o
2 i ° 4 4 * Uruje pofadi, kdyz vice preruseni ¢eka.
3 3 1 8 5
4 4 0 16 1
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Nastaveni priority grouping
// AIRCR: Application Interrupt and Reset Control Register
#define SCB_AIRCR (x(volatile uint32_tx*)0@xEQQQEDOC)

void NVIC_SetPriorityGrouping(uint32_t group) {
uint32_t reg = SCB_AIRCR;

reg &= ~(0xFFFFQ000 | (7 << 8)); // Clear key and PRIGROUP
reg |= (0x05FA << 16) | // VECTKEY
((group & 7) << 8); // PRIGROUP

SCB_AIRCR = reg;
by

// Priklad: 4 preempt levels, 4 sub levels
NVIC_SetPriorityGrouping(2);

CMSIS funkce:

NVIC_SetPriorityGrouping(NVIC_PRIORITYGROUP_2);
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Povoleni/zakazani preruseni

Enable interrupt:

// Pomoci CMSIS

NVIC_Enab1leIRQ(USART1_IRQn); // IRQn = 37 pro STM32F4
// Primo do registru

NVIC—>ISER[37 / 32] = (1 << (37 % 32));

Disable interrupt:

NVIC DisableIRQ(USART1_IRQn);
// Primo
NVIC->ICER[37 / 32] = (1 << (37 % 32));

Set priority:

NVIC_SetPriority(USART1_IRQn, 5); // Priority 5 (0-15)
// Primo (STM32 pouzivd horni 4 bity)
NVIC—>IP[37] = (5 << 4);
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Interrupt Service Routine (ISR)

Definice handleru:

void USART1_IRQHandler(void) {
// 1. Zjistit zdroj preruseni
if (USART1->SR & USART_SR_RXNE) {
// Prijat byte §
uint8_t data = USART1->DR; // Cteni vymaze flag
) handle_rx(data);

if (USART1->SR & USART_SR_TXE) A
// Transmit buffer empty
if (tx_buffer_available()) {
USART1->DR = get_next_byte();
} else {
USART1->CR1 &= ~USART_CR1_TXEIE; // Disable TX interrupt
I3

}

// Poznamka: Vétsina flagl se maze automaticky (¢tenim DR)
// nebo explicitné (SCB->ICSR)
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Kontext switch pfi preruseni

Higher addresses

+——— +
| xPSR | < Program Status Register
. +

| PC | « Return address
e +

| LR | « Link Register (pre-IRQ value)
+——————————— +

| R12 |

. +

| R3 |

+— +

| R2 |

+—————————————— +

| R1 |

e +

| RO | < SP after stacking
+——— +

Lower addresses

Celkem: 8 registrll x 4 bajty = 32 bajt(

Pokud FPU: Navic SO-S15, FPSCR (68 bajtt celkem)
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Latence preruseni (Interrupt Latency)

Cortex-M4 (bez FPU):

12 cyklt — minimalni latence od signalu IRQ po prvni instrukci ISR

Breakdown:

1.1 cyklus — detekce preruseni

2.1 cyklus - vector fetch (nacteni adresy z tabulky)
3. 8 cykll - stacking (RO-R3, R12, LR, PC, xPSR)

4. 2 cykly — pipeline flush a fetch prvni instrukce ISR

10 cykll na navrat z ISR (context pop)

S FPU (lazy stacking):

e 12 cykli (FPU kontext se odklada jen pokud ISR pouziva FPU)
e +17 cyklu pfi prvnim FPU pfistupu v ISR
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Tail-chaining (zrfetézeni obsluhy)

Pokud dalSi preruseni ¢eka ve fronté (Pending) béhem béhu ISR:

e PreskocCi context push/pop mezi ISR
» Pouze 6 cykli na prechod mezi handlery

e Vyraznd uspora ¢asu pfi vysoké frekvenci preruseni

Tail-Chaining: IRQ_B pending during ISR_A

Main —\ /
ISR_A [\ A
ISR_B [\ A

Context V% %)

IRQ_A /

IRQ_B A/

Only 6 cycles between ISR_A — ISR_B (no context push/pop)

Prakticky dopad: DMA dokondeni + UART RX ve stejny okamzik = rychlé prepnuti
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Late-arrival optimalizace

Pokud preruseni s vyssi prioritou pfijde béhem vstupu do nizsi:

e NVIC zrusi vstup do nizsi priority

e Okamzité vstoupi do vysSi priority ISR

e Usetli ~12 cykll (nevejde do nespravné ISR)

Late-Arrival: Higher priority during entry to lower

Main \

—

ISR_Low

ISR_High

Entry V%

Context

NEN

IRQ_Low /

IRQ_High
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NVIC aborts entry to Low priority, directly enters High priority ISR
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Preempce (Prednostni preruseni)

Preempce = vyS$Si priorita mUze prerusit obsluhu nizsi
priority

Pravidla:

v VvV/Is V7

2. Stejna nebo nizsSi priorita musi ¢ekat (Pending stav)

3. Sub-priorita urCuje poradi pfi stejné Preempt priorité
Vnorena preruseni: hloubka vnoreni teoreticky
neomezena (prakticky omezena stackem)

Priklad (PRIGROUP=2):

NVIC_SetPriority(TIM2_IRQn, (2<<4)]|1); //
NVIC_SetPriority(USART1_IRQn, (1<<4)]3); //

// TIM2 bézi - USART1 prijde - PREEMPTS (1 < 2)
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Main Program ISR (Priority 5) ISR (Priority 2) NVIC

Running

v

IRQ5 event occurs

P Context switch (12 cycles)

ISR_5 executing

IRQ2 event (higher priority!)

Preempted

v

Context switch (12 cycles)

<
<

ISR_2 executing

Return (10 cycles)

<

Continue ISR_5

Return (10 cycles)

<

Resume execution

Main Program ISR (Priority 5) ISR (Priority 2) NVIC
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Kritické sekce — zakazani preruseni

Globalni disable:

// CMSIS

__disable_irq(); // CPSID i (set PRIMASK)
// kriticka operace

__enable_irq(); // CPSIE i (clear PRIMASK)

Disable s prioritnim prahem (BASEPRI):

// Zakdaze preruseni s prioritou >= 5 (niz$i ddlezitost)
__set_BASEPRI(5 << 4); // Horni 4 bity

// kriticka operace

__set_BASEPRI(0Q); // Enable all

Pouziti:

e PRIMASK: Rychlé, ale blokuje vSe (véetné HardFault!)
e BASEPRI: Selektivni, Ize povolit high-priority interrupts
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SysTick timer

SysTick je 24-bitovy down-counter integrovany v Cortex-M:

Pouziti: delay funkce, timeouty, RTOS tick (typicky 1 ms)
Konfigurace:

void SysTick_Config(uint32_t ticks) {

SysTick—>LOAD = ticks - 1; // Reload value

SysTick—->VAL = 0; // Clear current value

SysTick—>CTRL = SysTick_CTRL_CLKSOURCE_Msk | // Core clock
SysTick _CTRL_TICKINT_Msk | // Enable interrupt
SysTick_CTRL_ENABLE_Msk; // Enable counter

NVIC_SetPriority(SysTick_IRQn, 15); // Lowest priority
Iy

// 1 ms tick @ 168 MHz
SysTick_Config(168000000 / 1000);
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SysTick handler

volatile uint32_t system_ticks = 0;

void SysTick_Handler(void) {
system_ticks++;

// Pro FreeRTOS:
// XPortSysTickHandler();

}

void delay_ms(uint32_t ms) {
uint32_t start = system_ticks;
while ((system_ticks — start) < ms) {
__WFI(); // Wait for interrupt (sleep)
I

}

uint32_t millis(void) {
return system_ticks;
I
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Prakticky priklad: UART RX s circular buffer

#define RX_BUFFER_SIZE 256

volatile uint8_t rx_buffer[RX_BUFFER_SIZE];
volatile uintl6_t rx_head = 0;
volatile uintl6_t rx_tail 0;

void USART1 Init(void) {

// ... GPIO, clock config
USART1->CR1 = USART_CR1_UE | // USART enable
USART_CR1_RE | // Receiver enable

USART_CR1_RXNEIE; // RX interrupt enable

NVIC_SetPriority(USART1_IRQn, 3);
NVIC_EnableIRQ(USART1_IRQn);
}

void USART1_IRQHandler(void) {
if (USART1->SR & USART_SR_RXNE) {
uint8_t data = USART1->DR;

uint16_t next = (rx_head + 1) % RX_BUFFER_SIZE;

if (next != rx_tail) { // Buffer not full
rx_buffer[rx_head] = data;

. rx_head = next;

// else: overflow, discard

b
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Optimalizace latence preruseni

1. Minimalizace délky trvani ISR

// Spatné - dlouhd ISR

void TIM2_ IRQHandler(void) {
TIM2->SR &= ~TIM_SR_UIF;
process_sensor_data(); // 100+ us!

}

// Dobre - rychla signalizace (nebo pouzit frontu)
volatile bool sensor_ready = false;

void TIM2_IRQHandler(void) {

TIM2->SR &= ~TIM_SR_UIF;

sensor_ready = true; // 1-2 cykly
I

void main_loop(void) {
while (1) {
if (sensor_ready) {
sensor_ready = false;
process_sensor_data();

Iy
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2. Pouziti inline funkci

static inline void handle_uart_rx(uint8_t data) __attribute__((always_inline));

void USART1_IRQHandler(void) {
if (USART1->SR & USART_SR_RXNE) {
handle_uart_rx(USART1->DR); // Inline - zadny call overhead
I3

3. Vynechat operace v plovouci radové catrce

// Spatné
void ADC_IRQHandler(void) {

float voltage = ADC1->DR x 3.3f / 4096.0f; // Pomalé!
¥

// Dobre
void ADC_IRQHandler(void) {
uintl6_t raw = ADC1->DR;
// Konverze v main loop nebo pouzit fixed-point
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ICSR (Interrupt Control and State Register)

ICSR (OXEOOOEDO4) poskytuje informace o stavu vyjimek a umoznuje softwarovou kontrolu:

#define SCB_ICSR (x(volatile uint32_tx*x)0xEQQQED0O4)

//
//
//
//
//
//
//
//
//
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Bits [8:0] - VECTACTIVE: Aktudlné aktivni exception number
12] - VECTPENDING: NejvysSi pending exception number

Bits [21:

Bit
Bit
Bit
Bit
Bit
Bit
Bit

[22]
[23]
[25]
[26]
[27]
[28]
[31]

ISRPENDING: Indikuje pending interrupt (bez NMI/Faults)
ISRPREEMPT: Pending exception preempts current
PENDSTCLR: Clear SysTick pending (write 1)

PENDSTSET: Set SysTick pending (write 1)

PENDSVCLR: Clear PendSV pending (write 1)

PENDSVSET: Set PendSV pending (write 1)

NMIPENDSET: Set NMI pending (write 1)
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ICSR - Praktické priklady

ZjiSténi aktualniho IRQ:

uint32_t icsr = SCB—>ICSR;
uint32_t active = icsr & Ox1FF;

if (active == 0) {

printf("Thread mode\n");
} else if (active < 16) {

printf("System exception: %lu\n", active);
} else {

printf("External IRQ: %lu\n", active - 16);
¥

Kontrola pending interrupt:

bool has_pending_interrupt(void) {
return (SCB—>ICSR & SCB_ICSR_ISRPENDING Msk)
}
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ITM (Instrumentation Trace Macrocell)

ITM umoznuje non-intrusive debug output pres SWO (Serial Wire Output):

Vyhody:

e Bez UART - nevyzaduje extra pin, jde pres debug interface
e Rychlé — minimalni overhead (nékolik cykl()
e Printf-style — Ize pouzit pro trace, timing, events

e 32 portl - oddélené kanaly pro rlizné subsystémy
Konfigurace (nutné pro ITM):

// 1. Enable TRCENA (Trace enable) v DWT
CoreDebug—>DEMCR |= CoreDebug_DEMCR_TRCENA_Msk;
// 2. Unlock ITM
ITM->LAR = OxC5ACCE55;
// 3. Enable ITM, set ATBID
ITM—>TCR = (1 << ITM_TCR_ITMENA_Pos) | // Enable ITM
(1 << ITM_TCR_SYNCENA_Pos); // Enable sync packets
// 4. Enable stimulus port 0
ITM->TER = 1; // Enable port 0
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ITM - Praktické pouziti

Printf pres ITM:

void ITM_SendChar(char ch) {
// Wait until ready
while (!(ITM->PORTI[0].u32 & 1));
ITM->PORT[0] .u8 = ch;

}

int _write(int file, char *ptr, int len) {
for (int 1 = 0; i < len; i++) {
ITM_SendChar(ptr[il);
}

return len;

Iy

// Nyni printf() jde pres SWO
printf("IRQ latency: %lu cycles\n", cycles);
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Trace vstupu/vystupu z ISR:

void EXTIOQ _IRQHandler(void) {
// Entry marker (port 1)

ITM->PORT[1].u32 = 1;
// 0Obsluha...

// Exit marker
ITM->PORT[1].u32 = 0;
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ITM - Méreni latence ISR pomoci DWT

volatile uint32_t isr_entry_time;
volatile uint32_t isr_duration;

void EXTIOQ_IRQHandler(void) <{
uint32_t entry = DWT->CYCCNT; // Read cycle counter

EXTI->PR = (1 << 0);
handle_button_press();

uint32_t exit = DWT—>CYCCNT;
isr_duration = exit - entry;

ITM->PORT[2] .u32 = isr_duration; // Output pres ITM
¥

// DWT cycle counter konfigurace:
CoreDebug—>DEMCR |= CoreDebug_DEMCR_TRCENA_Msk;
DWT—>CTRL |= DWT_CTRL_CYCCNTENA_Msk; // Enable counter

// V OpenOCD/GDB:

// monitor tpiu config internal - uart off 168000000
// monitor itm port @ on
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4. GPIO a preruseni (EXTI)
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Vlastnosti GPIO na STM32F4

Zakladni parametry:

» 16 pinl na port (PAO-PA15, PBO-PB15, ...), az 9 portd (GPIOA-GPIQI) = 144 pind

e 4 rezimy: Input, Output, Alternate Function, Analog

e Programovatelna rychlost: Low (8 MHz), Medium (50 MHz), High (100 MHz), Very High (180 MHz)
e Pull-up/pull-down rezistory (typicky 40 kQ)

Elektrické parametry: Proudové limity:
e Napétové urovné (pfi VDD = 3.3V): e Max proud per pin: 25mA (Very High speed)
o VIL (Input Low): max 0.99V (0.3xVDD) « Max souéet proudtl véech GPIO: 120mA
o VIH (Input High): min 2.31V (0.7xVDD) e Typické pouziti: 2-8mA (Low/Medium speed)
o VOL (Output Low): max 0.4V @ 8mA e Pull-up/pull-down: ~80pA @ 3.3V (R = 40kQ)

o VOH (Output High): min VDD - 0.4V @ 8mA
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Dalsi vlastnosti GPIO

5V tolerantni piny (FT):
e Mohou snést 5V na vstupu i kdyz MCU bézi na 3.3V

e Uzite€né pro komunikaci s 5V logikou (Arduino, staré periferie)
e Pouze nékteré piny jsou FT (viz datasheet, znaceno "FT")

e Pozor: Vystup je stale 3.3V (neni 5V output!)

Ochranné obvody:

e ESD ochrana (Human Body Model: 2kV)
e Vstupni diody k VDD a GND (clamping)

e Schmitt trigger na vstupech (hystereze proti Sumu)

Clock enable:

e GPIO vyzaduje zapnuti hodin pfes RCC (AHB1ENR)
e Po resetu jsou hodiny vypnuté - GPIO nefunguije!
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Blokové schéma GPIO periferie

To on-chip Analog |

|
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Alternate function input
o : on/off :
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Read ‘5 . 1
< & | Voo Voot
1] .
% -§ | TTL Schmitt | Protection
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From on-chip . Vss Push-pull
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typedef struct {

GPIO Registry (CMSIS struktura)

volatile uint32_t MODER; // Mode register
volatile uint32_t OTYPER; // Output type
volatile uint32_t OSPEEDR; // Output speed
volatile uint32_t PUPDR; // Pull-up/pull-down
volatile uint32_t IDR; // Input data (RO)
volatile uint32_t ODR; // Output data
volatile uint32_t BSRR; // Bit set/reset (WO)
volatile uint32_t LCKR; // Configuration lock
volatile uint32_t AFRI[2]; // Alternate function

} GPIO_TypeDef;

// Bézové adresy (AHB1l bus, 0x400 offset mezi porty)
#define GPIOA_BASE 0x40020000UL

#define GPIOB_BASE 0x40020400UL

#define GPIOC_BASE 0x40020800UL

/] s

#define GPIOA ((GPIO_TypeDefx)GPIOA_BASE)
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(offset
(offset
(offset
(offset
(offset
(offset
(offset
(offset
(offset

0x00)
0x04)
0x08)
0x0C)
0x10)
0x14)
0x18)
0x1C)
0x20-0x24)
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MODER (Mode Register) - rezimy pinu

Kazdy pin ma 2 bity v MODER (celkem 32 bitl pro 16 pin():

MODER[2i+1:2i]] Rezim Popis

// PA5 jako Output
GPIOA->MODER &= ~(0x3
GPIOA->MODER |= (0x1

// PA9 jako Alternate

GPIOA->MODER &= ~(0x3
GPIOA->MODER |= (©@x2
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00 Input Vychozi po resetu, high impedance

01 Output Push-pull nebo open-drain

10 Alternate = Funkce periferie (UART, SPI, ...)

11 Analog Pfipojeno na ADC/DAC, digitalni ¢ast vypnuta

<< (5 % 2)); // Clear bits [11:10]
<< (5 % 2)); // Set to 01 (Output)

Function (USART1_TX)
<< (9 % 2));
<< (9 x 2)); // Set to 10 (AF)
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OTYPER (Output Type Register)

Urcuje typ vystupu (1 bit na pin):

OTYPER[i] Typ Zapojeni Pouziti
0 Push-Pull Active high + low  LED, CMOS logic
1 Open-Drain  Pouze pull-down  12C, 5V tolerantni

// PA5 Push-Pull
GPIOA->0TYPER &= ~(1 << 5); // © = Push-Pull

// PB6 Open-Drain (pro I2C SCL)
GPIOB—>0TYPER |= (1 << 6); // 1

Open-Drain
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OSPEEDR (Output Speed Register)

Rychlost slew rate (2 bity na pin):

OSPEEDR[2i+1:2i] Rychlost f_max I_max Pouaziti

00 Low 8 MHz 2 mA GPIO obecné

o1 Medium 50 MHz 8 mA SPI, 12C

10 High 100 MHz 25 mA  SDIO, Ethernet

1 Very High 180 MHz 25 mA  High-speed interfaces

VyssSi rychlost = vySsi spotreba + vice EMI (elektromagnetické ruseni)

// PA5 Medium speed (pro LED - staci)
GPIOA->0SPEEDR &= ~(0x3 << (5 * 2));
GPIOA->0SPEEDR |= (@0x1 << (5 % 2)); // 01

// PA12 Very High (pro USB_DP)
GPIOA->0SPEEDR |= (0x3 << (12 % 2)); // 11
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Medium

Very High
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PUPDR (Pull-Up/Pull-Down Register)

Interni rezistory (2 bity na pin, typicky 40 kQ):

PUPDR[2i+1:2i] Konfigurace Pouziti

00 No pull-up/down  Floating (default)

01 Pull-up Tlacitko active-low, 12C (+ ext)
10 Pull-down TlaCitko active-high

11 Reserved Nepouzivat

// PA@ s pull-down (tlacitko na VDD)
GPIOA-—>PUPDR &= ~(0x3 << (0 * 2));
GPIOA->PUPDR |= (0x2 << (0 % 2)); // 10 = Pull-down

// PA13 s pull-up (SWDIO debug)
GPIOA->PUPDR &= ~(0x3 << (13 % 2));
));

GPIOA->PUPDR |= (@0x1 << (13 % 2 // 01 = Pull-up
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IDR a ODR (Input/Output Data Registers)

IDR (Input Data Register) — read-only: ODR (Output Data Register) — read/write:
// Cteni stavu pinu PA® // Nastavit PA5 na HIGH
if (GPIOA->IDR & (1 << 0)) { GPIOA->0DR |= (1 << 5);
// Pin je HIGH
s // Nastavit PA5 na LOW

GPIOA->0DR &= ~(1 << 5);

// Cteni celého portu (16 bitd)

uintl16_t port_state = GPIOA->IDR & OXFFFF; // Toggle PA5 (POZOR: neni atomické!)
GPIOA->0DR *= (1 << 5);

Problém s ODR: Read-Modify-Write = race condition s ISR/IDMA
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BSRR (Bit Set/Reset Register) — atomické operace

BSRR je 32-bitovy write-only registr:
// Set PA5 (atomicky)
e Bity [15:0] - Set (nastavi pinna 1) GPIOA->BSRR = (1 << 5);

i Bity [31:16] - Reset (naStaVi pln na O) // Reset PA5 (atomicky)
GPIOA->BSRR = (1 << (5 + 16));

Vyhoda oproti ODR:

GPIO Write Timing (ODR vs BSRR)

CLK | | | | | | | | | | | | | | | |
Write ODR / \
GPIO Pin /
BSRRI[5] / \
GPIO Pin /

e Hardwarové atomické - zadné race conditions, rychlejsi, bezpecné v ISR
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AFR (Alternate Function Register)

Pro pfipojeni pinu k periferii (UART, SPI, TIM, ...):

e AFR[O] (AFRL) = piny O-7 (4 bity na pin)
e AFR[1] (AFRH) = piny 8-15 (4 bity na pin)

AF cislo

Funkce (priklad PA9/PA10)

AF0Q
AF1
AF4
AF5
AF7
AF10

AF12
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System (SWDIO, SWD)
TIM1, TIM2

12C1, 12C2, 12C3

SPI1, SPI2

USART1, USART2, USART3
USB OTG FS

SDIO

// PA9 jako USART1_TX (AF7)

// Alternate function
GPIOA->MODER |= (0x2 << (9 % 2));

// Clear AF bits
GPIOA—>AFR[1] &= ~(OxF << ((9-8)%4));

// AF7 = USART1
GPIOA—>AFR[1] |= (0x7 << ((9-8)%4));
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Kompletni priklad: Inicializace LED

void init_led_pa5(void) {
// 1. Zapnout hodiny pro GPIOA (RCC - AHB1)
RCC—>AHB1ENR |= RCC_AHB1ENR_GPIOAEN; // Bit 0

// 2. Mode: Output
GPIOA->MODER &= ~(0x3 << (5 x*
GPIOA->MODER |= (@0x1 << (5

2)); // Clear
*x 2)); // Output (01)

// 3. Type: Push-Pull
GPIOA—>0TYPER &= ~(1 << 5); // Push-Pull (0Q)

// 4. Speed: Medium (dostatecné pro LED)
GPIOA—>0SPEEDR &= ~(0x3 << (5 x 2));
GPIOA->0SPEEDR |= (Ox1 << (5 % 2)); // Medium (01)

// 5. Pull: No pull-up/down (LED md vlastni rezistor)
GPIOA->PUPDR &= ~(0x3 << (5 * 2)); // No pull (00)

// 6. Vychozi stav: LOW
GPIOA->BSRR = (1 << (5 + 16)); // Reset bit
}

void led_on(void) { GPIOA->BSRR
void led_off(void) { GPIOA->BSRR
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(1 << 5); }
(1 << (5 +16)); }
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GPIO preruseni (EXTI)

GPIO piny mohou generovat externi preruseni pomoci EXTI (External Interrupt/Event Controller):

Princip:
e 16 EXTI linii (EXTIO-EXTI15) pro GPIO piny
e Kazda linie mlze byt pfipojena k jednomu pinu z rliznych portt
o EXTIO = PAO, PBO, PCQO, ... (vybere se jeden)
o EXTIN = PA1, PB1, PC1, ... (vybere se jeden)

o atd.

Konfigurace:
1. SYSCFG_EXTICR - vybér portu pro EXTI linii
2. EXTI_IMR - povoleni preruseni (Interrupt Mask Register)
3. EXTI_RTSR/FTSR - trigger na rising/falling edge
4. NVIC - povoleni IRQ handleru
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EXTI mapovani na NVIC

EXTI linie jsou mapovany na IRQ Cisla v NVIC:

EXTI linie  IRQ Handler IRQn Popis

EXTIO EXTIO_IRQHandler 6 Pin x0 (PAO, PBQO, ...)
EXTH EXTH_IRQHandler 7 Pin x1 (PA1, PB1, ...)
EXTI2 EXTI2_IRQHandler 8 Pin x2

EXTI3 EXTI3_IRQHandler 9 Pin x3

EXTI4 EXTI4_IRQHandler 10 Pin x4

EXTI5-9 EXTI9_5_IRQHandler 23 Piny x5-x9 (sdileny)
EXTI10-15 EXTI15_10_IRQHandler 40 Piny x10-x15 (sdileny)

Vektor tabulka obsahuje adresy téchto handler( = pfi preruseni CPU automaticky skoci na spravny handler.
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Propojeni: NVIC = Vektor tabulka = ISR

GPIO Pin PA@ stisknut
!
EXTIO detekuje rising edge
i
EXTIO nastavi pending flag v NVIC
!
NVIC najde IRQ cCislo: 6
i
NVIC precte vektor na adrese: VTOR + (6+16) *x 4 = 0x0000_0058
i
Najde pointer: EXTIOQ_IRQHandler
!
CPU skoc¢i na adresu EXTIO_IRQHandler funkce
i
Vykona se vas koéd:
void EXTIOQ _IRQHandler(void) {
if (EXTI->PR & (1<<0)) {
EXTI->PR = (1<<@); // Clear flag
toggle_led();

IRQ Cislo z NVIC - index do tabulky - adresa ISR
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EXTI Registry (STM32F4)

typedef struct {

volatile uint32_t IMR; // Interrupt Mask Register
volatile uint32_t EMR; // Event Mask Register
volatile uint32_t RTSR; // Rising Trigger Selection
volatile uint32_t FTSR; // Falling Trigger Selection

volatile uint32_t SWIER; // Software Interrupt Event Register
volatile uint32_t PR; // Pending Register
} EXTI_TypeDef;

f#idefine EXTI ((EXTI_TypeDefx)0Ox40013C00)

Vlastnosti:

e 20 edge detektort (EXTIO-15 pro GPIO, 16-19 pro PVD, RTC, USB, atd.)

Nezavisly trigger pro kazdou linii (rising, falling, oboji)

Individualni maskovani (IMR - I1ze zakazat jednotlivé linie)

Pending bit pro kazdou linii (PR - indikuje ¢ekaijici preruseni)

Software trigger (SWIER - Ize vyvolat preruseni softwaroveé)
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EXTI Software Trigger
EXTI umoznuje softwarové vyvolat preruseni bez fyzického GPIO signalu:

// Vyvolat EXTIOQ preruSeni softwarové
EXTI->SWIER |= (1 << @); // Set software interrupt bit

// Hardware automaticky:
// 1. Nastavi EXTI->PR bit @ (pending)
// 2. Vyvold EXTIOQ_IRQHandler (pokud je povoleno v IMR a NVIC)

// V ISR musite smazat pending flag normalné:
void EXTIO IRQHandler(void) {
if (EXTI->PR & (1 << 0)) {
EXTI->PR = (1 << @); // Clear pending
// 0Obsluha...

Pouziti: Testovani ISR, simulace udalosti, RTOS signalizace
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Priklad: Tlacitko na PAO s prerusenim

void init_button_interrupt(void) {
// 1. Zapnout hodiny
RCC—>AHB1ENR |= RCC_AHB1ENR_GPIOAEN;
RCC—>APB2ENR |= RCC_APB2ENR_SYSCFGEN;

// 2. Konfigurace PA@ jako input s pull-down
GPIOA->MODER &= ~(@0x3 << 0@); // Input mode
GPIOA->PUPDR &= ~(0x3 << 0);

GPIOA->PUPDR |= (@0x2 << @); // Pull-down

// 3. EXTIO pripojit na port A (PAQ)
SYSCFG—>EXTICR[0Q] &= ~OxF; // Clear EXTIO

SYSCFG—>EXTICR[0Q] |= 0x0; // @ = Port A

// 4. Povolit EXTIQ, trigger na rising edge
EXTI->IMR |= (1 << 0); // Unmask EXTIO
EXTI->RTSR |= (1 << 0); // Rising edge
EXTI->FTSR &= ~(1 << 0); // No falling edge

// 5. Povolit EXTIO v NVIC
NVIC_SetPriority(EXTI@_IRQn, 5);
NVIC_EnableIRQ(EXTIO@_IRQn);
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void EXTIOQ _IRQHandler(void) <{
// Zkontrolovat pending flag
if (EXTI->PR & (1 << 0)) {
// Vymazat flag zapisem 1
EXTI->PR = (1 << 0);

// Obsluha tlacitka
toggle_led();
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Priklad: Tlacitko s debouncing

Problém: Mechanickeé tlacitko generuje zakmity (bounce)
pfi stisku/uvolnéni = nékolik preruseni misto jednoho.

Reseni: Software debouncing pomoci ¢asovade.

#define DEBOUNCE_TIME_MS 50

volatile uint32_t last_interrupt_time = 0;

void init_button_with_debounce(void) {
// GPIO + EXTI konfigurace (jako predchozi slide)
init_button_interrupt();

// SysTick pro c¢asovani (1ms tick)

SysTick_Config(SystemCoreClock / 1000);
¥

volatile uint32_t millis = 0;

void SysTick_Handler(void) {
millis++;
b
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void EXTIOQ_IRQHandler(void) {
if (EXTI->PR & (1 << 0)) {
EXTI->PR = (1 << 0); // Clear flag

uint32_t current_time = millis;

// Ignorovat interrupt pokud je prilis brzy
if ((current_time - last_interrupt_time)
> DEBOUNCE_TIME_MS) A{

last_interrupt_time = current_time;

// Zpracovani tlacitka
handle_button_press();

Iy

void handle_button_press(void) {
static uint8_t led_state = 0;
led_state = !led_state;

if (led_state) {

GPIOA—>BSRR = (1 << 5); // LED ON
} else {
y GPIOA->BSRR = (1 << (5+16)); // LED OFF
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