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Outline

− Identity

Only once during the existence of our solar system will two human

beings be born with similar finger markings (Harper, 1910)

Two like fingerprints would be found only once every 10^48 years

− Security

− Easiest way: bribe system admin☺
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What does biometric individuality mean?

− Given a biometric sample, determine the probability of 
finding an arbitrary biometric sample from the target 
population sufficiently similar to it. (Pankanti et al.)

− FP identification is based on:

– (i) persistance-the basic charateristcs does not 
change with time

– (ii) FP is UNIQUE to an individual -> not 
scientifically established ->the validity of FP is now 
being challenged in several court cases!!!!!
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FP is not UNIQUE

− Based on the outcome of U.S. v. Byron Mitchell, fingerprint based

identification has been challenged in more than 20 court cases in 
the United States (for example, U.S. v. Llera Plaza [179 F Supp 2d 
492 ED Pa 2002 and 188 F Supp 2d 549 Ed Pa 2002] and U.S. v. Crisp

[324 F 3d 261 4th Cir 2003]). Cole (2006) has compiled a list of
22 known exposed cases of erroneous fingerprint identifica-

tions made by forensic experts. 

− In making this ruling, the judge heavily relied on the case of an Oregon 
lawyer who was mistakenly linked through fingerprint analysis to the

2004 Madrid train bombings. 

− The main challenge in studying fingerprint individuality is to develop

statistical models that adequately describe the variability of
fingerprint features in a target population. 

− the probability of random correspondence coincides with the false
match rate (FMR).
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Brandon_Mayfield
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How to estimate?

− REPRESENTATION

– Previous lectures

− SIMILARITY METRICS

– Empirical approach

− Instead of collecting representative samples of the entire population, one

could instead get an upper bound of matching accuracy by matching most 

genetically similar fingerprints, i.e., from identical twins

– Model approach

− Empirical approach -> 200 millions in FBI register

− 634 years to estimate with speed of 1 million matches per second 
200x10^6x200x10^6/2/ [10^6x60x60x24x365]=634!
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Finger print configuration by Galton

•½  probability of 
reconstruction

•24 boxes with 6 ridges can 
cover FP

•1/16 – probability of 
occurrence of a specific 
fingerprint (such as arch, left 
loop)

•1/256 Occurrence of correct 
number of ridges entering 
and existing each of 24 boxes
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Different models

•¼ - four types of equally 
likely minutiae events

•Bifurcation to the left

•Bifurcation to the right

•Ending to the left

•Ending to the right
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Jain model-matching

− The probability of false correspondence between two fingerprints 

belonging to different fingers

− 7 assumption including that a reasonable alignment has been 
established

− The probability that FP with 36 minutiaes will share 12 minutiaes with 
another arbitrarily chosen FP with 36 minutias is 6.1x10^-8

− REPRESENTATION

− Two FPs match if 
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Jain model-prob. match

− The prob of matching minutias

− One input minutia matches any of m 
template minutias

− Two input minutiaes, only first 

matches, second FALSE accep 

− First or second can correspond
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Jain model-   match m
− ONE input (n) minutias matches one of the m minutiaes is

−    ro  input minutiaes correnspond, n-ro doesn not correspond any 
match
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Jain model-direction

− After rearranging, where

−                                               

−                                              

−                                             

− Including direction l  probability of two position – matched minutiae 
having a similar direction and 1-l is the probability of two-matched 
minutiae taking different directions, 

•q  minutiae among       
have similar directions
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Parameters to estimate

− Until now: minutiae locations are uniformly 

distributed within the entire area

− Ridges occupyA/2 area, minutiae lie only on 

ridges, i.e., along a curve of length A/w, w 
ridge period

− Parameters  from a given sensor resolution:

− 500 dpi (r0=15 pixels,22.5°), w=0.436mm

− Parameters from databases: 
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A,n,m
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Jain model - results

•WEAK password (birthday, spouse’s name), 
guessing by brute force

•1/(26+26+10)^6=1.76x10^-11
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Jain model – 12 guidelines

− 12 point guideline as sufficient evidence in many courts of law
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