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— In 1823, proposed the first fingerprint classification, which
classified into nine categories: (transverse curve, central
longitudinal stria, oblique stripe, oblique loop, almond whorl, spiral
whorl, ellipse, circle, and double whorl)

— Sir Francis Galton introduced the minutae features for fingerprint
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https://www.sciencedirect.com/science/article/pii/S0738081X14001539?via%3Dihub

~ Classes

— Arch: 3.7%, tented arch: 2.9 /o, left Ioop 33.8%, right loop:
31.7%, whorl: 27.9%

— Pattern recognition
PROBLEM
Small-inter class variability
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Deep learnin
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DL architecture

— 1) Traditional Method as Extractor
and Deep network as Classifier

— 2) Deep network as Feature
Extractor and Traditional Method
as Classifier

— 3) Deep network in end-to-end
learning

— Automated Feature
Extraction

— Robustness to Variations:

— Handling Low-quality
Images:

— Scalability and Speed
— End-to-end Learning
— Better Generalization

— Need for Large Datasets
— Computational Resources
— Overfitting
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™ Prize of GOLD

— Good large database> very expensive (FP,ECG,EEG, etc.)
— DB4,DB14: STANDARDS for classification systems
— ALREADY WITHDRAWN !
— 8bit- grey level images of rolled FP scanned from cards,
— Manual annotation by a human expert (A,L,R,T,W)
— 2000 FPs: DB4
— 27000 FPs: DB14

— All classes are distributed equally. However, Arch: 3.7%, tented
arch: 2.9%, left loop: 33.8%, right loop: 31.7%, whorl: 27.9%

— 10.000 FP from 200 people

— OR: , 500k synthetised images
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https://www.nist.gov/itl/iad/image-group/nist-special-database-302
https://www.nist.gov/itl/iad/image-group/nist-special-database-302
https://biometrics.cse.msu.edu/Publications/Databases/MSU_PrintsGAN/

* Classification Evaluationt®

[ Accuracy — Rejection can improve accuracy
— Rejection can improve accuracy  (DB14)

— Unknown class

number of misclassified fingerprints = 100
or rate = = % —_ .
sroTTae total number of fingerprints ’ FBI ta rg et' S haded ared
accuracy = 100% - error rate . — N IST data base - DB 4, DBl4
100%
— Penetration rate: time constraint ]
. 99% —_—
: number of accessed fingerprints = 100 _ ,/—J e
penetration rate = : —— % pe
total number of fingerprints in the database 98% 4 =
. . o7% ~
— Confusion matrix (DB4) 9 /
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Synthetic fingerprint generation
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TSynthetic fingerprint generation

e [Motivation

— Accuracy of each algorithm is usually evaluated on
relatively small proprietary databases

— Evaluation on small databases makes the accuracy
estimates highly data dependent

— When the databases are proprietary, the accuracy of
various fingerprint matching algorithms cannot be
compared directly

e Synthetic fingerprint generation can be used to
automatically create large databases of fingerprints,
thus allowing fingerprint recognition algorithms to
be effectively trained, tested, optimized, and

compared
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‘"From master to final impression -

Master fingerprint
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Shape
par ameters

Master fingerprint

( Position ]

\[ﬂCo-mctreghnj‘ G)Rldzelhldm-

Average [ Singulari!ies)
Jrequency

l

[d;] [mmﬂﬁ {mm] @ [ﬂsnnﬂm"q

Noise
probability

[lﬁm J.

Background type
and noise level

Fingerprint
impression

t Deformation
parameters

labora
’6;;@

chnical University


https://biolab.csr.unibo.it/research.asp?organize=Activities&select=&selObj=12&pathSubj=111%7C%7C12&
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‘~Orientation
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‘~Orientation
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‘~Orientation
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“Frequency

Lower frequency
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Ridge line

—Gabor filter
—Seeds




v
=
o
o
=
X

\n__“\\, %JM\\% \\M/m%% \Aﬁq@&%

/M\/\\\ \ = %@\\&K\k@e %ﬁﬂdﬁﬂﬂ&&«% %ﬁﬂﬁ%&&%

7
s

7

Y

\\ |
% -

N

A \\\\\\\\\\\NAAAAAAA _ \\\KK\\\\\WAAMAAAAA% ;ﬁﬂﬁﬁm‘%ﬂ@

I\

L %@% WA@&@, ﬁ/ﬁﬁﬁﬁﬁﬁﬁ@

ersity

Department of Cybernetics, Czech Technical Univ



N
n
9,
=
=

"Ridge thic

Dilation

simulation of high pressure or

Erosio

simulation of low pressurt

g

s

_

\ 7 \ /,,,,,./,/

ﬁ ~

a

{
\
.

laborat
Gerstner )

ersity

Department of Cybernetics, Czech Technical Univ



=

RN

-
R
£
S
2D
o

Department of Cybernetics, Czech Technical University



‘Perturbation & Translat
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Background

— 1 .
e b= —Zb be their mean vector;
MmieB

e C= . Z (b -~ EXb ~ F)T be their covariance matrix;
" beB

® e R be the orthonormal matrix that diagonalizes C; that is, O'Ch=A .

A= Dlag(’{l ’Z’Z""”ln ) ’ D= [¢l ’¢2""’ ¢n]s
where 4; and @, i = 1..n are the eigenvalues and the eigenvectors of C, respectively.

1. a k-dimensional vector y = [y, 5 Y2 sons yk] is randomly generated according to k nor-
T izl .
mal distributions: y; =N (0, /11./_ ) F=1k;
]
. » . 5 % oo Figure 6.22. Examples of background-only images (acquired from an optical scanner) used for
2. the corresponding n-dimensional vector b is obtained as: b=®,y+b. training the background generator.
p k

Departm Figure 6.23. Three synthetic images with backgrounds generated according to the model (the
parameters used for training are m = 65 and k= 8).



U-shaped
network

(Generator)

Training latent
fingerprint

Generated enhanced
latent fingerprint
(skeleton map)

Ground-truth
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ientati i —
Crigntation it f Discriminator . peal

Ground-truth
orientation field
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"Front-end attacks

‘ Sensor

» Application
(A) Replay attack A recording of true data is transmitted to Extractor;
(A) Electronic Injection of an image created artificially from
Impersonation extracted features;
(B) Trojan Horse Extracted features are replaced;

(C) Communication Attacks during transmission to remote matcher;

(D) Trojan Horse Match decision is manipulated. @Tﬁ?ﬁf'fi
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A

|  Template L
|:> Sensor " Extractor Matcher »  Application

A l
__ | Template
‘ Enroliment [« = 0 ° h

\ 4

(A) All seen so far Enroliment has all the stages above;

(B) Communication Attacks during transmission between matcher and
Attack central or distributed database;

(C) Communication Attacks during transmission from enroliment stage
Attack to central or distributed database;

(D) Viruses, Trojans,...

(E) Hacker’s Attack Modification or deletion of registers and ’é’erﬁébfﬁgb

| gathe” ng Of I nformaugntment of Cybernetics, Czech Technical University




™ Threats

The Modern Burglar @Tﬁ:&f}
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™ Types of threats

e Circumvention: An attacker gains access to the system
protected by biometric authentication

— Privacy attack: Attacker accesses the data that she was not
authorized (e.g., accessing the medical records of another user)

— Subversive attack: Attacker manipulates the system (e.g.,
submitting bogus insurance claims)

e Repudiation: An attacker denies accessing the system

— A bank clerk modifies the financial records and later claims that
her biometric data was stolen and denies that she is responsible

e Contamination (covert acquisition): An attacker illegally
obtains biometric data of genuine users and uses it to
access the system

— Lifting a latent fingerprint and constructing a synthetic finger

T
>

\Q
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™ Types of threats

e Collusion: A user with wide super user privileges (e.g.,
system administrator) illegally modifies the system

e Coercion: An attacker forces a legitimate user to access the
system (e.g., using a fingerprint to access ATM at a
gunpoint)

e Denial of Service (DoS): An attacker corrupts the biometric
system so that legitimate users cannot use it

— A server that processes access requests can be bombarded with
many bogus access requests, to the point where the server's
computational resources can not handle valid requests any more.
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™ Threats locations

1T — Sensor

—

3 . Feature extractor 6
p— ]
S . Matcher & Database
3
Dec;sion

Points of attack for a generic biometric system
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™ Threats locations

e Attack 1: A fake biometric (e.g., an artificial finger) is presented at the
sensor

o Attack 2: lllegally intercepted data is resubmitted (replay)

e Attack 3: Feature detector is replaced by a Trojan horse program
- It produces feature sets chosen by the attacker

Attack 4: Legitimate features are replaced with a synthetic feature set

Attack 5. Matcher is replaced by a Trojan horse program
— It produces scores chosen by the attacker

e Attack 6: Templates in the database are modified, removed, or new
templates are added

e Attack 7: The transferred template information is altered in the
communication channel

e Attack 8: The matching result (e.g., accept/reject) is overridden

A

i
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e 5 out of 6 accepted the dummy finger in the first attempt

Dummy finger created from a lifted
impression of the finger without
cooperation of the user in eight \
hours with silicon cement

Dummy finger created with
cooperation of the user in a few
hours with liquid silicon rubber
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~ Attack 1 example

Matsumoto et al. 2002:

e 11 fingerprint verification systems attacked with
artificial gelatin fingerprints

¢ Gelatin fingers accepted with a probability of 67-100%

live ~gelatin gelatin

BT 3

With cooperation (finger Without cooperation (residual
pressed to plastic mold) fingerprint lifted from a glass)
|
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— Pattern classifier to discriminate between human and synthetic
epidermis
— Vital signs

Temperature: at 20C epidermis higher by 8 to 10 degrees, fake
finger 2 degrees less, cold coca-cola can

Conductivity: greatly varies, water or saliva is added to fake

Optical sensors: meassure absorption, reflection, scattering,
refraction, gelation has similar optical properties to a live finger

Ultrasonic sensors: detec layer under epidermis, silicon rubber

layer + silicon rubber finger

Increase resolution, detect sweet pores
Blood pressure, ECG meassurement

VIDEO

Ebom 0
"(:‘:;}stngf/‘“
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~ Attack 5 — Trojan horse

— Sensor emulator, feature extraction, matcher, system database
— Digital signature
— Trust authorities — standard electronic commerce systems
— PIN example, 4 digits, 104 combinations
— A) know password: easy
— B) brute force attack
— FP example

— FP representaion MUST be know: type of features, digital representation, quantization,
spatial reference, ordering, etc.

— Randomly generate FP representation, better synthetic generator, apriori knowledge from
latent fingerprints

— Gray-scale: use synthetic generator
— Hill climbing, match feedback available, iteratively details changing after positive feedback

3\ Feczture

Exmzctor L
| | System
e Database
True/False ~ Ial laboratory A
matching Gers tnf‘l:/

S score
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~ Other attacks

e Hill Climbing:
— Repeatedly submit biometric data to an algorithm with slight
differences, and preserve modifications that result in an improved

score;
— Can be prevented by
e Limiting the number of trials;
e Giving out only yes/no matches.

e Swamping.
— Similar to brute force attack, exploiting weakness in the algorithm to obtain a
match for incorrect data.

— Submit a print with hundreds of minutiae in the hope that at least the
threshold number of them will match the stored template;

— Can be prevented by normalizing the number of minutiae.
* Piggy-back:

— An unauthorized user gains access through simultaneous entry with a
legitimate user (coercion, tailgating). {labmm

€rs tl’lﬂl—'ﬂ‘/
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