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Podmínky předmětu

− Garant předmětu: Daniel Novák, místnost G202, xnovakd1@fel.cvut.cz

− Stránky předmětu

– https://cw.felk.cvut.cz/doku.php/courses/a6m33bio/start

– 3. laboratorní úlohy – každá za 20 bodů, celkem 60 bodů

– Klasifikovaný zápočet – 20 otázek, každá za 2 body

− Podmínky předmětu

– https://cw.felk.cvut.cz/doku.php/courses/a6m33bio/podminky

mailto:xnovakd1@labe.felk.cvut.cz
https://cw.felk.cvut.cz/doku.php/courses/a6m33bio/start
https://cw.felk.cvut.cz/doku.php/courses/a6m33bio/start
https://cw.felk.cvut.cz/doku.php/courses/a6m33bio/podminky
https://cw.felk.cvut.cz/doku.php/courses/a6m33bio/podminky
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Facebook, Web

− Prispivejte zejmena vy!!!!

− Facebook (zalikujte, pokud se vam predmet bude libit:)

– http://www.facebook.com/biometrieCVUT

− Webove stranky

– http://www.predmet-biometrie.cz/

− Novinky

− https://www.biometricupdate.com/, 
https://www.wired.com/tag/biometrics/

http://www.facebook.com/biometrieCVUT
http://www.facebook.com/biometrieCVUT
http://www.predmet-biometrie.cz/
http://www.predmet-biometrie.cz/
http://www.predmet-biometrie.cz/
http://www.predmet-biometrie.cz/
https://www.biometricupdate.com/
https://www.biometricupdate.com/
https://www.wired.com/tag/biometrics/
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Najdete něco zajimaveho
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Proč Biometrie ?
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Alternativní úvod

− Dobrodužství kriminalistiky na csfd

− Dobrodužství kriminalistiky na CT

http://www.csfd.cz/film/108849-dobrodruzstvi-kriminalistiky/
http://www.csfd.cz/film/108849-dobrodruzstvi-kriminalistiky/
http://www.ceskatelevize.cz/porady/898901-dobrodruzstvi-kriminalistiky/289310910380001-stopa/
http://www.ceskatelevize.cz/porady/898901-dobrodruzstvi-kriminalistiky/289310910380001-stopa/
http://www.ceskatelevize.cz/porady/898901-dobrodruzstvi-kriminalistiky/289310910380001-stopa/
http://www.ceskatelevize.cz/porady/898901-dobrodruzstvi-kriminalistiky/289310910380001-stopa/
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•Alphonse_Bertillon

•Dreyfusova aféra

http://cs.wikipedia.org/wiki/Alphonse_Bertillon
http://cs.wikipedia.org/wiki/Alphonse_Bertillon
https://cs.wikipedia.org/wiki/Dreyfusova_aféra
https://cs.wikipedia.org/wiki/Dreyfusova_aféra
https://cs.wikipedia.org/wiki/Dreyfusova_aféra
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Trend
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Market Share
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ePassport – Biometricky pas

Nutná podmínka pro výjezd do USA+ESTA, v ČR od roku 2006, od
dubna 2009 s 2 otisky prstů, 140 statu, Epassport (mobile app)
http://czech.prague.usembassy.gov/biometricky_pas.html
http://www.youtube.com/watch?v=ptb_nxCpgYQ

http://czech.prague.usembassy.gov/biometricky_pas.html
http://www.youtube.com/watch?v=ptb_nxCpgYQ
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Today:  eBorders in the United Arab Emirates (UAE)
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India's Aadhaar project

− The Aadhaar number is a 12-digit unique identity number issued to all Indian 
residents

− biographic and biometric data (a photograph, ten fingerprints, and two iris 
scans).

− 1,370,020,912 Aadhaar IDs have been issued as of 20 May 2023, covering 
more than 99,9% of the Indian adult population.

− world's most extensive biometric identification system

https://uidai.gov.in/
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Ukradená identita

Článek v NY times a v Telegraph, zodpovědný byl MOSAD

http://www.nytimes.com/2010/01/30/world/middleeast/30dubai.html
http://www.telegraph.co.uk/news/worldnews/middleeast/dubai/7252182/Dubai-Hamas-assassination-profiles-of-Britons-named-in-plot-by-authorities.html
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Další krádež identity

− DU – Unknown podívat se a ohodnotit na CSFD

http://www.csfd.cz/film/264157-neznamy/
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Další krádež identity

− DU – Gattaca podívat se a ohodnotit na CSFD (83%), 1997

https://www.csfd.cz/film/11993-gattaca/prehled/
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Three basic means
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Generic Biometric System
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Pattern Recognition System
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Person recognition
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Identification
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Example Iris & Speech
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Main Sorting

− Physiological 

 

− Behavioral 

 

Examples:   face, fingerprint, hand geometry and iris recognition

Examples:   signature and voice

Biometrics can be sorted into two classes:
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Biometric Identifiers

Common:

−Fingerprint Recognition

−Face Recognition

−Speaker Recognition

− Iris Recognition

−Hand Geometry

−Signature verification

Others:

− DNA

− Retina recognition

− Thermograms

− Gait

− Keystroke

− Ear recognition

− Skin reflection

− Lip motion

− Body odor
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Some More* …

Vein Pattern

Sweat Pores

Fingernail Bed

Hand Grip 

Brain Wave Pattern 

Footprint and Foot Dynamics

•*See details in Chapter 7 Esoteric Biometrics of Biometrics by John D. 

Woodward, Nicholas M. Orlans, Peter T. Higgins, New York : McGraw-

Hill/Osborne, c2003



Department of Cybernetics, Czech Technical University



Department of Cybernetics, Czech Technical University

Intra-class variability
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The power of make up
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Multimodal Biometrics
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Performance evaluation
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FMR and FNMR
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FA & FR
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Scores distribution
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Two kinds of error
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Two kinds of error
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•35

Errors & Accuracy

− There are about 30 minutiae: the U.S. Federal Bureau of 
Investigation (FBI) has evidenced that no two individuals can have 
more than eight minutiae in common

− NIST found that 0.2% of searches in a database of 26.6 photos 
failed to match the correct image, compared with a 4% failure rate 

in 2014. 
− In NIST'S 2020 tests, the best algorithm had a failure rate of 0,08%.

− 50x improvement over six years

− In July 2018, Newsweek reported that Amazon’s facial recognition 
technology falsely identified 28 US Congress members as people 
arrested for crimes.

   .

https://www.newsweek.com/amazons-face-recognition-tool-matches-28-members-congress-criminal-mugshots-1044850
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•36

Liveness in biometrics

gelatin fingerprints, fake irises, and special glasses
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Privacy - camera towers
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Privacy – Hong Kong
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Privacy – Hong Kong

https://www.nytimes.com/2019/07/26/technology/hong-kong-protests-facial-recognition-surveillance.html
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•40

Privacy – Fashion Based

https://www.researchgate.net/figure/Fashion-based-camouflage-to-avoid-face-detection-1_fig1_262425065
https://adam.harvey.studio/
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•41

Privacy – Hacking
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Privacy – Cloaking

http://sandlab.cs.uchicago.edu/fawkes/#code

http://sandlab.cs.uchicago.edu/fawkes/#code
http://sandlab.cs.uchicago.edu/fawkes/#code
http://sandlab.cs.uchicago.edu/fawkes/#code
http://sandlab.cs.uchicago.edu/fawkes/#code
http://sandlab.cs.uchicago.edu/fawkes/#code
http://sandlab.cs.uchicago.edu/fawkes/#code
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