
Network Inference & Link Prediction
Network Application Diagnostics

B2M32DSA

Radek Mǎŕık
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Radek Mǎŕık (radek.marik@fel.cvut.cz) Network Inference & Link Prediction October 17, 2023 3 / 36



Preliminary Tools Classification Evaluation

Classification Predictions [Wik19a]

The expectation: the terms positive and negative refer to the
classifier’s prediction.
The observation: the terms true and false refer to whether that
prediction corresponds to the external judgment.
The confusion matrix (CZ kontigenčńı tabulka)

Predicted / Classified
Negative Positive

Actual
Negative True Negative False Positive
Positive False Negative True Positive

TN / True Negative
the real case is negative
and predicted negative

FP / False Positive
the real case is negative
but predicted positive
Type I error

TP / True Positive
the real case is positive
and predicted as positive

FN / False Negative
the real case is positive
but predicted negative
Type II error
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Preliminary Tools Classification Evaluation

Precision and Recall [Wik19a, ?]

Precision
the probability that a (randomly selected)
retrieved document is relevant.
the probability that a (randomly selected)
object is correctly classified.

Precision =
TP

TP + FP

Recall
the probability that a (randomly selected)
relevant document is retrieved in a search.
the probability that a (randomly selected)
class object is correctly classified.

Recall =
TP

TP + FN

relevant elements

selected elements

false positivestrue positives

false negatives true negatives

Precision = Recall =

How many selected
items are relevant?

How many relevant
items are selected?
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Preliminary Tools Classification Evaluation

Accuracy and F1-Measure [Wik19a, ?]

Accuracy
the proportion of true results (both true
positives and true negatives) among the
total number of cases examined.

Accuracy =
TP + TN

TP + TN + FP + FN

F1-Measure
the harmonic mean of precision and recall.
an F1 score reaches its best value at 1
(perfect precision and recall) and worst at
0.

relevant elements

selected elements

false positivestrue positives

false negatives true negatives

Precision = Recall =

How many selected
items are relevant?

How many relevant
items are selected?

F1 = (
Precision−1 + Recall−1

2
)−1 =

2× Precision× Recall

Precision+ Recall
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Preliminary Tools Classification Evaluation

ROC (Receiver Operating Characteristic) Curves [Wik19b]

Plotting the true positive
rate (TPR) against the false
positive rate (FPR).

Dealing with heavy class
imbalance.

The model performance is
measured by the area under
the ROC curve (AUC).

The best possible AUC is 1.

The worst AUC is 0.5
(the 45 degrees random
line).

If the AUC is below 0.5, do
the exact opposite of what
the model recommends.
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Preliminary Tools Classification Evaluation

ROC Performance Assessment [Wik19b]
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Radek Mǎŕık (radek.marik@fel.cvut.cz) Network Inference & Link Prediction October 17, 2023 8 / 36



Preliminary Tools Network Terminology

Outline

1 Preliminary Tools
Classification Evaluation
Network Terminology

2 Network Inference
Introduction
Network Inference Example - Viber

3 Link Prediction
Introduction
Scoring Functions
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Preliminary Tools Network Terminology

Graph Notation [Kol09]

Let G(V,E) be an undirected random network graph.

V (2) is the set of distinct unordered pairs of vertices.

E is the set of edges in G.

Nv = |V | is the number of vertices.

Ne = |E| is the number of edges.

V (2) \ E is the set of non-edges in G.

V
(2)
obs is the observed presence or absence of edges.

V
(2)
miss = V (2) \ V (2)

obs is the set of edges for which observations are
missing.

Sparse graph: |E| ≪ |V |2

The set N (u) of neighbors of u ∈ V in G(V,E):

N (u) = {v|v ∈ V, e = uv ∈ E}
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Network Inference Introduction

Network Topology Inference [Kol09]

What should constitute a vertex and an edge is determined by
user-specified decisions and rules.
Such a network graph construction lacks an element of validation.

if the network representation is “accurate”,
i.e. capturing some well-defined but unobservable relational structure.

What accuracy can be expected given the available measurements?
Are there other similar representations with about the same accuracy?
How is the representation robust to changes in the measurements?
How is the representation usefull for other purposes?

Network Topology Inference Problem

Given a set of measurements from a system of interest, e.g.

vertex attributes x = (x1, . . . , xNV )
binary indicators y = [yij ] of certain edges.

and given a collection G of potential graphs G,

select an appropriate member of G that best captures the underlying
state of the system.
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Network Inference Introduction

Network Inference Problems [Kol09]

Link Prediction . . . inferring whether or not a pair of vertices does or
does not have an edge between them

using measurements that include a subset of vertex pairs whose
edge/non-edge status is already observed.
knowledge of all of the vertices.
the status of some of the edges/non-edges

Association Graph Inference . . . the relation defining edges is itself
unobserved and must be inferred from measurements reflecting these
characteristics.

no knowledge of edge status anywhere in the network graph,
relevant measurements at all of the vertices are assumed.

Tomographic Network Inference . . . the measurements are available
only at vertices that are somehow at the perimeter of the network.

measurements at only a particular subset of vertices are known.
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Network Inference Network Inference Example - Viber

Exemplar (Viber) Environment [MBKK15]

Radek Mǎŕık (radek.marik@fel.cvut.cz) Network Inference & Link Prediction October 17, 2023 15 / 36



Network Inference Network Inference Example - Viber

Example Capture Characteristics [MBKK15]

10.42.0.61

Cli

192.168.77.58

Cli

10.42.0.1

DNS

8.8.8.8

DNS
173.223.72.93

static.ess.apple.com

WWW

195.27.242.131

WWW

213.241.87.37

WWW

54.230.93.155

WWW
77.67.48.145

content.cdn.viber.com

WWW

78.46.237.87

WWW
107.22.231.216

settings.crashlytics.co
m

???
17.167.135.24

p11-ckdatabase.icloud.c
om

???
17.167.135.76

p11-keyvalueservice.icl
oud.com

???
17.167.135.8

p11-keyvalueservice.icl
oud.com

???
17.173.255.101

service.ess.apple.com

???
17.173.66.102

p55-buy.itunes.apple.co
m

???

173.194.35.65

???
173.194.65.95

maps.googleapis.com
www.googleapis.com

???
173.252.102.16

mqtt.facebook.com

???
206.190.56.190
sp.yimg.com

???
206.190.56.191
sp.yimg.com

???

54.165.255.237

???

54.165.255.246

???

54.217.200.15

???

54.217.200.20

???

54.217.200.51

???

54.217.201.98

???

54.225.250.138

???
54.243.152.77

secure.viber.com

???
98.137.201.252

search.yahoo.com

???

98.139.199.205

???

0.0.0.0

???

10.42.0.255

???
147.32.192.34

imap.feld.cvut.cz

???
147.32.211.81

k332-voip.feld.cvut.cz

???
17.110.227.13

8-courier.push.apple.co
m

???
17.110.227.21

8-courier.push.apple.co
m

???
17.110.227.9

8-courier.push.apple.co
m

???

17.172.233.90

???

173.194.65.188

???

173.246.4.139

???

192.168.1.1

???

192.168.77.105

???

192.168.77.254

???

192.168.77.255

???

192.168.77.7

???
212.79.111.228
mail.prohost.cz

???

224.0.0.251

???

224.0.0.252

???

239.255.255.250

???

255.255.255.255

???
50.17.183.232
aloha.viber.com

???

54.225.248.83

???

54.235.78.156

???

54.255.185.236

???
54.83.202.65

aloha.viber.com

???
64.233.171.108
imap.gmail.com

???
64.233.171.109
imap.gmail.com

???
fe80:00:00:00:14e9:674d

:e055:eb1e

???
fe80:00:00:00:1c00:3d10

:11f0:f631

???
fe80:00:00:00:6267:20ff

:fe74:94a4

???
fe80:00:00:00:d6ca:6dff

:fe4a:a901

???
ff02:00:00:00:00:00:00:

01

???
ff02:00:00:00:00:00:00:

fb

???
ff02:00:00:00:00:00:01:

02

???
ff02:00:00:00:00:00:01:

03

???

(2047-2077) 19:38:51.296955-19:38:57.404200 tcp=192.168.77.58:53593->54.225.248.83:4244 .P.... packets=6(148B)

(2053-4274) 19:38:52.198468-19:42:32.233156 udp=192.168.1.1:1900->239.255.255.250:1900  packets=120(41412B)

(2055-4234) 19:38:52.200602-19:42:12.227367 udp=192.168.77.7:1900->239.255.255.250:1900  packets=6(6144B)

(2069-2075) 19:38:57.294079-19:38:57.320537 tcp=192.168.77.58:57124->195.27.242.131:80 ..F... packets=2(0B)

(2071-2073) 19:38:57.294412-19:38:57.316889 tcp=192.168.77.58:43616->173.194.65.95:443 ..F... packets=2(0B)

(2072-2072) 19:38:57.315983-19:38:57.315983 tcp=173.194.65.95:443->192.168.77.58:43616 ..F... packets=1(0B)

(2074-2074) 19:38:57.319707-19:38:57.319707 tcp=195.27.242.131:80->192.168.77.58:57124 ..F... packets=1(0B)

(2048-2076) 19:38:51.406404-19:38:57.403310 tcp=54.225.248.83:4244->192.168.77.58:53593 .P.... packets=3(152B)

(0-1449) 19:38:57.842672-19:40:09.189266 tcp=10.42.0.61:55060->98.137.201.252:443 .P.... packets=22(3316B)

(19-617) 19:38:59.020644-19:39:30.183453 tcp=10.42.0.61:55061->206.190.56.191:443 .P.... packets=8(2735B)

(46-613) 19:38:59.137713-19:39:30.180809 tcp=10.42.0.61:55064->206.190.56.190:443 S..... packets=10(961B)

(47-616) 19:38:59.138289-19:39:30.183144 tcp=10.42.0.61:55065->206.190.56.190:443 S..... packets=10(945B)

(74-627) 19:38:59.315364-19:39:30.203486 tcp=10.42.0.61:55062->98.139.199.205:443 .P.... packets=5(1109B)

(82-84) 19:39:00.741747-19:39:00.796072 tcp=10.42.0.61:55063->17.167.135.76:443 ..F... packets=2(0B)

(83-83) 19:39:00.794652-19:39:00.794652 tcp=17.167.135.76:443->10.42.0.61:55063 ..F... packets=1(0B)

(2080-2080) 19:39:00.81814
9-19:39:00.818149 udp=192.
168.77.7:137->192.168.77.2

55:137  packets=1(50B)

(2083-2083) 19:39:02.408286-19:39:02.408286 udp=192.16
8.77.58:38292->8.8.8.8:53  packets=1(33B)

(2084-2084) 19:39:02.429289-19:39:02.429289 udp=8.8.8.
8:53->192.168.77.58:38292  packets=1(212B)

(2085-2099) 19:39:02.431279-19:39:02.850488 tcp=192.168.77.58:46262->54.83.202.65:5242 S..... packets=6(24B)

(2089-2089) 19:39:02.717291-19:39:02.717291 udp=192.16
8.77.105:138->192.168.77.255:138  packets=1(207B)

(2094-4256) 19:39:02.737375-19:42:17.894444 tcp=192.168.77.58:47619->54.235.78.156:4244 S..... packets=68(5912B)

(2086-2100) 19:39:02.535596-19:39:02.956461 tcp=54.83.202.65:5242->192.168.77.58:46262 S..... packets=5(154B)

(2116-2116) 19:39:03.264846-19:39:03.264846 udp=192.16
8.77.58:2697->8.8.8.8:53  packets=1(39B)

(2119-2119) 19:39:03.302279-19:39:03.302279 udp=8.8.8.
8:53->192.168.77.58:2697  packets=1(150B)

(2120-2126) 19:39:03.303812-19:39:03.323530 tcp=192.168.77.58:57749->77.67.48.145:80 S..... packets=4(192B)

(2121-2125) 19:39:03.312037-19:39:03.323528 tcp=77.67.48.145:80->192.168.77.58:57749 S..... packets=3(1259B)

(2135-2247) 19:39:10.763083-19:39:12.935945 tcp=192.168.77.58:44179->54.217.201.98:443 S..... packets=4(0B)

(2136-2228) 19:39:10.764439-19:39:12.887654 udp=192.168.77.58:57883->54.217.201.98:7985  packets=32(10504B)

(2137-2137) 19:39:10.766334-19:39:10.766334 udp=192.168.77.58:57883->54.217.201.98:7987  packets=1(34B)

(2146-2146) 19:39:10.810838-19:39:10.810838 udp=54.217.201.98:7987->192.168.77.58:57883  packets=1(20B)

(85-85) 19:39:11.181904-19:39:11.181904 udp=10.42.0.61
:54350->10.42.0.1:53  packets=1(29B)

(86-86) 19:39:11.196300-19:39:11.196300 udp=10.42.0.1:
53->10.42.0.61:54350  packets=1(249B)

(87-1453) 19:39:11.202466-19:40:09.390569 tcp=10.42.0.61:55066->206.190.56.191:443 S..... packets=36(2954B)

(110-1424) 19:39:11.641271-19:40:08.606789 tcp=10.42.0.61:55067->206.190.56.191:443 S..... packets=14(802B)

(111-1435) 19:39:11.641519-19:40:08.684883 tcp=10.42.0.61:55068->206.190.56.191:443 S..... packets=14(802B)

(112-1423) 19:39:11.643128-19:40:08.606539 tcp=10.42.0.61:55069->206.190.56.191:443 S..... packets=13(802B)

(113-1425) 19:39:11.644560-19:40:08.606967 tcp=10.42.0.61:55070->206.190.56.191:443 S..... packets=14(802B)

(114-1427) 19:39:11.646344-19:40:08.627997 tcp=10.42.0.61:55071->206.190.56.191:443 S..... packets=14(802B)

(2145-2244) 19:39:10.810072-19:39:12.932472 udp=54.217.201.98:7985->192.168.77.58:57883  packets=52(12428B)

(2143-2246) 19:39:10.808528-19:39:12.934382 tcp=54.217.201.98:443->192.168.77.58:44179 S..... packets=2(0B)

(236-1971) 19:39:15.625110-19:41:54.584722 udp=10.42.0.61:61957->147.32.211.81:5060  packets=9(4913B)

(2255-2255) 19:39:17.298721-19:39:17.298721 tcp=78.46.237.87:80->192.168.77.58:45737 ..F... packets=1(0B)

(2256-2256) 19:39:17.373667-19:39:17.373667 tcp=192.168.77.58:45737->78.46.237.87:80 ...... packets=1(0B)

(2258-2258) 19:39:17.513341-19:39:17.513341 tcp=78.46.237.87:80->192.168.77.58:45735 ..F... packets=1(0B)

(2259-2259) 19:39:17.553998-19:39:17.553998 tcp=192.168.77.58:45735->78.46.237.87:80 ...... packets=1(0B)

(237-2039) 19:39:22.566900-19:42:22.849394 udp=10.42.0.1:17500->10.42.0.255:17500  packets=7(1568B)

(238-238) 19:39:24.481540-19:39:24.481540 udp=10.42.0.
61:61061->10.42.0.1:53  packets=1(32B)

(239-239) 19:39:24.481739-19:39:24.481739 udp=10.42.0.
61:60916->10.42.0.1:53  packets=1(33B)

(240-240) 19:39:24.481932-19:39:24.481932 udp=10.42.0.
61:64373->10.42.0.1:53  packets=1(35B)

(241-241) 19:39:24.501141-19:39:24.501141 udp=10.42.0.
1:53->10.42.0.61:61061  packets=1(234B)

(242-290) 19:39:24.504912-19:39:24.916470 tcp=10.42.0.61:55072->64.233.171.108:993 S..... packets=11(287B)

(243-243) 19:39:24.508370-19:39:24.508370 udp=10.42.0.
1:53->10.42.0.61:60916  packets=1(242B)

(244-244) 19:39:24.509526-19:39:24.509526 udp=10.42.0.
1:53->10.42.0.61:64373  packets=1(136B)

(245-352) 19:39:24.515951-19:39:25.561325 tcp=10.42.0.61:55073->147.32.192.34:993 S..... packets=15(366B)

(246-527) 19:39:24.517922-19:39:27.979171 tcp=10.42.0.61:55074->212.79.111.228:993 S..... packets=43(3129B)

(287-322) 19:39:24.869456-19:39:25.260323 tcp=10.42.0.61:55075->64.233.171.109:993 S..... packets=11(287B)

(247-288) 19:39:24.557874-19:39:24.914927 tcp=64.233.171.108:993->10.42.0.61:55072 S..... packets=10(3659B)

(319-570) 19:39:25.215570-19:39:29.286130 tcp=10.42.0.61:55076->64.233.171.109:993 S..... packets=34(1385B)

(289-320) 19:39:24.915329-19:39:25.258813 tcp=64.233.171.109:993->10.42.0.61:55075 S..... packets=11(3657B)

(345-553) 19:39:25.452116-19:39:28.510871 tcp=10.42.0.61:55077->147.32.192.34:993 S..... packets=34(2032B)

(256-350) 19:39:24.639984-19:39:25.560099 tcp=147.32.192.34:993->10.42.0.61:55073 S..... packets=11(5347B)

(424-576) 19:39:26.878789-19:39:29.614708 tcp=10.42.0.61:55078->64.233.171.109:993 S..... packets=32(1347B)

(258-526) 19:39:24.648365-19:39:27.977250 tcp=212.79.111.228:993->10.42.0.61:55074 S..... packets=34(26103B)

(354-552) 19:39:25.583479-19:39:28.507381 tcp=147.32.192.34:993->10.42.0.61:55077 S..... packets=19(3239B)

(321-569) 19:39:25.259326-19:39:29.282756 tcp=64.233.171.109:993->10.42.0.61:55076 S..... packets=36(2079B)

(438-575) 19:39:26.940045-19:39:29.613228 tcp=64.233.171.109:993->10.42.0.61:55078 S..... packets=30(1794B)

(577-1415) 19:39:29.822996-19:40:08.081939 tcp=10.42.0.61:55079->17.167.135.76:443 S..... packets=20(3368B)

(585-585) 19:39:30.022752-19:39:30.022752 udp=10.42.0.
61:64516->10.42.0.1:53  packets=1(42B)

(586-586) 19:39:30.035938-19:39:30.035938 udp=10.42.0.
1:53->10.42.0.61:64516  packets=1(441B)

(587-1443) 19:39:30.044690-19:40:08.937671 tcp=10.42.0.61:55080->107.22.231.216:443 S..... packets=19(1550B)

(593-652) 19:39:30.084627-19:39:30.860643 tcp=10.42.0.61:55081->147.32.192.34:993 S..... packets=9(259B)

(49-612) 19:38:59.188978-19:39:30.179507 tcp=206.190.56.190:443->10.42.0.61:55064 S..... packets=6(566B)

(50-614) 19:38:59.189011-19:39:30.180811 tcp=206.190.56.190:443->10.42.0.61:55065 S..... packets=6(566B)

(35-615) 19:38:59.070101-19:39:30.181878 tcp=206.190.56.191:443->10.42.0.61:55061 .P.... packets=4(1071B)

(75-623) 19:38:59.400944-19:39:30.200452 tcp=98.139.199.205:443->10.42.0.61:55062 .P.... packets=3(650B)

(2267-2267) 19:39:30.37034
4-19:39:30.370344 udp=192.
168.77.254:138->192.168.77
.255:138  packets=1(212B)

(650-841) 19:39:30.800150-19:39:35.931719 tcp=10.42.0.61:55082->147.32.192.34:993 S..... packets=36(1562B)

(628-651) 19:39:30.214406-19:39:30.857972 tcp=147.32.192.34:993->10.42.0.61:55081 S..... packets=7(294B)

(662-662) 19:39:31.345954-19:39:31.345954 udp=10.42.0.
61:60429->10.42.0.1:53  packets=1(33B)

(663-663) 19:39:31.377230-19:39:31.377230 udp=10.42.0.
1:53->10.42.0.61:60429  packets=1(413B)

(664-680) 19:39:31.384528-19:39:31.589879 tcp=10.42.0.61:55083->50.17.183.232:5242 S..... packets=6(24B)

(676-1444) 19:39:31.470121-19:40:08.957701 tcp=10.42.0.61:55084->54.225.250.138:4244 S..... packets=37(4809B)

(665-687) 19:39:31.412492-19:39:31.674879 tcp=50.17.183.232:5242->10.42.0.61:55083 S..... packets=5(154B)

(712-712) 19:39:31.862823-19:39:31.862823 udp=10.42.0.
61:49723->10.42.0.1:53  packets=1(34B)

(713-713) 19:39:31.910054-19:39:31.910054 udp=10.42.0.
1:53->10.42.0.61:49723  packets=1(322B)

(714-754) 19:39:31.931243-19:39:32.289146 tcp=10.42.0.61:55085->54.243.152.77:443 S..... packets=17(1041B)

(718-755) 19:39:31.973520-19:39:32.333580 tcp=54.243.152.77:443->10.42.0.61:55085 S..... packets=13(4177B)

(756-756) 19:39:32.381444-19:39:32.381444 udp=10.42.0.
61:62977->10.42.0.1:53  packets=1(42B)

(760-760) 19:39:32.412733-19:39:32.412733 udp=10.42.0.
1:53->10.42.0.61:62977  packets=1(427B)

(761-1384) 19:39:32.415100-19:40:07.116019 tcp=10.42.0.61:55086->17.173.66.102:443 S..... packets=34(10745B)

(653-840) 19:39:30.930823-19:39:35.905690 tcp=147.32.192.34:993->10.42.0.61:55082 S..... packets=21(3948B)

(842-1321) 19:39:36.112205-19:40:01.790828 tcp=10.42.0.61:55087->212.79.111.228:993 S..... packets=45(2027B)

(859-1281) 19:39:36.463636-19:39:50.275834 tcp=10.42.0.61:55088->54.165.255.237:443 S..... packets=14(8526B)

(860-1192) 19:39:36.465591-19:39:42.835978 udp=10.42.0.61:61613->54.165.255.237:7985  packets=79(26988B)

(861-861) 19:39:36.466314-19:39:36.466314 udp=10.42.0.61:61613->54.165.255.237:7987  packets=1(34B)

(870-870) 19:39:36.507792-19:39:36.507792 udp=54.165.255.237:7987->10.42.0.61:61613  packets=1(20B)

(2282-3845) 19:39:36.67663
1-19:41:48.675386 udp=192.
168.77.254:123->192.168.77
.255:123  packets=3(144B)

(1001-1839) 19:39:39.169156-19:41:34.584588 udp=10.42.0.61:5353->224.0.0.251:5353  packets=3(147B)

(1002-1840) 19:39:39.170537-19:41:34.586097 udp=fe80:00:00:00:1c00:3d10:11f0:f631:5353->ff02:00:00:00:00:00:00:f
b:5353  packets=5(245B)

(2286-4279) 19:39:40.187669-19:42:40.184946 udp=192.168.77.254:5678->255.255.255.255:5678  packets=4(504B)

(2287-4280) 19:39:40.18806
4-19:42:40.185364 udp=fe80
:00:00:00:d6ca:6dff:fe4a:a
901:5678->ff02:00:00:00:00
:00:00:01:5678  packets=4(
504B)

(1126-1935) 19:39:41.922129-19:41:49.930437 udp=10.42.0.1:5353->224.0.0.251:5353  packets=2(350B)

(869-1232) 19:39:36.506864-19:39:42.939480 udp=54.165.255.237:7985->10.42.0.61:61613  packets=199(40460B)

(1234-1943) 19:39:42.977721-19:41:50.979017 udp=fe80:00:00:00:6267:20ff:fe74:94a4:53
53->ff02:00:00:00:00:00:00:fb:5353  packets=2(350B)

(2294-2524) 19:39:45.202214-19:39:50.553145 tcp=192.168.77.58:54718->54.165.255.237:443 S..... packets=4(0B)

(2295-2754) 19:39:45.205299-19:39:57.210327 udp=192.168.77.58:35304->54.165.255.237:7985  packets=285(45547B)

(2296-2329) 19:39:45.205806-19:39:46.250864 udp=192.168.77.58:35304->54.165.255.237:7987  packets=3(102B)

(2305-2349) 19:39:45.313052-19:39:46.357843 udp=54.165.255.237:7987->192.168.77.58:35304  packets=3(60B)

(867-1279) 19:39:36.504691-19:39:50.258787 tcp=54.165.255.237:443->10.42.0.61:55088 S..... packets=23(3034B)

(2511-2576) 19:39:50.443569-19:39:51.443473 udp=192.168.77.58:35304->173.246.4.139:55821  packets=2(32B)

(2512-2577) 19:39:50.443571-19:39:51.443475 udp=192.168.77.58:35304->173.246.4.139:55822  packets=2(32B)

(2513-2578) 19:39:50.444000-19:39:51.443890 udp=192.168.77.58:35304->173.246.4.139:55823  packets=2(32B)

(2514-2579) 19:39:50.444002-19:39:51.443892 udp=192.168.77.58:35304->173.246.4.139:55824  packets=2(32B)

(2302-2523) 19:39:45.310472-19:39:50.552404 tcp=54.165.255.237:443->192.168.77.58:54718 S..... packets=2(0B)

(1287-1329) 19:39:51.047859-19:40:02.061711 tcp=10.42.0.61:55089->212.79.111.228:993 S..... packets=8(0B)

(2515-2580) 19:39:50.44443
2-19:39:51.443893 udp=192.
168.77.58:35304->10.42.0.6

1:61613  packets=2(32B)

(2304-2753) 19:39:45.313050-19:39:57.077910 udp=54.165.255.237:7985->192.168.77.58:35304  packets=126(29054B)

(2766-3564) 19:39:58.001275-19:41:26.483489 udp=192.168.77.254:67->255.255.255.255:68  packets=2(600B)

(1350-1351) 19:40:05.071214-19:40:05.071245 udp=10.42.0.1:138->10.42.0.255:138  packets=2(435B)

(843-1360) 19:39:36.249731-19:40:06.598632 tcp=212.79.111.228:993->10.42.0.61:55087 S..... packets=46(24207B)

(1418-1451) 19:40:08.261597-19:40:09.261122 tcp=10.42.0.61:55090->17.167.135.24:443 S..... packets=2(0B)

(88-1421) 19:39:11.240073-19:40:08.597372 tcp=206.190.56.191:443->10.42.0.61:55066 S..... packets=36(16149B)

(118-1429) 19:39:11.689553-19:40:08.649506 tcp=206.190.56.191:443->10.42.0.61:55069 S..... packets=15(2299B)

(115-1430) 19:39:11.687151-19:40:08.650046 tcp=206.190.56.191:443->10.42.0.61:55067 S..... packets=15(2512B)

(120-1433) 19:39:11.691031-19:40:08.657944 tcp=206.190.56.191:443->10.42.0.61:55070 S..... packets=15(2672B)

(123-1437) 19:39:11.693211-19:40:08.712431 tcp=206.190.56.191:443->10.42.0.61:55071 S..... packets=15(2800B)

(116-1438) 19:39:11.688215-19:40:08.734269 tcp=206.190.56.191:443->10.42.0.61:55068 S..... packets=15(3051B)

(762-1439) 19:39:32.473629-19:40:08.766628 tcp=17.173.66.102:443->10.42.0.61:55086 S..... packets=33(6331B)

(1420-1452) 19:40:08.302617-19:40:09.309100 tcp=17.167.135.24:443->10.42.0.61:55090 S..... packets=2(0B)

(2787-3559) 19:40:15.473174-19:41:19.474934 udp=fe80:00:00:00:14e9:674d:e055:eb1e:546->ff02:00:00:00:00:00:01:02:547  packets=8(688B)

(2792-3125) 19:40:15.796765-19:40:23.926703 tcp=192.168.77.58:39250->54.217.200.51:443 S..... packets=4(0B)

(2793-3108) 19:40:15.797637-19:40:23.878155 udp=192.168.77.58:37329->54.217.200.51:7985  packets=110(38548B)

(2794-2813) 19:40:15.797638-19:40:16.579232 udp=192.168.77.58:37329->54.217.200.51:7987  packets=2(68B)

(578-1477) 19:39:29.880365-19:40:15.939342 tcp=17.167.135.76:443->10.42.0.61:55079 S..... packets=21(989B)

(2800-2814) 19:40:15.842587-19:40:16.624108 udp=54.217.200.51:7987->192.168.77.58:37329  packets=2(40B)

(2886-2886) 19:40:18.142685-19:40:18.142685 tcp=54.230.93.155:80->192.168.77.58:53838 ..F... packets=1(0B)

(2887-2887) 19:40:18.182737-19:40:18.182737 tcp=192.168.77.58:53838->54.230.93.155:80 ...... packets=1(0B)

(2923-2933) 19:40:19.058173-19:40:19.423620 tcp=192.168.77.58:32862->54.255.185.236:5222 .P.... packets=2(110B)

(2924-2927) 19:40:19.073237-19:40:19.102535 tcp=192.168.77.58:51712->173.194.65.188:5228 .P.... packets=2(31B)

(2925-2926) 19:40:19.093795-19:40:19.101803 tcp=173.194.65.188:5228->192.168.77.58:51712 ...... packets=2(29B)

(2929-2929) 19:40:19.385562-19:40:19.385562 tcp=173.194.65.95:443->192.168.77.58:43622 ..F... packets=1(0B)

(2931-2931) 19:40:19.422116-19:40:19.422116 tcp=192.168.77.58:43622->173.194.65.95:443 ...... packets=1(0B)

(2932-2932) 19:40:19.422785-19:40:19.422785 tcp=54.255.185.236:5222->192.168.77.58:32862 .P.... packets=1(35B)

(2971-2971) 19:40:20.815232-19:40:20.815232 tcp=173.194.65.95:443->192.168.77.58:43625 ..F... packets=1(0B)

(2983-2983) 19:40:20.851840-19:40:20.851840 tcp=192.168.77.58:43625->173.194.65.95:443 ...... packets=1(0B)

(1289-1482) 19:39:51.163944-19:40:22.573265 tcp=212.79.111.228:993->10.42.0.61:55089 S..... packets=13(0B)

(677-1483) 19:39:31.542660-19:40:22.591240 tcp=54.225.250.138:4244->10.42.0.61:55084 S..... packets=39(2605B)

(1-1485) 19:38:57.903675-19:40:22.719169 tcp=98.137.201.252:443->10.42.0.61:55060 ...... packets=30(25648B)

(590-1487) 19:39:30.072766-19:40:23.232123 tcp=107.22.231.216:443->10.42.0.61:55080 S..... packets=21(5968B)

(2802-3121) 19:40:15.842588-19:40:23.917563 udp=54.217.200.51:7985->192.168.77.58:37329  packets=183(44346B)

(2801-3124) 19:40:15.842588-19:40:23.925738 tcp=54.217.200.51:443->192.168.77.58:39250 S..... packets=2(0B)

(3131-3131) 19:40:25.461695-19:40:25.461695 tcp=173.194.35.65:443->192.168.77.58:54440 ..F... packets=1(0B)

(3132-3132) 19:40:25.571947-19:40:25.571947 tcp=192.168.77.58:54440->173.194.35.65:443 ...... packets=1(0B)

(3138-3468) 19:40:28.027653-19:40:36.142720 tcp=192.168.77.58:48392->54.217.200.20:443 S..... packets=4(0B)

(3139-3438) 19:40:28.028543-19:40:36.086357 udp=192.168.77.58:60738->54.217.200.20:7985  packets=110(38548B)

(3140-3172) 19:40:28.028545-19:40:29.084689 udp=192.168.77.58:60738->54.217.200.20:7987  packets=3(102B)

(3147-3194) 19:40:28.073597-19:40:29.129196 udp=54.217.200.20:7987->192.168.77.58:60738  packets=3(60B)

(3149-3466) 19:40:28.074067-19:40:36.131936 udp=54.217.200.20:7985->192.168.77.58:60738  packets=183(44346B)

(3148-3467) 19:40:28.073599-19:40:36.141765 tcp=54.217.200.20:443->192.168.77.58:48392 S..... packets=2(0B)

(3480-3480) 19:40:41.176845-19:40:41.176845 udp=192.16
8.77.58:63652->8.8.8.8:53  packets=1(37B)

(3481-3481) 19:40:41.208701-19:40:41.208701 udp=8.8.8.
8:53->192.168.77.58:63652  packets=1(87B)

(3482-3514) 19:40:41.210732-19:40:41.743670 tcp=192.168.77.58:43735->173.194.65.95:443 S..... packets=15(594B)

(3483-3513) 19:40:41.231235-19:40:41.742156 tcp=173.194.65.95:443->192.168.77.58:43735 S..... packets=16(15712B)

(1525-1525) 19:41:20.823288-19:41:20.823288 udp=0.0.0.0:68->255.255.255.255:67  packets=1(300B)

(1528-1528) 19:41:20.872863-19:41:20.872863 udp=10.42.
0.1:67->10.42.0.61:68  packets=1(300B)

(1545-1545) 19:41:23.160360-19:41:23.160360 udp=10.42.
0.61:62688->10.42.0.1:53  packets=1(32B)

(1546-1546) 19:41:23.160554-19:41:23.160554 udp=10.42.
0.1:53->10.42.0.61:62688  packets=1(119B)

(1547-1547) 19:41:23.160948-19:41:23.160948 udp=10.42.
0.61:65074->10.42.0.1:53  packets=1(35B)

(1548-1548) 19:41:23.161092-19:41:23.161092 udp=10.42.
0.1:53->10.42.0.61:65074  packets=1(86B)

(1549-1549) 19:41:23.163103-19:41:23.163103 udp=10.42.
0.61:60782->10.42.0.1:53  packets=1(34B)

(1550-1550) 19:41:23.163224-19:41:23.163224 udp=10.42.
0.1:53->10.42.0.61:60782  packets=1(114B)

(1551-1551) 19:41:23.164013-19:41:23.164013 udp=10.42.
0.61:49412->10.42.0.1:53  packets=1(27B)

(1552-1552) 19:41:23.164135-19:41:23.164135 udp=10.42.
0.1:53->10.42.0.61:49412  packets=1(75B)

(1553-1553) 19:41:23.165407-19:41:23.165407 udp=10.42.
0.61:60029->10.42.0.1:53  packets=1(31B)

(1554-1554) 19:41:23.166527-19:41:23.166527 udp=10.42.
0.61:53151->10.42.0.1:53  packets=1(49B)

(1555-1555) 19:41:23.167905-19:41:23.167905 udp=10.42.
0.61:64396->10.42.0.1:53  packets=1(42B)

(1556-1556) 19:41:23.169104-19:41:23.169104 udp=10.42.
0.61:59747->10.42.0.1:53  packets=1(50B)

(1557-1557) 19:41:23.172073-19:41:23.172073 udp=10.42.
0.61:56687->10.42.0.1:53  packets=1(48B)

(1558-1558) 19:41:23.173738-19:41:23.173738 udp=10.42.
0.61:60206->10.42.0.1:53  packets=1(66B)

(1559-1559) 19:41:23.173872-19:41:23.173872 udp=10.42.
0.1:53->10.42.0.61:60206  packets=1(66B)

(1560-1560) 19:41:23.184259-19:41:23.184259 udp=10.42.
0.1:53->10.42.0.61:60029  packets=1(329B)

(1561-1561) 19:41:23.187963-19:41:23.187963 udp=10.42.
0.1:53->10.42.0.61:53151  packets=1(360B)

(1562-1562) 19:41:23.189594-19:41:23.189594 udp=10.42.
0.1:53->10.42.0.61:64396  packets=1(238B)

(1563-1563) 19:41:23.201410-19:41:23.201410 udp=10.42.
0.61:56832->10.42.0.1:53  packets=1(23B)

(1564-1564) 19:41:23.208310-19:41:23.208310 udp=10.42.
0.1:53->10.42.0.61:59747  packets=1(260B)

(1565-1565) 19:41:23.211584-19:41:23.211584 udp=10.42.
0.1:53->10.42.0.61:56687  packets=1(439B)

(1566-1566) 19:41:23.219675-19:41:23.219675 udp=10.42.
0.1:53->10.42.0.61:56832  packets=1(98B)

(1569-1569) 19:41:23.251614-19:41:23.251614 udp=10.42.
0.61:57003->10.42.0.1:53  packets=1(38B)

(1570-1570) 19:41:23.259130-19:41:23.259130 udp=10.42.
0.61:49889->10.42.0.1:53  packets=1(39B)

(1571-1571) 19:41:23.264343-19:41:23.264343 udp=10.42.
0.1:53->10.42.0.61:57003  packets=1(366B)

(1572-1586) 19:41:23.270624-19:41:23.351064 tcp=10.42.0.61:55111->173.223.72.93:80 S..... packets=6(65B)

(1573-1573) 19:41:23.272509-19:41:23.272509 udp=10.42.
0.1:53->10.42.0.61:49889  packets=1(501B)

(1574-1633) 19:41:23.274335-19:41:23.760332 tcp=10.42.0.61:55112->17.173.255.101:443 S..... packets=6(51B)

(1575-1585) 19:41:23.287628-19:41:23.349088 tcp=173.223.72.93:80->10.42.0.61:55111 S..... packets=4(238B)

(1587-1587) 19:41:23.354412-19:41:23.354412 udp=10.42.
0.61:49440->10.42.0.1:53  packets=1(42B)

(1592-1592) 19:41:23.378791-19:41:23.378791 udp=10.42.
0.1:53->10.42.0.61:49440  packets=1(511B)

(1593-1738) 19:41:23.384887-19:41:24.552778 tcp=10.42.0.61:55113->17.110.227.9:5223 S..... packets=14(3325B)

(1594-1615) 19:41:23.457865-19:41:23.562881 tcp=10.42.0.61:55114->17.110.227.13:5223 S..... packets=2(0B)

(1595-1898) 19:41:23.458048-19:41:43.749233 tcp=10.42.0.61:55115->54.225.250.138:4244 S..... packets=33(1725B)

(1598-1620) 19:41:23.497728-19:41:23.599561 tcp=10.42.0.61:55116->17.110.227.21:5223 S..... packets=2(0B)

(1608-1710) 19:41:23.542587-19:41:24.145250 tcp=10.42.0.61:55117->173.252.102.16:443 S..... packets=17(1436B)

(1609-1721) 19:41:23.545628-19:41:24.271756 tcp=10.42.0.61:55118->173.252.102.16:443 S..... packets=16(1452B)

(1613-1613) 19:41:23.561525-19:41:23.561525 tcp=17.110.227.13:5223->10.42.0.61:55114 S..... packets=1(0B)

(1618-1618) 19:41:23.598609-19:41:23.598609 tcp=17.110.227.21:5223->10.42.0.61:55116 S..... packets=1(0B)

(1578-1656) 19:41:23.311962-19:41:23.818288 tcp=17.173.255.101:443->10.42.0.61:55112 S..... packets=4(7B)

(1666-1667) 19:41:23.876978-19:41:23.877560 tcp=173.252.102.16:443->10.42.0.61:55057 .P.... packets=2(53B)

(1669-1670) 19:41:23.886968-19:41:23.887272 tcp=173.252.102.16:443->10.42.0.61:55056 ..F... packets=2(53B)

(1677-1678) 19:41:23.958146-19:41:23.958760 tcp=10.42.0.61:55057->173.252.102.16:443 ...R.. packets=2(0B)

(1680-1681) 19:41:23.959449-19:41:23.959829 tcp=10.42.0.61:55056->173.252.102.16:443 ...R.. packets=2(0B)

(1690-1690) 19:41:24.110195-19:41:24.110195 udp=10.42.
0.61:53370->10.42.0.1:53  packets=1(40B)

(1691-1691) 19:41:24.110358-19:41:24.110358 udp=10.42.
0.1:53->10.42.0.61:53370  packets=1(56B)

(1616-1708) 19:41:23.595522-19:41:24.143640 tcp=173.252.102.16:443->10.42.0.61:55117 S..... packets=16(426B)

(1619-1718) 19:41:23.598643-19:41:24.152416 tcp=173.252.102.16:443->10.42.0.61:55118 S..... packets=15(426B)

(1600-1734) 19:41:23.510523-19:41:24.520167 tcp=17.110.227.9:5223->10.42.0.61:55113 S..... packets=10(2652B)

(1735-1736) 19:41:24.529846-19:41:24.530297 tcp=17.172.233.90:5223->10.42.0.61:55053 ..F... packets=2(37B)

(1739-1740) 19:41:24.553584-19:41:24.553767 tcp=10.42.0.61:55053->17.172.233.90:5223 ...R.. packets=2(0B)

(1250-1742) 19:39:45.869625-19:41:24.738667 udp=147.32.211.81:5060->10.42.0.61:61957  packets=19(10852B)

(1744-2016) 19:41:25.021986-19:42:02.587638 tcp=10.42.0.61:55119->17.167.135.8:443 S..... packets=20(8689B)

(3566-3594) 19:41:29.189670-19:41:35.803497 udp=192.16
8.77.105:137->192.168.77.255:137  packets=6(300B)

(3567-3570) 19:41:29.190010-19:41:29.600150 udp=fe80:00:00:00:14e9:674d:e055:eb1e:52316->ff02:00:00:00:00:00:01:03:5355  packets=2(48B)

(3568-3571) 19:41:29.190013-19:41:29.600154 udp=192.168.77.105:52316->224.0.0.252:5355  packets=2(48B)

(1780-1784) 19:41:32.117452-19:41:32.159799 tcp=10.42.0.61:55120->54.225.250.138:4244 S..... packets=2(0B)

(1785-1785) 19:41:32.873465-19:41:32.873465 udp=10.42.
0.61:63533->10.42.0.1:53  packets=1(42B)

(1786-1786) 19:41:32.873661-19:41:32.873661 udp=10.42.
0.1:53->10.42.0.61:63533  packets=1(107B)

(1787-2031) 19:41:32.875743-19:42:10.239105 tcp=10.42.0.61:55121->17.173.66.102:443 S..... packets=41(34644B)

(3588-3590) 19:41:34.302001-19:41:34.712876 udp=fe80:00:00:00:14e9:674d:e055:eb1e:62457->ff02:00:00:00:00:00:01:03:5355  packets=2(48B)

(3589-3591) 19:41:34.302005-19:41:34.713255 udp=192.168.77.105:62457->224.0.0.252:5355  packets=2(48B)

(1865-1930) 19:41:40.156436-19:41:49.142626 tcp=10.42.0.61:55122->54.225.250.138:443 S..... packets=17(606B)

(3604-3858) 19:41:42.044861-19:41:49.042061 tcp=192.168.77.58:37030->54.165.255.246:443 S..... packets=4(0B)

(3605-3851) 19:41:42.048236-19:41:48.925438 udp=192.168.77.58:37973->54.165.255.246:7985  packets=85(28880B)

(3606-3606) 19:41:42.048767-19:41:42.048767 udp=192.168.77.58:37973->54.165.255.246:7987  packets=1(34B)

(3619-3619) 19:41:42.159223-19:41:42.159223 udp=54.165.255.246:7987->192.168.77.58:37973  packets=1(20B)

(1596-1897) 19:41:23.490092-19:41:43.747246 tcp=54.225.250.138:4244->10.42.0.61:55115 S..... packets=29(1990B)

(1907-1946) 19:41:44.474702-19:41:51.571623 tcp=10.42.0.61:55123->213.241.87.37:80 S..... packets=7(0B)

(3614-3847) 19:41:42.155145-19:41:48.807742 udp=54.165.255.246:7985->192.168.77.58:37973  packets=141(33884B)

(3612-3857) 19:41:42.152649-19:41:49.041304 tcp=54.165.255.246:443->192.168.77.58:37030 S..... packets=2(0B)

(1940-2025) 19:41:50.525162-19:42:07.943411 udp=10.42.
0.61:52185->10.42.0.1:53  packets=6(258B)

(1944-2028) 19:41:51.123383-19:42:08.591994 udp=10.42.
0.61:63304->10.42.0.1:53  packets=6(204B)

(1866-1967) 19:41:40.188593-19:41:53.683745 tcp=54.225.250.138:443->10.42.0.61:55122 S..... packets=20(1471B)

(3877-4197) 19:41:54.516954-19:42:02.653310 tcp=192.168.77.58:52154->54.217.200.15:443 S..... packets=4(0B)

(3878-4180) 19:41:54.518939-19:42:02.606226 udp=192.168.77.58:36929->54.217.200.15:7985  packets=110(38548B)

(3879-3915) 19:41:54.518941-19:41:55.559780 udp=192.168.77.58:36929->54.217.200.15:7987  packets=3(102B)

(1782-1972) 19:41:32.149490-19:41:54.914806 tcp=54.225.250.138:4244->10.42.0.61:55120 S..... packets=7(0B)

(3887-3934) 19:41:54.564041-19:41:55.604391 udp=54.217.200.15:7987->192.168.77.58:36929  packets=3(60B)

(1908-1981) 19:41:44.590652-19:41:55.852058 tcp=213.241.87.37:80->10.42.0.61:55123 S..... packets=10(0B)

(1982-2001) 19:41:55.961843-19:41:59.967734 tcp=10.42.0.61:55124->54.225.250.138:4244 S..... packets=5(0B)

(1941-1995) 19:41:50.561124-19:41:58.913105 udp=10.42.
0.1:53->10.42.0.61:52185  packets=5(865B)

(1945-2000) 19:41:51.136551-19:41:59.492340 udp=10.42.
0.1:53->10.42.0.61:63304  packets=5(798B)

(2003-2027) 19:42:00.068501-19:42:08.402993 udp=10.42.
0.61:56752->10.42.0.1:53  packets=5(175B)

(1745-2009) 19:41:25.064948-19:42:00.308895 tcp=17.167.135.8:443->10.42.0.61:55119 S..... packets=24(4201B)

(1788-2010) 19:41:32.916486-19:42:00.313201 tcp=17.173.66.102:443->10.42.0.61:55121 S..... packets=42(10049B)

(1983-2011) 19:41:56.016757-19:42:00.541731 tcp=54.225.250.138:4244->10.42.0.61:55124 S..... packets=6(0B)

(2004-2013) 19:42:00.104678-19:42:01.164789 udp=10.42.
0.1:53->10.42.0.61:56752  packets=2(509B)

(3889-4193) 19:41:54.564376-19:42:02.651127 udp=54.217.200.15:7985->192.168.77.58:36929  packets=184(44420B)

(3886-4196) 19:41:54.563525-19:42:02.652555 tcp=54.217.200.15:443->192.168.77.58:52154 S..... packets=2(0B)

(4208-4211) 19:42:11.656073-19:42:11.659082 tcp=192.168.77.58:43608->173.194.65.95:443 ...... packets=4(4599B)

(4212-4212) 19:42:11.659088-19:42:11.659088 udp=192.16
8.77.58:6896->8.8.8.8:53  packets=1(36B)

(4213-4213) 19:42:11.675507-19:42:11.675507 tcp=173.194.65.95:443->192.168.77.58:43608 ...R.. packets=1(0B)

(4214-4214) 19:42:11.688279-19:42:11.688279 udp=8.8.8.
8:53->192.168.77.58:6896  packets=1(86B)

(4215-4231) 19:42:11.728667-19:42:11.981239 tcp=192.168.77.58:43738->173.194.65.95:443 S..... packets=10(4840B)

(4216-4230) 19:42:11.749608-19:42:11.942868 tcp=173.194.65.95:443->192.168.77.58:43738 S..... packets=7(922B)

(2096-4255) 19:39:02.844975-19:42:17.893664 tcp=54.235.78.156:4244->192.168.77.58:47619 S..... packets=60(3551B)

138882 PCAP
blocks

1788 transport
sessions

2 clients

22 viber.com
servers

150 peers of 2
clients

5660 possible
concurrent
sessions

How to analyze?
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Network Inference Network Inference Example - Viber

Concurrent Communication Detection [MBKK15]

Selection of IP nodes

viber.com servers → viber clients → other Viber servers

classified based on entropy based characteristics of TCP/IP
distributions

s(a, b) =

∑
∀i,j:ta[i]−tb[j]<R R/(ta[i]− tb[j])∑

∀i,j:ta[i]−tb[j]<R 1

In our experiments: R = 50ms, s(a, b) > 0.001
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Network Inference Network Inference Example - Viber

UDP packet sequence concurrency as a complex
network [MBKK15]

captures with two clients

”communities” of
concurrent sessions

some clusters related to
only one client

interesting clusters consist
of nodes of both clients
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Network Inference Network Inference Example - Viber

UDP packet sequence concurrency network
component [MBKK15]

restricted on one of
the components

two Viber clients

192.168.73.13

192.168.150.2
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Network Inference Network Inference Example - Viber

UDP packet sequence concurrency - packet timing [MBKK15]

100000 102000 104000 106000 108000 110000 112000

time [order]

192.168.150.2:49978-
-54.171.62.27:7985

192.168.73.13:53984-
-54.171.62.27:7985

192.168.73.13:53984-
-54.171.62.27:7987

192.168.150.2:49978-
-213.29.246.243:53984

192.168.150.2:49978-
-213.29.246.243:53985

192.168.150.2:49978-
-213.29.246.243:53986

192.168.150.2:49978-
-213.29.246.243:53987

192.168.150.2:49978-
-192.168.73.13:53984

192.168.73.13:53984-
-2.139.174.200:49978

192.168.73.13:53984-
-2.139.174.200:49979

192.168.73.13:53984-
-2.139.174.200:49980

192.168.73.13:53984-
-2.139.174.200:49981

pa
ck

et
ac

tiv
ity

signals

calls

keep-alive
packets

direct client
to client
packets
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Network Inference Network Inference Example - Viber

Message Sending [MBKK15]

192.168.20.65

Cli

54.217.200.116

WWWs

54.217.200.120

WWWs

54.228.191.53

(6610-6691) tcp:48513->443 S..... packets=4(0B)

(6611-6686) udp:58163->7985  packets=30(2188B)

(6612-6621) udp:58163->7987  packets=2(68B)

(6617-6623) udp:7987->58163  packets=2(40B)

(6616-6681) udp:7985->58163  packets=28(1518B)

(6614-6690) tcp:443->48513 S..... packets=2(0B)

(8963-9076) tcp:56808->443 S..... packets=4(0B)

(8964-9072) udp:48409->7985  packets=37(2748B)

(8965-8965) udp:48409->7987  packets=1(34B)

(8968-8968) udp:7987->48409  packets=1(20B)

(8969-9068) udp:7985->48409  packets=36(2268B)

(8967-9075) tcp:443->56808 S..... packets=2(0B)
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Network Inference Network Inference Example - Viber

Voice Call [MBKK15]

192.168.150.2

Cli

2.139.174.200

Vib

54.171.62.27

Vib

213.29.246.243

Vib

192.168.73.13

Cli

19:26:33.071(100561) udp:49978->7985 pN:224 pS:58848, 
pR:100561-110981

19:26:33.120(100576) udp:7985->49978 pN:345 pS:69473, 
pR:100576-110959

19:26:33.127(100579) udp:7987->49978 pN:1 pS:20

19:26:33.141(100586) udp:53984->7985 pN:237 pS:60385, 
pR:100586-111013

19:26:33.141(100588) udp:53984->7987 pN:1 pS:34

19:26:33.198(100597) udp:7985->53984 pN:336 pS:68442, 
pR:100597-111010

19:26:45.954(101503) udp:49978->53984 pN:2195 pS:204804, pR:101503-110951

19:26:45.956(101504,101506,101507) udp:49978->53985,53986,53987 3x pN:1 pS:16

19:26:45.963(101508) udp:49978->53984 pN:1 pS:16

19:26:46.221(101530) udp:53984->49978 pN:2378 pS:234742, pR:101530-111007

19:26:46.237(101533,101534,101535) udp:53984->49979,49980,49981 3x pN:1 pS:16

19:26:46.238(101536) udp:53984->49978 pN:1 pS:16

19:26:46.252(101539) udp:53984->49978 pN:2378 pS:234742, pR:101539-111009

19:26:46.292(101546) udp:49978->53984 pN:2193 pS:204667, pR:101546-110963

19:26:46.963(101641,101642,101643) udp:49978->53985,53986,53987 pN:1 pS:16

19:26:46.969(101644) udp:49978->53984 pN:1 pS:16

19:27:33.135(110951) udp:49978->53984 pN:2195 pS:204804, pR:101503-110951

19:27:33.157(110959) udp:7985->49978 pN:345 pS:69473, 
pR:100576-110959

19:27:33.174(110963) udp:49978->53984 pN:2193 pS:204667, pR:101546-110963

19:27:33.245(110981) udp:49978->7985 pN:224 pS:58848, 
pR:100561-110981

19:27:34.451(111007) udp:53984->49978 pN:2378 pS:234742, pR:101530-111007

19:27:34.480(111009) udp:53984->49978 pN:2378 pS:234742, pR:101539-111009

19:27:34.507(111010) udp:7985->53984 pN:336 pS:68442, 
pR:100597-111010

19:27:35.067(111013) udp:53984->7985 pN:237 pS:60385, 
pR:100586-111013

Running Call
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Network Inference Network Inference Example - Viber

Security/Privacy Assessment - Contact Picture Transfer

192.168.20.65

Clie

147.32.192.250

DNS
107.22.216.202
share.viber.com

WWW
205.251.242.153
s3.amazonaws.com

WWW

(3346) DNS share.viber.com

(3347) 107.22.216.202

(3351) POST /download_photo.php at share.viber.com
for 6a7c76b5c86521e4c1bf4bd0f752a21f2389d341709fc8d5b1
d648fba9910b41
[Dalvik/1.6.0 (Linux; U; Android 4.2.2; LENOVO P770, g
zip, 41612->80]

(3353) 302:Moved Temporarily to http://s3.amazonaws.co
m/staticphotos/6a7c76b5c86521e4c1bf4bd0f752a21f2389d34
1709fc8d5b1d648fba9910b41.jpg [text/html, 0(0), nginx,

 41612<-80]

(3360) GET /staticphotos/6a7c76b5c86521e4c1bf4bd0f752a21f2389d341709fc8d5b1d648fba99
10b41.jpg at s3.amazonaws.com
[Dalvik/1.6.0 (Linux; U; Android 4.2.2; LENOVO P770, gzip, 41792->80]

(3362-3379) 200:OK [image/jpeg, 12721(0), AmazonS3, 41792<-80]

Radek Mǎŕık (radek.marik@fel.cvut.cz) Network Inference & Link Prediction October 17, 2023 23 / 36



Link Prediction Introduction
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Link Prediction Introduction

Link Prediction Motivation [LK03]

Networks are highly dynamic objects

they grow and change . . . e.g. by adding new edges

Network evolution models

To what extent can the evolution of a network be modeled using
features intrinsic to the network itself?
A number of proximity measures lead to predictions that outperform a
random prediction by factors 40 to 50.
The network topology might contain latent information from which one
can infer future edges (interactions).

Recovery of a hidden/latent informal network by observing the official
observable network part.
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Link Prediction Introduction

Link Prediction Definition [LK03, ?]

Link Prediction
A network is changing over time.
Given a snapshot of a network at time t,
predict edges added in the interval (t, t′)

Link Completion (missing links identification).

Given a network,
infer links that are consistent with the structure, but missing.
Find unobserved edges

Link Reliability
Estimate the reliability of given links in the graph.

What can be predicted?

Link existence,

Link weight,

Link type,

Link cardinality.
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Link Prediction Introduction

Link Prediction [LK03, ?]

Given a graph G(V,E)

The number of missing edges: |V |(|V | − 1)/2− |E|
Probability of a correct random guess O( 1

|v|2 )

in sparse graphs (|E| ≪ |V |2)
Each edge e ∈ E represents an interaction between its endpoints at a
particular time t(e).

Multiple interactions are represented by parallel edges with different
time-stamps.

G[t, t′] is the subgraph of G restricted to edges with time-stamps
between t and t′, t < t′.

Link prediction phases

1 Learning: training interval [t0, t
′
0] . . .G[t0, t

′
0]

2 Prediction: testing interval [t1, t
′
1] . . .G[t1, t

′
1]
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Link Prediction Introduction

Link Prediction [LK03, ?]
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The number of missing edges: |V |(|V | − 1)/2− |E|
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Link Prediction Introduction

Scoring Algorithm [LK03, ?]

Proximity/Similarity score c(v1, v2) . . . it is assumed that the higher
the score the higher the probability that the vertexes v1 and v2
interact and they are linked by the edge.

Link prediction by proximity scoring

1 Compute proximity/similarity score c(v1, v2) for each pair of nodes.

2 Sort all pairs by the decreasing score.
3 Select top pairs as new links

n pairs
pairs above a treshold.
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Scoring Functions - Neighborhood Based [LK03, ?]

Local neighborhoods of vi and vj
Number of common neighbors:

based on the idea that links are formed between nodes who share many
common neighbors

cCN (vi, vj) = |N (vi) ∩N (vj)|
Jaccard’s coefficient:

a measure of the likelihood that a neighbor of vi is a neighbor of vj
and vice versa.

cJA(vi, vj) =
|N (vi) ∩N (vj)|
|N (vi) ∪N (vj)|

Adamic/Adar:
The larger weight is assigned to common neighbors v of vi and vj
which themselves have few neighbors log |N (v)|,
i.e. vi and vj are “related” because of the rarer neighbor v.

cAA(vi, vj) =
∑

v∈N (vi)∩N (vj)

1

log |N (v)|
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Scoring Functions - Neighborhood Based [LK03]

Preferential attachment:

A new node is attached to a network node u that has a higher
probability of fitness expressed as the size of its neighborhood |N (u)|.

c(vi, vj) = |N (vi)||N (vj)|
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Scoring Functions - Path Based [?]

Paths and ensembles of paths between vi and vj

Shortest path:
−min

s
{pathsij > 0}

Katz score:

∞∑
ℓ=1

βℓ|paths(ℓ)(vi, vj)| =
∞∑
ℓ=1

(βA)ℓij = (I − βA)−1 − I

Personalized (rooted) PageRank:

PR = α(D−1A)TPR+ (1− α)
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Scoring Functions - Path Based [?]

Local neighborhoods of vi and vj

Number of common neighbors

|N (vi) ∩N (vj)|

Jaccard’s coefficient
|N (vi) ∩N (vj)|
N (vi) ∪N (vj)

Adamic/Adar: ∑
v∈N (vi)∩N (vj)

1

log |N (v)
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Summary

Network inference problem

Network inference case study

Link prediction problem

Link prediction scoring functions
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Competencies

Define precision, recall, accuracy, and F1-measure used in
classification evaluation.

How ROC curves are used in classication problems?

Define the network inference problem and its subproblems.

How is it possible to detect packet sequence concurrency?

Define the link prediction problem is its subproblems.

Define typical scoring functions used in the link prediction problem.
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