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Node Influence Node Roles

Node Roles and Community Structure [STE07]

predicting the political leaning of
a person, either conservative (C)
or liberal (L)

influence maximization can be
thought of as finding the best k
people to target in order to
maximize the number of people
that will eventually be influenced

link-based classification is the task
of categorizing nodes using the
node features and its link
information
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Node Influence Node Roles

Community Metric - Prerequisities [STE07]

Assumption: a community is defined by a clique (maximal complete
subgraph) in a network.

rawComm is to be an approximate measure of the number of
communities to which a node is attached.

incomplete edge . . . an edge that connects two nodes in different
communities

impure edge . . . a non-link that appears within community.

p . . . the probability that two linked nodes are in the same community

p =
Complete node pairs

Total linked node pairs

q . . . the probability that two non-linked nodes are in different
communities.

q =
Pure node pairs

Total non-linked node pairs
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Node Influence Node Roles

Community Metric [STE07]

rawComm metric

rawComm =
∑

v∈N(u)

τu(v)

where
N(u) . . . the neighborhood of u,
that is all of the nodes that are directly linked to u

τu(vi) =
1

1 +
∑

vj∈N(u) I(vi, vj) · p+ Ī(vi, vj) · (1− q)

I(x, y) . . . an indicator function that is 1 if there is a link between x
and y and 0 otherwise. Ī is 1 if there is not a link and 0 otherwise.
The denominator in the definition of τ is the expected number of other
nodes in u’s neighborhood are in a community with vi.

The 1 represents the node vi itself.
I(vi, vj) · p+ Ī(vi, vj) · (1− q) . . . the probability of vi and vj being in
the same community.
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Node Influence Node Roles

Community-based Node Roles [STE07]

a authority how much knowledge,
information, etc. held by a node on
a topic.

a hub how well a node ’knows’
where to find information on a
given topic.

an ambassador has links to many
nodes from different communities

a big fish has links only to other
nodes in the same community

a bridge because they serve as
bridges between a small number of
communities

the loners . . . those with a low
relative degree and low community
score.Radek Mǎŕık (radek.marik@fel.cvut.cz) Network structure identification October 17, 2023 7 / 49



Node Influence Node Roles

Community-based Node Roles - Karate Club
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Node Influence Node Roles

Community-based Node Roles - Karate Club
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Node Influence Hubs and Authorities
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Node Influence Hubs and Authorities

Hubs and Authorities I [Kle98, Kle99, New10]

Proposed by Kleinberg in 1998 [Kle98]

In some networks it is appropriate also to accord a vertex high
centrality if it points to others with high centrality

papers and their reviews
it makes sense only in directed networks (direction)

Authorities are nodes that contain useful information on a topic of
interest.

Hubs are nodes that tell us where the best authorities are to be found.

The centrality algorithm is called hyperlink-induced topic search or
HITS

Each vertex i has an authority centrality xi and a hub centrality yi
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Node Influence Hubs and Authorities

Hubs and Authorities II [Kle98, Kle99, New10]

The authority centrality of a vertex is defined to be proportional to
the sum of the hub centralities of the vertices that point to it:

xi = α
∑
j

Aijyj

where α is a constant.
The hub centrality of a vertex is proportional to the sum of the
authority centralities of the vertices it points to:

yi = β
∑
j

Ajixj

where β is a constant.
In matrix terms

x = αAy y = βAx

Combining both and setting γ = (αβ)−1

AATx = γx ATAy = γy
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Node Influence Hubs and Authorities

Hubs and Authorities III [Kle98, Kle99, New10]

AATx = γx ATAy = γy

the authority and hub centralities are respectively given by
eigenvectors of AAT and ATA with the same eigenvalue γ.

The same eigenvalue γ?

AATx = γx . . . |AT× (1)

ATA(ATx) = γ(ATx) (2)

(3)

The relation between both centralities

y = ATx

AAT is the cocitation matrix.
ATA is the bibliographic coupling matrix.
HITS does not struggle with zero centralities outside strong
components.
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Network Clustering Multidimensional Clustering
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Network Clustering Multidimensional Clustering

Data Clustering [XW05, EK10]

Data are classified or grouped into a set of categories or clusters.
supervised . . . with a teacher

a finite set of class/category labels/tags is provided
unsupervised . . . without a teacher

based on similarities of objects

A cluster is a collection of objects that are similar to each other using
some attribute.
A cluster of objects can be treated as a group.
Let P = {p1, . . . , pN} be a set of N data points representing N
objects.
The goal of clustering (CZ shlukováńı) is to divide P into K groups
C1, . . . , CK so that data belonging to a group are more similar to
each other than data from different groups.
Each Ci is called a cluster (CZ shluk).
Each object pj is described by a vector
xj = (xj1, xj2, . . . , xjd)

T ∈ Rd and each measure xji is called to be a
feature (attribute, dimension, or variable) (CZ p̌ŕıznak).
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Network Clustering Multidimensional Clustering

Input Data [Agg17]

Record data

Univariate
Multivariate

Attributes

Binary/Boolean
Categorical
Continuous
Hybrid

Relations
Sequential

Temporal

Spatial
Spatio-temporal
Long range correlations
Graph

Data Quality

Data Fusion
Data Cleansing
Consistency maintenance

Processing

Online/Offline processing
Distributed processing
Analysis × Production

Feature/Property
searching/selection
Selected features detection

Data Volume

Dense/Sparse
Low/High dimensions
Low/Large volumes
Big data
Internet of Things
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Network Clustering Multidimensional Clustering

Simple Example - Multidimensional Space [CBK09]

N1 and N2 are regions of
“normal” behavior

Points o1 and o2 are anomalies

Points in region O3 are
anomalies
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N2
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o2

Normal behavior

Normal distribution . . .N(µ, σ).
Further, it will be referred as Gaussian distribution

Normal behavior/pattern . . . it is expected, not anomalous.
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Network Clustering Multidimensional Clustering

Anomalies? Outliers?

Anomaly

Clouds of points (multi-dimensional)

Complex Network
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Network Clustering Multidimensional Clustering

Anomalies? Outliers?

Anomaly
Clouds of points (multi-dimensional)
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Radek Mǎŕık (radek.marik@fel.cvut.cz) Network structure identification October 17, 2023 18 / 49



Network Clustering Multidimensional Clustering

Exemplar (Viber) Environment [MBKK15]
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Network Clustering Multidimensional Clustering

Example Capture Characteristics - Message
Sequences [MBKK15]

10.42.0.61

Cli

192.168.77.58

Cli

10.42.0.1

DNS

8.8.8.8

DNS
173.223.72.93

static.ess.apple.com

WWW

195.27.242.131

WWW

213.241.87.37

WWW

54.230.93.155

WWW
77.67.48.145

content.cdn.viber.com

WWW

78.46.237.87

WWW
107.22.231.216

settings.crashlytics.co
m

???
17.167.135.24

p11-ckdatabase.icloud.c
om

???
17.167.135.76

p11-keyvalueservice.icl
oud.com

???
17.167.135.8

p11-keyvalueservice.icl
oud.com

???
17.173.255.101

service.ess.apple.com

???
17.173.66.102

p55-buy.itunes.apple.co
m

???

173.194.35.65

???
173.194.65.95

maps.googleapis.com
www.googleapis.com

???
173.252.102.16

mqtt.facebook.com

???
206.190.56.190
sp.yimg.com

???
206.190.56.191
sp.yimg.com

???

54.165.255.237

???

54.165.255.246

???

54.217.200.15

???

54.217.200.20

???

54.217.200.51

???

54.217.201.98

???

54.225.250.138

???
54.243.152.77

secure.viber.com

???
98.137.201.252

search.yahoo.com

???

98.139.199.205

???

0.0.0.0

???

10.42.0.255

???
147.32.192.34

imap.feld.cvut.cz

???
147.32.211.81

k332-voip.feld.cvut.cz

???
17.110.227.13

8-courier.push.apple.co
m

???
17.110.227.21

8-courier.push.apple.co
m

???
17.110.227.9

8-courier.push.apple.co
m

???

17.172.233.90

???

173.194.65.188

???

173.246.4.139

???

192.168.1.1

???

192.168.77.105

???

192.168.77.254

???

192.168.77.255

???

192.168.77.7

???
212.79.111.228
mail.prohost.cz

???

224.0.0.251

???

224.0.0.252

???

239.255.255.250

???

255.255.255.255

???
50.17.183.232
aloha.viber.com

???

54.225.248.83

???

54.235.78.156

???

54.255.185.236

???
54.83.202.65

aloha.viber.com

???
64.233.171.108
imap.gmail.com

???
64.233.171.109
imap.gmail.com

???
fe80:00:00:00:14e9:674d

:e055:eb1e

???
fe80:00:00:00:1c00:3d10

:11f0:f631

???
fe80:00:00:00:6267:20ff

:fe74:94a4

???
fe80:00:00:00:d6ca:6dff

:fe4a:a901

???
ff02:00:00:00:00:00:00:

01

???
ff02:00:00:00:00:00:00:

fb

???
ff02:00:00:00:00:00:01:

02

???
ff02:00:00:00:00:00:01:

03

???

(2047-2077) 19:38:51.296955-19:38:57.404200 tcp=192.168.77.58:53593->54.225.248.83:4244 .P.... packets=6(148B)

(2053-4274) 19:38:52.198468-19:42:32.233156 udp=192.168.1.1:1900->239.255.255.250:1900  packets=120(41412B)

(2055-4234) 19:38:52.200602-19:42:12.227367 udp=192.168.77.7:1900->239.255.255.250:1900  packets=6(6144B)

(2069-2075) 19:38:57.294079-19:38:57.320537 tcp=192.168.77.58:57124->195.27.242.131:80 ..F... packets=2(0B)

(2071-2073) 19:38:57.294412-19:38:57.316889 tcp=192.168.77.58:43616->173.194.65.95:443 ..F... packets=2(0B)

(2072-2072) 19:38:57.315983-19:38:57.315983 tcp=173.194.65.95:443->192.168.77.58:43616 ..F... packets=1(0B)

(2074-2074) 19:38:57.319707-19:38:57.319707 tcp=195.27.242.131:80->192.168.77.58:57124 ..F... packets=1(0B)

(2048-2076) 19:38:51.406404-19:38:57.403310 tcp=54.225.248.83:4244->192.168.77.58:53593 .P.... packets=3(152B)

(0-1449) 19:38:57.842672-19:40:09.189266 tcp=10.42.0.61:55060->98.137.201.252:443 .P.... packets=22(3316B)

(19-617) 19:38:59.020644-19:39:30.183453 tcp=10.42.0.61:55061->206.190.56.191:443 .P.... packets=8(2735B)

(46-613) 19:38:59.137713-19:39:30.180809 tcp=10.42.0.61:55064->206.190.56.190:443 S..... packets=10(961B)

(47-616) 19:38:59.138289-19:39:30.183144 tcp=10.42.0.61:55065->206.190.56.190:443 S..... packets=10(945B)

(74-627) 19:38:59.315364-19:39:30.203486 tcp=10.42.0.61:55062->98.139.199.205:443 .P.... packets=5(1109B)

(82-84) 19:39:00.741747-19:39:00.796072 tcp=10.42.0.61:55063->17.167.135.76:443 ..F... packets=2(0B)

(83-83) 19:39:00.794652-19:39:00.794652 tcp=17.167.135.76:443->10.42.0.61:55063 ..F... packets=1(0B)

(2080-2080) 19:39:00.81814
9-19:39:00.818149 udp=192.
168.77.7:137->192.168.77.2

55:137  packets=1(50B)

(2083-2083) 19:39:02.408286-19:39:02.408286 udp=192.16
8.77.58:38292->8.8.8.8:53  packets=1(33B)

(2084-2084) 19:39:02.429289-19:39:02.429289 udp=8.8.8.
8:53->192.168.77.58:38292  packets=1(212B)

(2085-2099) 19:39:02.431279-19:39:02.850488 tcp=192.168.77.58:46262->54.83.202.65:5242 S..... packets=6(24B)

(2089-2089) 19:39:02.717291-19:39:02.717291 udp=192.16
8.77.105:138->192.168.77.255:138  packets=1(207B)

(2094-4256) 19:39:02.737375-19:42:17.894444 tcp=192.168.77.58:47619->54.235.78.156:4244 S..... packets=68(5912B)

(2086-2100) 19:39:02.535596-19:39:02.956461 tcp=54.83.202.65:5242->192.168.77.58:46262 S..... packets=5(154B)

(2116-2116) 19:39:03.264846-19:39:03.264846 udp=192.16
8.77.58:2697->8.8.8.8:53  packets=1(39B)

(2119-2119) 19:39:03.302279-19:39:03.302279 udp=8.8.8.
8:53->192.168.77.58:2697  packets=1(150B)

(2120-2126) 19:39:03.303812-19:39:03.323530 tcp=192.168.77.58:57749->77.67.48.145:80 S..... packets=4(192B)

(2121-2125) 19:39:03.312037-19:39:03.323528 tcp=77.67.48.145:80->192.168.77.58:57749 S..... packets=3(1259B)

(2135-2247) 19:39:10.763083-19:39:12.935945 tcp=192.168.77.58:44179->54.217.201.98:443 S..... packets=4(0B)

(2136-2228) 19:39:10.764439-19:39:12.887654 udp=192.168.77.58:57883->54.217.201.98:7985  packets=32(10504B)

(2137-2137) 19:39:10.766334-19:39:10.766334 udp=192.168.77.58:57883->54.217.201.98:7987  packets=1(34B)

(2146-2146) 19:39:10.810838-19:39:10.810838 udp=54.217.201.98:7987->192.168.77.58:57883  packets=1(20B)

(85-85) 19:39:11.181904-19:39:11.181904 udp=10.42.0.61
:54350->10.42.0.1:53  packets=1(29B)

(86-86) 19:39:11.196300-19:39:11.196300 udp=10.42.0.1:
53->10.42.0.61:54350  packets=1(249B)

(87-1453) 19:39:11.202466-19:40:09.390569 tcp=10.42.0.61:55066->206.190.56.191:443 S..... packets=36(2954B)

(110-1424) 19:39:11.641271-19:40:08.606789 tcp=10.42.0.61:55067->206.190.56.191:443 S..... packets=14(802B)

(111-1435) 19:39:11.641519-19:40:08.684883 tcp=10.42.0.61:55068->206.190.56.191:443 S..... packets=14(802B)

(112-1423) 19:39:11.643128-19:40:08.606539 tcp=10.42.0.61:55069->206.190.56.191:443 S..... packets=13(802B)

(113-1425) 19:39:11.644560-19:40:08.606967 tcp=10.42.0.61:55070->206.190.56.191:443 S..... packets=14(802B)

(114-1427) 19:39:11.646344-19:40:08.627997 tcp=10.42.0.61:55071->206.190.56.191:443 S..... packets=14(802B)

(2145-2244) 19:39:10.810072-19:39:12.932472 udp=54.217.201.98:7985->192.168.77.58:57883  packets=52(12428B)

(2143-2246) 19:39:10.808528-19:39:12.934382 tcp=54.217.201.98:443->192.168.77.58:44179 S..... packets=2(0B)

(236-1971) 19:39:15.625110-19:41:54.584722 udp=10.42.0.61:61957->147.32.211.81:5060  packets=9(4913B)

(2255-2255) 19:39:17.298721-19:39:17.298721 tcp=78.46.237.87:80->192.168.77.58:45737 ..F... packets=1(0B)

(2256-2256) 19:39:17.373667-19:39:17.373667 tcp=192.168.77.58:45737->78.46.237.87:80 ...... packets=1(0B)

(2258-2258) 19:39:17.513341-19:39:17.513341 tcp=78.46.237.87:80->192.168.77.58:45735 ..F... packets=1(0B)

(2259-2259) 19:39:17.553998-19:39:17.553998 tcp=192.168.77.58:45735->78.46.237.87:80 ...... packets=1(0B)

(237-2039) 19:39:22.566900-19:42:22.849394 udp=10.42.0.1:17500->10.42.0.255:17500  packets=7(1568B)

(238-238) 19:39:24.481540-19:39:24.481540 udp=10.42.0.
61:61061->10.42.0.1:53  packets=1(32B)

(239-239) 19:39:24.481739-19:39:24.481739 udp=10.42.0.
61:60916->10.42.0.1:53  packets=1(33B)

(240-240) 19:39:24.481932-19:39:24.481932 udp=10.42.0.
61:64373->10.42.0.1:53  packets=1(35B)

(241-241) 19:39:24.501141-19:39:24.501141 udp=10.42.0.
1:53->10.42.0.61:61061  packets=1(234B)

(242-290) 19:39:24.504912-19:39:24.916470 tcp=10.42.0.61:55072->64.233.171.108:993 S..... packets=11(287B)

(243-243) 19:39:24.508370-19:39:24.508370 udp=10.42.0.
1:53->10.42.0.61:60916  packets=1(242B)

(244-244) 19:39:24.509526-19:39:24.509526 udp=10.42.0.
1:53->10.42.0.61:64373  packets=1(136B)

(245-352) 19:39:24.515951-19:39:25.561325 tcp=10.42.0.61:55073->147.32.192.34:993 S..... packets=15(366B)

(246-527) 19:39:24.517922-19:39:27.979171 tcp=10.42.0.61:55074->212.79.111.228:993 S..... packets=43(3129B)

(287-322) 19:39:24.869456-19:39:25.260323 tcp=10.42.0.61:55075->64.233.171.109:993 S..... packets=11(287B)

(247-288) 19:39:24.557874-19:39:24.914927 tcp=64.233.171.108:993->10.42.0.61:55072 S..... packets=10(3659B)

(319-570) 19:39:25.215570-19:39:29.286130 tcp=10.42.0.61:55076->64.233.171.109:993 S..... packets=34(1385B)

(289-320) 19:39:24.915329-19:39:25.258813 tcp=64.233.171.109:993->10.42.0.61:55075 S..... packets=11(3657B)

(345-553) 19:39:25.452116-19:39:28.510871 tcp=10.42.0.61:55077->147.32.192.34:993 S..... packets=34(2032B)

(256-350) 19:39:24.639984-19:39:25.560099 tcp=147.32.192.34:993->10.42.0.61:55073 S..... packets=11(5347B)

(424-576) 19:39:26.878789-19:39:29.614708 tcp=10.42.0.61:55078->64.233.171.109:993 S..... packets=32(1347B)

(258-526) 19:39:24.648365-19:39:27.977250 tcp=212.79.111.228:993->10.42.0.61:55074 S..... packets=34(26103B)

(354-552) 19:39:25.583479-19:39:28.507381 tcp=147.32.192.34:993->10.42.0.61:55077 S..... packets=19(3239B)

(321-569) 19:39:25.259326-19:39:29.282756 tcp=64.233.171.109:993->10.42.0.61:55076 S..... packets=36(2079B)

(438-575) 19:39:26.940045-19:39:29.613228 tcp=64.233.171.109:993->10.42.0.61:55078 S..... packets=30(1794B)

(577-1415) 19:39:29.822996-19:40:08.081939 tcp=10.42.0.61:55079->17.167.135.76:443 S..... packets=20(3368B)

(585-585) 19:39:30.022752-19:39:30.022752 udp=10.42.0.
61:64516->10.42.0.1:53  packets=1(42B)

(586-586) 19:39:30.035938-19:39:30.035938 udp=10.42.0.
1:53->10.42.0.61:64516  packets=1(441B)

(587-1443) 19:39:30.044690-19:40:08.937671 tcp=10.42.0.61:55080->107.22.231.216:443 S..... packets=19(1550B)

(593-652) 19:39:30.084627-19:39:30.860643 tcp=10.42.0.61:55081->147.32.192.34:993 S..... packets=9(259B)

(49-612) 19:38:59.188978-19:39:30.179507 tcp=206.190.56.190:443->10.42.0.61:55064 S..... packets=6(566B)

(50-614) 19:38:59.189011-19:39:30.180811 tcp=206.190.56.190:443->10.42.0.61:55065 S..... packets=6(566B)

(35-615) 19:38:59.070101-19:39:30.181878 tcp=206.190.56.191:443->10.42.0.61:55061 .P.... packets=4(1071B)

(75-623) 19:38:59.400944-19:39:30.200452 tcp=98.139.199.205:443->10.42.0.61:55062 .P.... packets=3(650B)

(2267-2267) 19:39:30.37034
4-19:39:30.370344 udp=192.
168.77.254:138->192.168.77
.255:138  packets=1(212B)

(650-841) 19:39:30.800150-19:39:35.931719 tcp=10.42.0.61:55082->147.32.192.34:993 S..... packets=36(1562B)

(628-651) 19:39:30.214406-19:39:30.857972 tcp=147.32.192.34:993->10.42.0.61:55081 S..... packets=7(294B)

(662-662) 19:39:31.345954-19:39:31.345954 udp=10.42.0.
61:60429->10.42.0.1:53  packets=1(33B)

(663-663) 19:39:31.377230-19:39:31.377230 udp=10.42.0.
1:53->10.42.0.61:60429  packets=1(413B)

(664-680) 19:39:31.384528-19:39:31.589879 tcp=10.42.0.61:55083->50.17.183.232:5242 S..... packets=6(24B)

(676-1444) 19:39:31.470121-19:40:08.957701 tcp=10.42.0.61:55084->54.225.250.138:4244 S..... packets=37(4809B)

(665-687) 19:39:31.412492-19:39:31.674879 tcp=50.17.183.232:5242->10.42.0.61:55083 S..... packets=5(154B)

(712-712) 19:39:31.862823-19:39:31.862823 udp=10.42.0.
61:49723->10.42.0.1:53  packets=1(34B)

(713-713) 19:39:31.910054-19:39:31.910054 udp=10.42.0.
1:53->10.42.0.61:49723  packets=1(322B)

(714-754) 19:39:31.931243-19:39:32.289146 tcp=10.42.0.61:55085->54.243.152.77:443 S..... packets=17(1041B)

(718-755) 19:39:31.973520-19:39:32.333580 tcp=54.243.152.77:443->10.42.0.61:55085 S..... packets=13(4177B)

(756-756) 19:39:32.381444-19:39:32.381444 udp=10.42.0.
61:62977->10.42.0.1:53  packets=1(42B)

(760-760) 19:39:32.412733-19:39:32.412733 udp=10.42.0.
1:53->10.42.0.61:62977  packets=1(427B)

(761-1384) 19:39:32.415100-19:40:07.116019 tcp=10.42.0.61:55086->17.173.66.102:443 S..... packets=34(10745B)

(653-840) 19:39:30.930823-19:39:35.905690 tcp=147.32.192.34:993->10.42.0.61:55082 S..... packets=21(3948B)

(842-1321) 19:39:36.112205-19:40:01.790828 tcp=10.42.0.61:55087->212.79.111.228:993 S..... packets=45(2027B)

(859-1281) 19:39:36.463636-19:39:50.275834 tcp=10.42.0.61:55088->54.165.255.237:443 S..... packets=14(8526B)

(860-1192) 19:39:36.465591-19:39:42.835978 udp=10.42.0.61:61613->54.165.255.237:7985  packets=79(26988B)

(861-861) 19:39:36.466314-19:39:36.466314 udp=10.42.0.61:61613->54.165.255.237:7987  packets=1(34B)

(870-870) 19:39:36.507792-19:39:36.507792 udp=54.165.255.237:7987->10.42.0.61:61613  packets=1(20B)

(2282-3845) 19:39:36.67663
1-19:41:48.675386 udp=192.
168.77.254:123->192.168.77
.255:123  packets=3(144B)

(1001-1839) 19:39:39.169156-19:41:34.584588 udp=10.42.0.61:5353->224.0.0.251:5353  packets=3(147B)

(1002-1840) 19:39:39.170537-19:41:34.586097 udp=fe80:00:00:00:1c00:3d10:11f0:f631:5353->ff02:00:00:00:00:00:00:f
b:5353  packets=5(245B)

(2286-4279) 19:39:40.187669-19:42:40.184946 udp=192.168.77.254:5678->255.255.255.255:5678  packets=4(504B)

(2287-4280) 19:39:40.18806
4-19:42:40.185364 udp=fe80
:00:00:00:d6ca:6dff:fe4a:a
901:5678->ff02:00:00:00:00
:00:00:01:5678  packets=4(
504B)

(1126-1935) 19:39:41.922129-19:41:49.930437 udp=10.42.0.1:5353->224.0.0.251:5353  packets=2(350B)

(869-1232) 19:39:36.506864-19:39:42.939480 udp=54.165.255.237:7985->10.42.0.61:61613  packets=199(40460B)

(1234-1943) 19:39:42.977721-19:41:50.979017 udp=fe80:00:00:00:6267:20ff:fe74:94a4:53
53->ff02:00:00:00:00:00:00:fb:5353  packets=2(350B)

(2294-2524) 19:39:45.202214-19:39:50.553145 tcp=192.168.77.58:54718->54.165.255.237:443 S..... packets=4(0B)

(2295-2754) 19:39:45.205299-19:39:57.210327 udp=192.168.77.58:35304->54.165.255.237:7985  packets=285(45547B)

(2296-2329) 19:39:45.205806-19:39:46.250864 udp=192.168.77.58:35304->54.165.255.237:7987  packets=3(102B)

(2305-2349) 19:39:45.313052-19:39:46.357843 udp=54.165.255.237:7987->192.168.77.58:35304  packets=3(60B)

(867-1279) 19:39:36.504691-19:39:50.258787 tcp=54.165.255.237:443->10.42.0.61:55088 S..... packets=23(3034B)

(2511-2576) 19:39:50.443569-19:39:51.443473 udp=192.168.77.58:35304->173.246.4.139:55821  packets=2(32B)

(2512-2577) 19:39:50.443571-19:39:51.443475 udp=192.168.77.58:35304->173.246.4.139:55822  packets=2(32B)

(2513-2578) 19:39:50.444000-19:39:51.443890 udp=192.168.77.58:35304->173.246.4.139:55823  packets=2(32B)

(2514-2579) 19:39:50.444002-19:39:51.443892 udp=192.168.77.58:35304->173.246.4.139:55824  packets=2(32B)

(2302-2523) 19:39:45.310472-19:39:50.552404 tcp=54.165.255.237:443->192.168.77.58:54718 S..... packets=2(0B)

(1287-1329) 19:39:51.047859-19:40:02.061711 tcp=10.42.0.61:55089->212.79.111.228:993 S..... packets=8(0B)

(2515-2580) 19:39:50.44443
2-19:39:51.443893 udp=192.
168.77.58:35304->10.42.0.6

1:61613  packets=2(32B)

(2304-2753) 19:39:45.313050-19:39:57.077910 udp=54.165.255.237:7985->192.168.77.58:35304  packets=126(29054B)

(2766-3564) 19:39:58.001275-19:41:26.483489 udp=192.168.77.254:67->255.255.255.255:68  packets=2(600B)

(1350-1351) 19:40:05.071214-19:40:05.071245 udp=10.42.0.1:138->10.42.0.255:138  packets=2(435B)

(843-1360) 19:39:36.249731-19:40:06.598632 tcp=212.79.111.228:993->10.42.0.61:55087 S..... packets=46(24207B)

(1418-1451) 19:40:08.261597-19:40:09.261122 tcp=10.42.0.61:55090->17.167.135.24:443 S..... packets=2(0B)

(88-1421) 19:39:11.240073-19:40:08.597372 tcp=206.190.56.191:443->10.42.0.61:55066 S..... packets=36(16149B)

(118-1429) 19:39:11.689553-19:40:08.649506 tcp=206.190.56.191:443->10.42.0.61:55069 S..... packets=15(2299B)

(115-1430) 19:39:11.687151-19:40:08.650046 tcp=206.190.56.191:443->10.42.0.61:55067 S..... packets=15(2512B)

(120-1433) 19:39:11.691031-19:40:08.657944 tcp=206.190.56.191:443->10.42.0.61:55070 S..... packets=15(2672B)

(123-1437) 19:39:11.693211-19:40:08.712431 tcp=206.190.56.191:443->10.42.0.61:55071 S..... packets=15(2800B)

(116-1438) 19:39:11.688215-19:40:08.734269 tcp=206.190.56.191:443->10.42.0.61:55068 S..... packets=15(3051B)

(762-1439) 19:39:32.473629-19:40:08.766628 tcp=17.173.66.102:443->10.42.0.61:55086 S..... packets=33(6331B)

(1420-1452) 19:40:08.302617-19:40:09.309100 tcp=17.167.135.24:443->10.42.0.61:55090 S..... packets=2(0B)

(2787-3559) 19:40:15.473174-19:41:19.474934 udp=fe80:00:00:00:14e9:674d:e055:eb1e:546->ff02:00:00:00:00:00:01:02:547  packets=8(688B)

(2792-3125) 19:40:15.796765-19:40:23.926703 tcp=192.168.77.58:39250->54.217.200.51:443 S..... packets=4(0B)

(2793-3108) 19:40:15.797637-19:40:23.878155 udp=192.168.77.58:37329->54.217.200.51:7985  packets=110(38548B)

(2794-2813) 19:40:15.797638-19:40:16.579232 udp=192.168.77.58:37329->54.217.200.51:7987  packets=2(68B)

(578-1477) 19:39:29.880365-19:40:15.939342 tcp=17.167.135.76:443->10.42.0.61:55079 S..... packets=21(989B)

(2800-2814) 19:40:15.842587-19:40:16.624108 udp=54.217.200.51:7987->192.168.77.58:37329  packets=2(40B)

(2886-2886) 19:40:18.142685-19:40:18.142685 tcp=54.230.93.155:80->192.168.77.58:53838 ..F... packets=1(0B)

(2887-2887) 19:40:18.182737-19:40:18.182737 tcp=192.168.77.58:53838->54.230.93.155:80 ...... packets=1(0B)

(2923-2933) 19:40:19.058173-19:40:19.423620 tcp=192.168.77.58:32862->54.255.185.236:5222 .P.... packets=2(110B)

(2924-2927) 19:40:19.073237-19:40:19.102535 tcp=192.168.77.58:51712->173.194.65.188:5228 .P.... packets=2(31B)

(2925-2926) 19:40:19.093795-19:40:19.101803 tcp=173.194.65.188:5228->192.168.77.58:51712 ...... packets=2(29B)

(2929-2929) 19:40:19.385562-19:40:19.385562 tcp=173.194.65.95:443->192.168.77.58:43622 ..F... packets=1(0B)

(2931-2931) 19:40:19.422116-19:40:19.422116 tcp=192.168.77.58:43622->173.194.65.95:443 ...... packets=1(0B)

(2932-2932) 19:40:19.422785-19:40:19.422785 tcp=54.255.185.236:5222->192.168.77.58:32862 .P.... packets=1(35B)

(2971-2971) 19:40:20.815232-19:40:20.815232 tcp=173.194.65.95:443->192.168.77.58:43625 ..F... packets=1(0B)

(2983-2983) 19:40:20.851840-19:40:20.851840 tcp=192.168.77.58:43625->173.194.65.95:443 ...... packets=1(0B)

(1289-1482) 19:39:51.163944-19:40:22.573265 tcp=212.79.111.228:993->10.42.0.61:55089 S..... packets=13(0B)

(677-1483) 19:39:31.542660-19:40:22.591240 tcp=54.225.250.138:4244->10.42.0.61:55084 S..... packets=39(2605B)

(1-1485) 19:38:57.903675-19:40:22.719169 tcp=98.137.201.252:443->10.42.0.61:55060 ...... packets=30(25648B)

(590-1487) 19:39:30.072766-19:40:23.232123 tcp=107.22.231.216:443->10.42.0.61:55080 S..... packets=21(5968B)

(2802-3121) 19:40:15.842588-19:40:23.917563 udp=54.217.200.51:7985->192.168.77.58:37329  packets=183(44346B)

(2801-3124) 19:40:15.842588-19:40:23.925738 tcp=54.217.200.51:443->192.168.77.58:39250 S..... packets=2(0B)

(3131-3131) 19:40:25.461695-19:40:25.461695 tcp=173.194.35.65:443->192.168.77.58:54440 ..F... packets=1(0B)

(3132-3132) 19:40:25.571947-19:40:25.571947 tcp=192.168.77.58:54440->173.194.35.65:443 ...... packets=1(0B)

(3138-3468) 19:40:28.027653-19:40:36.142720 tcp=192.168.77.58:48392->54.217.200.20:443 S..... packets=4(0B)

(3139-3438) 19:40:28.028543-19:40:36.086357 udp=192.168.77.58:60738->54.217.200.20:7985  packets=110(38548B)

(3140-3172) 19:40:28.028545-19:40:29.084689 udp=192.168.77.58:60738->54.217.200.20:7987  packets=3(102B)

(3147-3194) 19:40:28.073597-19:40:29.129196 udp=54.217.200.20:7987->192.168.77.58:60738  packets=3(60B)

(3149-3466) 19:40:28.074067-19:40:36.131936 udp=54.217.200.20:7985->192.168.77.58:60738  packets=183(44346B)

(3148-3467) 19:40:28.073599-19:40:36.141765 tcp=54.217.200.20:443->192.168.77.58:48392 S..... packets=2(0B)

(3480-3480) 19:40:41.176845-19:40:41.176845 udp=192.16
8.77.58:63652->8.8.8.8:53  packets=1(37B)

(3481-3481) 19:40:41.208701-19:40:41.208701 udp=8.8.8.
8:53->192.168.77.58:63652  packets=1(87B)

(3482-3514) 19:40:41.210732-19:40:41.743670 tcp=192.168.77.58:43735->173.194.65.95:443 S..... packets=15(594B)

(3483-3513) 19:40:41.231235-19:40:41.742156 tcp=173.194.65.95:443->192.168.77.58:43735 S..... packets=16(15712B)

(1525-1525) 19:41:20.823288-19:41:20.823288 udp=0.0.0.0:68->255.255.255.255:67  packets=1(300B)

(1528-1528) 19:41:20.872863-19:41:20.872863 udp=10.42.
0.1:67->10.42.0.61:68  packets=1(300B)

(1545-1545) 19:41:23.160360-19:41:23.160360 udp=10.42.
0.61:62688->10.42.0.1:53  packets=1(32B)

(1546-1546) 19:41:23.160554-19:41:23.160554 udp=10.42.
0.1:53->10.42.0.61:62688  packets=1(119B)

(1547-1547) 19:41:23.160948-19:41:23.160948 udp=10.42.
0.61:65074->10.42.0.1:53  packets=1(35B)

(1548-1548) 19:41:23.161092-19:41:23.161092 udp=10.42.
0.1:53->10.42.0.61:65074  packets=1(86B)

(1549-1549) 19:41:23.163103-19:41:23.163103 udp=10.42.
0.61:60782->10.42.0.1:53  packets=1(34B)

(1550-1550) 19:41:23.163224-19:41:23.163224 udp=10.42.
0.1:53->10.42.0.61:60782  packets=1(114B)

(1551-1551) 19:41:23.164013-19:41:23.164013 udp=10.42.
0.61:49412->10.42.0.1:53  packets=1(27B)

(1552-1552) 19:41:23.164135-19:41:23.164135 udp=10.42.
0.1:53->10.42.0.61:49412  packets=1(75B)

(1553-1553) 19:41:23.165407-19:41:23.165407 udp=10.42.
0.61:60029->10.42.0.1:53  packets=1(31B)

(1554-1554) 19:41:23.166527-19:41:23.166527 udp=10.42.
0.61:53151->10.42.0.1:53  packets=1(49B)

(1555-1555) 19:41:23.167905-19:41:23.167905 udp=10.42.
0.61:64396->10.42.0.1:53  packets=1(42B)

(1556-1556) 19:41:23.169104-19:41:23.169104 udp=10.42.
0.61:59747->10.42.0.1:53  packets=1(50B)

(1557-1557) 19:41:23.172073-19:41:23.172073 udp=10.42.
0.61:56687->10.42.0.1:53  packets=1(48B)

(1558-1558) 19:41:23.173738-19:41:23.173738 udp=10.42.
0.61:60206->10.42.0.1:53  packets=1(66B)

(1559-1559) 19:41:23.173872-19:41:23.173872 udp=10.42.
0.1:53->10.42.0.61:60206  packets=1(66B)

(1560-1560) 19:41:23.184259-19:41:23.184259 udp=10.42.
0.1:53->10.42.0.61:60029  packets=1(329B)

(1561-1561) 19:41:23.187963-19:41:23.187963 udp=10.42.
0.1:53->10.42.0.61:53151  packets=1(360B)

(1562-1562) 19:41:23.189594-19:41:23.189594 udp=10.42.
0.1:53->10.42.0.61:64396  packets=1(238B)

(1563-1563) 19:41:23.201410-19:41:23.201410 udp=10.42.
0.61:56832->10.42.0.1:53  packets=1(23B)

(1564-1564) 19:41:23.208310-19:41:23.208310 udp=10.42.
0.1:53->10.42.0.61:59747  packets=1(260B)

(1565-1565) 19:41:23.211584-19:41:23.211584 udp=10.42.
0.1:53->10.42.0.61:56687  packets=1(439B)

(1566-1566) 19:41:23.219675-19:41:23.219675 udp=10.42.
0.1:53->10.42.0.61:56832  packets=1(98B)

(1569-1569) 19:41:23.251614-19:41:23.251614 udp=10.42.
0.61:57003->10.42.0.1:53  packets=1(38B)

(1570-1570) 19:41:23.259130-19:41:23.259130 udp=10.42.
0.61:49889->10.42.0.1:53  packets=1(39B)

(1571-1571) 19:41:23.264343-19:41:23.264343 udp=10.42.
0.1:53->10.42.0.61:57003  packets=1(366B)

(1572-1586) 19:41:23.270624-19:41:23.351064 tcp=10.42.0.61:55111->173.223.72.93:80 S..... packets=6(65B)

(1573-1573) 19:41:23.272509-19:41:23.272509 udp=10.42.
0.1:53->10.42.0.61:49889  packets=1(501B)

(1574-1633) 19:41:23.274335-19:41:23.760332 tcp=10.42.0.61:55112->17.173.255.101:443 S..... packets=6(51B)

(1575-1585) 19:41:23.287628-19:41:23.349088 tcp=173.223.72.93:80->10.42.0.61:55111 S..... packets=4(238B)

(1587-1587) 19:41:23.354412-19:41:23.354412 udp=10.42.
0.61:49440->10.42.0.1:53  packets=1(42B)

(1592-1592) 19:41:23.378791-19:41:23.378791 udp=10.42.
0.1:53->10.42.0.61:49440  packets=1(511B)

(1593-1738) 19:41:23.384887-19:41:24.552778 tcp=10.42.0.61:55113->17.110.227.9:5223 S..... packets=14(3325B)

(1594-1615) 19:41:23.457865-19:41:23.562881 tcp=10.42.0.61:55114->17.110.227.13:5223 S..... packets=2(0B)

(1595-1898) 19:41:23.458048-19:41:43.749233 tcp=10.42.0.61:55115->54.225.250.138:4244 S..... packets=33(1725B)

(1598-1620) 19:41:23.497728-19:41:23.599561 tcp=10.42.0.61:55116->17.110.227.21:5223 S..... packets=2(0B)

(1608-1710) 19:41:23.542587-19:41:24.145250 tcp=10.42.0.61:55117->173.252.102.16:443 S..... packets=17(1436B)

(1609-1721) 19:41:23.545628-19:41:24.271756 tcp=10.42.0.61:55118->173.252.102.16:443 S..... packets=16(1452B)

(1613-1613) 19:41:23.561525-19:41:23.561525 tcp=17.110.227.13:5223->10.42.0.61:55114 S..... packets=1(0B)

(1618-1618) 19:41:23.598609-19:41:23.598609 tcp=17.110.227.21:5223->10.42.0.61:55116 S..... packets=1(0B)

(1578-1656) 19:41:23.311962-19:41:23.818288 tcp=17.173.255.101:443->10.42.0.61:55112 S..... packets=4(7B)

(1666-1667) 19:41:23.876978-19:41:23.877560 tcp=173.252.102.16:443->10.42.0.61:55057 .P.... packets=2(53B)

(1669-1670) 19:41:23.886968-19:41:23.887272 tcp=173.252.102.16:443->10.42.0.61:55056 ..F... packets=2(53B)

(1677-1678) 19:41:23.958146-19:41:23.958760 tcp=10.42.0.61:55057->173.252.102.16:443 ...R.. packets=2(0B)

(1680-1681) 19:41:23.959449-19:41:23.959829 tcp=10.42.0.61:55056->173.252.102.16:443 ...R.. packets=2(0B)

(1690-1690) 19:41:24.110195-19:41:24.110195 udp=10.42.
0.61:53370->10.42.0.1:53  packets=1(40B)

(1691-1691) 19:41:24.110358-19:41:24.110358 udp=10.42.
0.1:53->10.42.0.61:53370  packets=1(56B)

(1616-1708) 19:41:23.595522-19:41:24.143640 tcp=173.252.102.16:443->10.42.0.61:55117 S..... packets=16(426B)

(1619-1718) 19:41:23.598643-19:41:24.152416 tcp=173.252.102.16:443->10.42.0.61:55118 S..... packets=15(426B)

(1600-1734) 19:41:23.510523-19:41:24.520167 tcp=17.110.227.9:5223->10.42.0.61:55113 S..... packets=10(2652B)

(1735-1736) 19:41:24.529846-19:41:24.530297 tcp=17.172.233.90:5223->10.42.0.61:55053 ..F... packets=2(37B)

(1739-1740) 19:41:24.553584-19:41:24.553767 tcp=10.42.0.61:55053->17.172.233.90:5223 ...R.. packets=2(0B)

(1250-1742) 19:39:45.869625-19:41:24.738667 udp=147.32.211.81:5060->10.42.0.61:61957  packets=19(10852B)

(1744-2016) 19:41:25.021986-19:42:02.587638 tcp=10.42.0.61:55119->17.167.135.8:443 S..... packets=20(8689B)

(3566-3594) 19:41:29.189670-19:41:35.803497 udp=192.16
8.77.105:137->192.168.77.255:137  packets=6(300B)

(3567-3570) 19:41:29.190010-19:41:29.600150 udp=fe80:00:00:00:14e9:674d:e055:eb1e:52316->ff02:00:00:00:00:00:01:03:5355  packets=2(48B)

(3568-3571) 19:41:29.190013-19:41:29.600154 udp=192.168.77.105:52316->224.0.0.252:5355  packets=2(48B)

(1780-1784) 19:41:32.117452-19:41:32.159799 tcp=10.42.0.61:55120->54.225.250.138:4244 S..... packets=2(0B)

(1785-1785) 19:41:32.873465-19:41:32.873465 udp=10.42.
0.61:63533->10.42.0.1:53  packets=1(42B)

(1786-1786) 19:41:32.873661-19:41:32.873661 udp=10.42.
0.1:53->10.42.0.61:63533  packets=1(107B)

(1787-2031) 19:41:32.875743-19:42:10.239105 tcp=10.42.0.61:55121->17.173.66.102:443 S..... packets=41(34644B)

(3588-3590) 19:41:34.302001-19:41:34.712876 udp=fe80:00:00:00:14e9:674d:e055:eb1e:62457->ff02:00:00:00:00:00:01:03:5355  packets=2(48B)

(3589-3591) 19:41:34.302005-19:41:34.713255 udp=192.168.77.105:62457->224.0.0.252:5355  packets=2(48B)

(1865-1930) 19:41:40.156436-19:41:49.142626 tcp=10.42.0.61:55122->54.225.250.138:443 S..... packets=17(606B)

(3604-3858) 19:41:42.044861-19:41:49.042061 tcp=192.168.77.58:37030->54.165.255.246:443 S..... packets=4(0B)

(3605-3851) 19:41:42.048236-19:41:48.925438 udp=192.168.77.58:37973->54.165.255.246:7985  packets=85(28880B)

(3606-3606) 19:41:42.048767-19:41:42.048767 udp=192.168.77.58:37973->54.165.255.246:7987  packets=1(34B)

(3619-3619) 19:41:42.159223-19:41:42.159223 udp=54.165.255.246:7987->192.168.77.58:37973  packets=1(20B)

(1596-1897) 19:41:23.490092-19:41:43.747246 tcp=54.225.250.138:4244->10.42.0.61:55115 S..... packets=29(1990B)

(1907-1946) 19:41:44.474702-19:41:51.571623 tcp=10.42.0.61:55123->213.241.87.37:80 S..... packets=7(0B)

(3614-3847) 19:41:42.155145-19:41:48.807742 udp=54.165.255.246:7985->192.168.77.58:37973  packets=141(33884B)

(3612-3857) 19:41:42.152649-19:41:49.041304 tcp=54.165.255.246:443->192.168.77.58:37030 S..... packets=2(0B)

(1940-2025) 19:41:50.525162-19:42:07.943411 udp=10.42.
0.61:52185->10.42.0.1:53  packets=6(258B)

(1944-2028) 19:41:51.123383-19:42:08.591994 udp=10.42.
0.61:63304->10.42.0.1:53  packets=6(204B)

(1866-1967) 19:41:40.188593-19:41:53.683745 tcp=54.225.250.138:443->10.42.0.61:55122 S..... packets=20(1471B)

(3877-4197) 19:41:54.516954-19:42:02.653310 tcp=192.168.77.58:52154->54.217.200.15:443 S..... packets=4(0B)

(3878-4180) 19:41:54.518939-19:42:02.606226 udp=192.168.77.58:36929->54.217.200.15:7985  packets=110(38548B)

(3879-3915) 19:41:54.518941-19:41:55.559780 udp=192.168.77.58:36929->54.217.200.15:7987  packets=3(102B)

(1782-1972) 19:41:32.149490-19:41:54.914806 tcp=54.225.250.138:4244->10.42.0.61:55120 S..... packets=7(0B)

(3887-3934) 19:41:54.564041-19:41:55.604391 udp=54.217.200.15:7987->192.168.77.58:36929  packets=3(60B)

(1908-1981) 19:41:44.590652-19:41:55.852058 tcp=213.241.87.37:80->10.42.0.61:55123 S..... packets=10(0B)

(1982-2001) 19:41:55.961843-19:41:59.967734 tcp=10.42.0.61:55124->54.225.250.138:4244 S..... packets=5(0B)

(1941-1995) 19:41:50.561124-19:41:58.913105 udp=10.42.
0.1:53->10.42.0.61:52185  packets=5(865B)

(1945-2000) 19:41:51.136551-19:41:59.492340 udp=10.42.
0.1:53->10.42.0.61:63304  packets=5(798B)

(2003-2027) 19:42:00.068501-19:42:08.402993 udp=10.42.
0.61:56752->10.42.0.1:53  packets=5(175B)

(1745-2009) 19:41:25.064948-19:42:00.308895 tcp=17.167.135.8:443->10.42.0.61:55119 S..... packets=24(4201B)

(1788-2010) 19:41:32.916486-19:42:00.313201 tcp=17.173.66.102:443->10.42.0.61:55121 S..... packets=42(10049B)

(1983-2011) 19:41:56.016757-19:42:00.541731 tcp=54.225.250.138:4244->10.42.0.61:55124 S..... packets=6(0B)

(2004-2013) 19:42:00.104678-19:42:01.164789 udp=10.42.
0.1:53->10.42.0.61:56752  packets=2(509B)

(3889-4193) 19:41:54.564376-19:42:02.651127 udp=54.217.200.15:7985->192.168.77.58:36929  packets=184(44420B)

(3886-4196) 19:41:54.563525-19:42:02.652555 tcp=54.217.200.15:443->192.168.77.58:52154 S..... packets=2(0B)

(4208-4211) 19:42:11.656073-19:42:11.659082 tcp=192.168.77.58:43608->173.194.65.95:443 ...... packets=4(4599B)

(4212-4212) 19:42:11.659088-19:42:11.659088 udp=192.16
8.77.58:6896->8.8.8.8:53  packets=1(36B)

(4213-4213) 19:42:11.675507-19:42:11.675507 tcp=173.194.65.95:443->192.168.77.58:43608 ...R.. packets=1(0B)

(4214-4214) 19:42:11.688279-19:42:11.688279 udp=8.8.8.
8:53->192.168.77.58:6896  packets=1(86B)

(4215-4231) 19:42:11.728667-19:42:11.981239 tcp=192.168.77.58:43738->173.194.65.95:443 S..... packets=10(4840B)

(4216-4230) 19:42:11.749608-19:42:11.942868 tcp=173.194.65.95:443->192.168.77.58:43738 S..... packets=7(922B)

(2096-4255) 19:39:02.844975-19:42:17.893664 tcp=54.235.78.156:4244->192.168.77.58:47619 S..... packets=60(3551B)

138882 PCAP
blocks

1788 transport
sessions

2 clients

22 viber.com
servers

150 peers of 2
clients

5660 possible
concurrent
sessions

How to analyze?

Radek Mǎŕık (radek.marik@fel.cvut.cz) Network structure identification October 17, 2023 20 / 49



Network Clustering Multidimensional Clustering

Concurrent Communication Detection [MBKK15]

Selection of IP nodes

viber.com servers → viber clients → other Viber servers

Classified based on entropy based characteristics of TCP/IP
distributions

s(a, b) =

∑
∀i,j:ta[i]−tb[j]<RR/(ta[i]− tb[j])∑

∀i,j:ta[i]−tb[j]<R 1

In our experiments: R = 50ms, s(a, b) > 0.001
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Network Clustering Multidimensional Clustering

UDP Packet Sequence Concurrency as a Complex
Network [MBKK15]

Captures with two clients

Communities of
concurrent sessions

Some clusters related to
only one client

Interesting clusters consist
of nodes of both clients
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Network Clustering Multidimensional Clustering

Hierarchical or Partitional Clustering [XW05, EK10, eHS09]

Partitional clustering (CZ rozkladové shlukováńı)

the objects are divided into non-overlapping, unnested, clusters
Given a set of input patterns X = {x1, . . . ,xN}
It attempts to seek a K-partition of X, C = {C1, . . . , CK}, (K ≤ N)
so that

1 Ci ̸= ∅, i = 1, . . . ,K;
2

⋃K
i=1 Ci = X;

3 Ci ∩ Cj = ∅; i, j = 1, . . . ,K and i ̸= j.

Hierarchical clustering (CZ hierarchické shlukováńı)

the clusters are nested and can be displayed as a tree
It attempts to construct a tree-like nested structure partition of X,
H = {H1, . . . ,HQ}, (Q ≤ N) so that

Ci ∈ Hm, Cj ∈ Hℓ, and m > ℓ =⇒ Ci ⊂ Cj or Ci ∩ Cj = ∅ (4)

for all i, j ̸= i,m, l = 1, . . . , Q (5)

The tree-like partition can visualizes as a dendrogram
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Network Clustering Multidimensional Clustering

Input Data - The Old Kingdom of Egypt [MD15]

Continuous . . . tomb
dimensions

Categorical . . . titles

Binary, boolean . . . titles

Multivariate . . . people, titles, tombs

Temporal . . . dynasties, king reigns

Spatio-temporal . . . location of tombs in
time
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Network Clustering Multidimensional Clustering

Titles of Viziers [DMBC17]

01 HAty-a (n it.f)
02 smr waty (n it.f)
03 iry-pat
04 imy-rA kAt nb(t) nt ncwt
05 Htmw bity (n it.f)
06 Xry-Hb (n it.f)
07 Xry-Hb Hry-tp (n it.f)
08 imy-rA zS(w) a-ncwt
09 imy-rA prwy-HD
10 Xry-tp ncwt (pr-aA)
11 imy-rA Snwty
12 mniw Nxn
13 Hry-sSTA n pr-dwAt
14 zS mDAt nTr (n it.f)
15 imy-rA izwy Xkr ncwt
16 mdw rxyt
17 Hry-tp Nxb (n it.f)
18 sm
19 iwn knmwt
20 wr 5 (m) pr-+Hwty
21 imy-rA Hwt-wrt 6
22 aA dwAw
23 Hry-sStA n wDt-mdw nbt (nt ncwt)
24 xrp Sndyt nbt
25 Hry-sStA (n it.f)
26 imA-a
27 imy-iz
28 imy-rA wabty
29 xrp iAt nbt nTrt
30 zA ncwt (n Xt.f) smsw
32 imy-rA aw
33 r p nb
33 zA ncwt n Xt.f
34 imy-rA prwy nwb
35 aD-mr n zAb
36 Hry-sStA ncwt m zwt.f (nbt)
37 xrp aH (n it.f)
38 zA ncwt
39 imy-rA gs-pr
40 smsw snwt (n it.f)
41 imy-iz Nxn
42 wt Inpw
43 Hts Inpw
44 Hm-nTr MAat
45 xrp wsxt
46 smA Mnw
47 sHD Hm-nTr +d-swt-Ttj
48 imy-rA Hwt wrt

00
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3.e 4.e-4.l end 4–5.e 5.m 5.l 6.e 6.l end OK
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Network Clustering Multidimensional Clustering

Titles of Viziers - Jaccard, Single Linkage
Clustering [DMBC17, JD88]
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Network Clustering Multidimensional Clustering

Clustering [XW05, EK10]

The steps of cluster analysis:
1 Feature selection and extraction selects distinguishing features from

a set of candidates.
2 Clustering algorithm design or selection in which a proximity

measure, a criterion function and an algorithm is determined.
3 Cluster validation is performed to provide the users with a degree of

confidence that the clustering results make sense.
4 Results interpretation in which experts in the relevant fields interpret

the data partition.

The assigned membership of the nodes in the resulting clusters:

Disjoint clusters . . . each node is a member of exactly one cluster.
Overlapping clusters . . . a node may be a member of more than one
cluster.
Fuzzy clustering methods assign a membership weight between 0 and
1 to each node such that
1 means absolute membership,
0 means a non-member.
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Network Clustering Multidimensional Clustering

K-Means Clustering [For65, Mac67, Har75, HW79, Llo06, XW05, EK10]

Proposed by Lloyd in 1957 and published in 1982 [Llo06] and
by Forgy in 1965 [For65]

The term “k-means” was first used by MacQueen in 1967 [Mac67]

A partitional clusterig

Given a set of observation X = {x1, . . . ,xN}
The aim to minimize the within-cluster sum of squares (WCSSE)

WCSSE = argmin
C

K∑
i=1

|Ci|V ar(Ci) = argmin
C

K∑
i=1

∑
x∈Ci

∥ x− µi ∥2

The mean µi of the data points within the cluster Ci:

µi =
1

ni

∑
x∈Ci

x
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Network Clustering Multidimensional Clustering

K-Means Algorithm [HW79, EK10]

K-means Algorithm Basic Structure

1: Input: X = {x1, . . . ,xN}
2: Input: K ▷ a given number of clusters

3: Output: K clusters
4: select K points as the initial centroids
5: repeat
6: assign each data point to its closest centroid and form clusters
7: compute the centroid for each cluster
8: until centroids do not change significantly

0 10 20 30 40 50 60 70 80
0

10

20

30

40

50

60

70

80

K-means clustering on the digits dataset (PCA-reduced data)
Centroids are marked with white cross

[PVG+11]
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Network Clustering Clustering Coefficients

Outline

1 Node Influence
Node Roles
Hubs and Authorities

2 Network Clustering
Multidimensional Clustering
Clustering Coefficients
Graph Laplacian
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Network Clustering Clustering Coefficients

Summary of Approaches [New06, Weh13, CRTV07, HK13]

The density of graph is the proportion of present lines to the
maximum possible number of lines.

Clustering coefficient is a measure of the degree to which nodes in
a graph tend to cluster together

Global clustering coefficient [HK13]

the ratio of the total number of triangles to the total number of connected
triplets.

Cg =
2
∑N

i=1 ℓi∑N
i=1 di(di − 1)

Modularity . . . is - up to a normalization constant - the number of
edges within communities c minus those for a null model

”A good division of a network into communities is not merely one in
which there are few edges between communities; it is one in which
there are fewer than expected edges between communities”.
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Network Clustering Clustering Coefficients

Clustering, Triplets and Triangles [CRTV07, HK13]

Clustering coefficient

a measure of the degree to which nodes in a graph tend to cluster
together

a group of nodes with a relatively high density of ties

ℓi . . . the number of edges between neighbors of vi

A triplet

open triangle . . . three nodes connected by two undirected ties

of nodes (vj , vi, vk) is called connected if vj is connected to vi, vi is
connected to vk, and j < k. Formally, if Aji = 1, Aik = 1, and j < k.

A triangle

closed triangle . . . a triplet connected by three undirected ties

is a connected triplet (vj , vi, vk) in which vj and vk are connected.
Formally, if Ajk = 1.
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Network Clustering Clustering Coefficients
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Network Clustering Clustering Coefficients

Clustering, Triplets and Triangles [CRTV07, HK13]

Clustering coefficient

a measure of the degree to which nodes in a graph tend to cluster
together

a group of nodes with a relatively high density of ties

ℓi . . . the number of edges between neighbors of vi

A triplet

open triangle . . . three nodes connected by two undirected ties

of nodes (vj , vi, vk) is called connected if vj is connected to vi, vi is
connected to vk, and j < k. Formally, if Aji = 1, Aik = 1, and j < k.

A triangle

closed triangle . . . a triplet connected by three undirected ties

is a connected triplet (vj , vi, vk) in which vj and vk are connected.
Formally, if Ajk = 1.
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Network Clustering Clustering Coefficients

Numbers of Triplets and Triangles [CRTV07, HK13]

For a specific node vi

a triplet . . . if j < k and AjiAik = 1

a triangle . . . if j < k and AjiAikAjk = 1

a number of connected triplets

N3(i) =
∑
j<k

AjiAik = di(di − 1)/2

a number of choices how edges incident to vi can be combined.

a number triangles

N△(i) =
∑
j<k

AjiAikAjk

the number of edges between neighbors of vi
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Network Clustering Clustering Coefficients

Clustering coefficient [CRTV07, HK13]

Transitivity, Transitivity
Ratio [CRTV07]

C =
3N△
N3

Clustering Coefficient,
Local Clustering
Coefficient [CRTV07, HK13]

Ci =
N△(i)

N3(i)
=

2ℓi
di(di − 1)

Network average clustering
coefficient [HK13]

Cℓ = 1/n

N∑
i=1

Ci

Global clustering
coefficient [HK13]

the ratio of the total number
of triangles to the total
number of connected triplets.

Cg =
2
∑N

i=1 ℓi∑N
i=1 di(di − 1)
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Radek Mǎŕık (radek.marik@fel.cvut.cz) Network structure identification October 17, 2023 34 / 49



Network Clustering Clustering Coefficients

Clustering coefficient [CRTV07, HK13]

Transitivity, Transitivity
Ratio [CRTV07]

C =
3N△
N3

Clustering Coefficient,
Local Clustering
Coefficient [CRTV07, HK13]

Ci =
N△(i)

N3(i)
=

2ℓi
di(di − 1)

Network average clustering
coefficient [HK13]

Cℓ = 1/n

N∑
i=1

Ci

Global clustering
coefficient [HK13]

the ratio of the total number
of triangles to the total
number of connected triplets.

Cg =
2
∑N

i=1 ℓi∑N
i=1 di(di − 1)
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Network Clustering Graph Laplacian

Outline

1 Node Influence
Node Roles
Hubs and Authorities

2 Network Clustering
Multidimensional Clustering
Clustering Coefficients
Graph Laplacian
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Network Clustering Graph Laplacian

Diffusion Equation [Cra75]

The diffusion equation is a partial differential equation.
In physics, it describes the behavior of the collective motion of
micro-particles in a material resulting from the random movement of
each micro-particle.

∂ϕ(r, t)

∂t
= ∇ · [D(ϕ, r) ∇ϕ(r, t)]

where ϕ(r, t) is the density of the diffusing material
at location r and time t and
D(ϕ, r) is the collective diffusion coefficient
for density ϕ at location r; and
∇ represent the vector differential operator del (nabla).
If D is constant, then the equation reduces to the linear differential
equation (the heat equation), ∇2 is the Laplacian operator:

∂ϕ(r, t)

∂t
= D∇2ϕ(r, t) ∆ = ∇2 =

n∑
k=1

∂2

∂x2k
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Network Clustering Graph Laplacian

Diffusion on Networks [New10]

Diffusion process as a simple model of spread across a network

the spread of an idea,
the spread of a disease/virus

An amount ψi of some commodity or substance at vertex i.

The commodity flows from vertex i to an adjacent one i at a rate
C(ψj − ψi)

where C is a constant called the diffusion constant.

The rate at which ψi is changing is given by

dψi

dt
= C

∑
j

Aij(ψj − ψi)

The equation works for both undirected and directed networks.

Let us assume an undirected and simple network.
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Network Clustering Graph Laplacian

Diffusion Matrix Form Derivation [New10]

Network diffusion equation

dψi

dt
= C

∑
j

Aij(ψj − ψi)

Splitting, rewriting, merging

dψi

dt
= C

∑
j

Aijψj − Cψi

∑
j

Aij

= C
∑
j

Aijψj − Cψiki

= C
∑
j

(Aij − δijki)ψj

where ki =
∑

j Aij is the degree of vertex i and

δij is the Kronecker delta.
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Network Clustering Graph Laplacian

Diffusion Matrix Form [New10]

Network diffusion equation

dψi

dt
= C

∑
j

(Aij − δijki)ψj

In matrix form
dψ

dt
= C(A−D)ψ

where ψ is the vector whose components are amounts ψi,

A is the adjacency matrix, and

D is the diagonal matrix with the vertex degrees along the diagonal

D =


k1 0 0 · · ·
0 k2 0 · · ·
0 0 k3 · · ·
...

...
...

. . .


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Network Clustering Graph Laplacian

Graph Laplacian [New10, EK10]

Network diffusion equation

dψ

dt
= C(A−D)ψ

In matrix form

where ψ is the vector whose components are amounts ψi,

A is the adjacency matrix, and

The graph Laplacian is the real symmetric matrix

L = D−A

Lij =


ki if i = j,
−1 if i ̸= j and there is an edge between vertices j and i,
0 otherwise

Lij = δijki −Aij
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Network Clustering Graph Laplacian

Diffusion Equation Solution [New10]

Network diffusion equation

dψ

dt
= C(A−D)ψ ⇒ dψ

dt
= −CLψ

Assuming the vector ψ as a linear combination of the Laplacian
eigenvectors vi, i.e. Lvi = λivi and vi · vj = 0 for i ̸= j(real,sym L)

ψ(t) =
∑
i

ai(t)vi

with the coefficients ai(t) varying over time.
By the substitution into the diffusion equation and the dot product
with vj∑

i

(
dai
dt

+ Cλiai)vi = 0
·vj
==⇒ dai

dt
+ Cλiai = 0

The solution
ai(t) = ai(0)e

−Cλit
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Network Clustering Graph Laplacian

Eigenvalues of the Graph Laplacian [New10]

Let B be the edge incidence matrix (i.e. edges × vertices)
If i ̸= j then

∑
k BkiBkj is −1 if there is an edge between vertices i

and j, and zero otherwise.
If i = j then

∑
k B

2
ki has a term +1 for every edge connected to vertex

i so that the sum is equal to the degree ki of vertex i .

Lij =
∑
k

BkiBkj ⇒ L = BTB

Let vi be an eigenvector of L with eigenvalue λi, i.e. Lvi = λivi.

vT
i B

TBvi = vT
i Lvi = λiv

T
i vi = λi as vT

i vi = 1

It is just an inner product of a real vector (Bvi) with itself.
=⇒ It is a sum of squares =⇒ the sum ≥ 0 =⇒ λi ≥ 0.
The solution of the diff. equation contains only decaying exponentials.
The solution tends to an equilibrium value as t→ ∞.

L·1 = 0 ⇔
∑

j Lij×1 =
∑

j(δijki−Aij) = ki−
∑

j Aij = ki−ki = 0

1 is always an eigenvector of L with the smallest eigenvalue λ1 = 0
=⇒ L is singular, the Laplacian has no inverse.
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Network Clustering Graph Laplacian

Eigenvalues of the Graph Laplacian [New10]
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Network Clustering Graph Laplacian

Algebraic Connectivity [New10]

L =



0 0 0 0
L1

0 0 0 0

0 0 0 0

0 0
L2

0 0

0 0 0 0

0 0 0 0

. . .


v = (1, 1, 1, . . .︸ ︷︷ ︸

n1ones

, 0, 0, 0, . . .︸ ︷︷ ︸
zeros

)

Suppose we have a network that is divided up into c different
components of sizes n1, n2, . . . , nc.
=⇒ at least c eigenvectors with eigenvalue zero
The number of zero eigevalues is always exactly equal to the number
of components.
The second eigenvalue λ2 is non-zero if and only if the network is
connected, it is called the algebraic connectivity.
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Network Clustering Graph Laplacian

Summary

Node roles

Hubs and Authorities (HITS)

Data Clustering

Introduction and examples
K-means clustering

Clustering,, triplets, and triangles

Diffusion Equation

Graph Laplacian
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Network Clustering Graph Laplacian

Competencies

What are the basic roles of nodes?

How is it possible to assess a role of a given nodes?

Provide definitions of authorities and hubs.

How are the hub and authority centralities defined?

What is the goal of clustering?

What are the two fundamental approaches to data clustering?

What are the typical steps of a cluster analysis?

What ate the basic forms of node memberships in clusters?

Describe k-means clustering.

Define a triplet and triangle.

Describe a diffusion equation.

What is the graph Laplacian?

Name basic properties of the graph Laplacian eigenvalues?
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