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™ Fingerprint

e Fingerprints are "permanent” in that they are
formed in the fetal stage, prior to birth, and
remain the same throughout lifetime

¢ The changes can be made by: flexibility from
the skin, growing, a dirty finger, scarring, a
wound, or a disease of the skin

e They are only weakly determined by genetics,
e.g. identical (monozygotic, one egg) twins
(the same DNA) have fingerprints that are
quite different

¢ Fingerprints of an individual are “unique’;
they indeed are distinctive to a person

¢ The right definition of a fingerprint is strictly
speaking the print (stamp) that a finger left on
an object
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Fingerprint

e The inside surfaces of
hands and feet of
humans (and, in fact, all
primates) contain minute
ridges of skin with
furrows between each
ridge

e The purpose of this skin
structure is to:

— Facilitate exudation of
perspiration

— Enhance sense of touch

— Providing a gripping
surface
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™ No fingerprint?

¢ |n very rare cases there
are people that do not
have prints. Not on
their fingers, their
palms or their feet.
They where born with it
or the friction ridges
have degenerated
during their live

e Approximately 4%
of fingerprint images
have been observed
to have poor ridge
details
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e Friction skin differs significantly in structure and function from the skin
covering the rest of the body:

— Itis hairless

- It contains no sebaceous (0il) glands

— It has a much higher concentration of nerve endings
- It has a much higher concentration of sweat glands
There is a lack of pigmentation
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™ Fingerprint feature extraction
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Figure 1.13. Minutiae (black-filled circles) in a portion of fingerprint image; sweat pores (empty
circles) on a single ridge line.
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" Difficulty in fingerprint matchin
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Figure 1.15. Examples of fingerprints that are difficult to classify; a) tented arch; b) a loop; ¢) @
whorl: it seems that all the fingerprints shown here should be in the loop category.
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|
i Latent fingerprint images

9G'H),/,%#(

c)

f ,..fi'_ggp‘revZ.S. Examples of a) good, b) bad, and c) ugly latent fingerprints from NIST Special Data-
'base 27 (Garris and McCabe, 2000).
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Figure 3.1. Ridges and valleys on a fingerprint image.
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delta

core

Core:

¥A reference point for the
alignment.

¥The northmost loop type
singularity.

¥According to Henry(1900), it is
the northmost point of the
innermost ridgeline.

¥Not all fingerprints have a core
(Arch type fingerprints)
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Introduction
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Figure 3.4. a) The most common minutiae types; b) a termination minutia: [xo, yo] are the minutia
coordinates; @is the angle that the minutia tangent forms with the horizontal axis; c) a bifurca-
tion minutia: @is now defined by means of the termination minutia corresponding to the original
bifurcation that exists in the negative image.
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Figure 3.5. The termination/bifurcation duality on a) a binary image and b) its negative image.
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Figure 3.6. A fingerprint portion where skin sweat pores are well evident.
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™ Segmentation

Original Variance image

Segmented image

Segmentation is the process of isolating foreground from background:

- Image block (16x16 pixels) decomposition
- Thresholding using variance of gradient for each block
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Drawbacks:
Non -linear and discontinuous around 90

A single estimate is sensitive to noise
Circularity of angles: Averaging is not possible
Averaging is not well defined.
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Figure 3.9. a) A poor quality fingerprint image; b) the orientation image of the fingerprint in a)is
computed through the Donahue and Rokhlin (1993) method; the orientation of several elements
is clearly inconsistent and a regularization step appears necessary; c) the orientation image is
the result of the local averaging of each element in b) in its 3 x 3 window according to Equation
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Figure 3.12. a) Estimation of local ridge orientation in a fingerprint through the gradient-based
approach corresponding to Equation (3): in the noisy regions the estimation is unreliable; b) two
iterations of local (3x3) smoothing are applied, resulting in a more consistent representation; it
is worth noting that while the smoothing recovered the correct orientation at several places
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Figure 3.11. An oriented window centered at [x;y]; the dashed lines show the pixels whose
gray-levels are accumulated for a given column of the x-signature (Hong, Wan, and Jain, 1998).
The x-signature on the right clearly exhibits five peaks; the four distances between consecutive

peaks are averaged to determine the local ridge frequency.
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Figure 3.10. Two fingerprint images and the corresponding frequency image computed with the
method proposed by Maio and Maltoni (1998a). A local 3 x 3 averaging is performed after fre-
quency estimation to reduce noise. Light blocks denote higher frequencies. It is quite evident
that significant changes may characterize different fingerprint regions and different average
frequencies may result from different fingers.
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where @is the orientation of the filter, and [x4,V4] are the coordinates of [x,y] after a clockwise
gotation of the Cartesian axes by an angle of (90°-8).

Xp | cos(90°—6) sin(90°—8) [ x | sin@  cos@ .\1
Yo —5sin(90°—8) cos(90°-0)| y | —cos@ siné \4

Here, f is the frequency of a sinusoidal plane wave
and! , and! | are the standard deviations of the

Gaussian envelope along the x and y axes
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“FMethod proposed by Hong, Wan, and Jain (cont..)
Gabor Filter
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Figure 3.29. A graphical representation of a bank of 24 (n,= 8 and ns= 3) Gabor filters where :zech Technical University
ox = o,=4.



4|_>*)1?-86(’?6?+*-8@.8A’?#$B8C'#B8'#-8D"'#8;E’?#)8FF<
G HI"6&*+

| 9-7,3)(-%)
xR ("TH)T2)
—*67&F6*3%1)
AT#(%5(8*.)
2" (%&"#$)TH)
061"8:)*#1)'778&)
N8*."(/)":*$%3

boratory A
. ‘tner
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™ Threshold computation: Otsu I

— THO"! 0*G —#5U&\V* WA THD "*2Y Z [ Z0HA\ ] *#58-05% &*0-.~ (¥ 6 ~#5%8 (3% 6 *
, 8317 —<-*5)08%, 8360 444* $3"0r* 1015+ 73 IS*E1B-§1"7V*ab8aa
8 5#. Vec-"tD)F). -&)31%8, cD)F)c T#0 " b [0e 6-#5%&
8 5#. echU6-. 3, -0N)" CI-&I3(N "FCSBCE - %) ~cFTEJfeET9I4 c7T2"
4c#58-05%:8). &C

— B)"")6)L-05-*""#$3"(:300*<3$)3"" (- 8 (U%$*-3(5*45$-05%:8* *Ys#! 0*UCDYUSF

-1
np(T) = ) pli)
1=0

Owithin (L) = nB(1)og(T) + no(1)o5(T) | N1
no(T) = (i)
_ B-#D--"""(:300%<3$)3" (- | =T
OZB (I') = the variance of the pixels in the
background (below threshold)
0% (7') = the variance of the pixels in the
o ™ 9 9 - foreground (above threshold)
OBetween(T ) = 07— UWithin(T)

= np(l) [ps(T) — p]” +no(T) [o(T) — p]
where 0 is the combined variance and ;. is the combined meangzas »
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™ Threshold computation: Otsu II

— E%G . "#-*5)08%, $36*3"&* . $%B3B):)#)-0*4C* -3 (5) "#=""0#1%: ~<~:

_ o _9™MB3: ", 2g0+38 298 3"& h, 2g8Sth. 2g0

— H- 5%, 5*3:% . %00)B:-*5$-05%:80 _ & YN 63§)6 " 6*)"#-""0)#1
8  K.&3#-*"2 (5.7 0
8 E%6. " #*lygyuue 00
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where po, Pi1. ---» P7 are the pixels belonging to an ordered sequence of pixels defining the 8-
neighborhood of p and val/(p) € {0.1} is the pixel value. It is simple to note (Figure 3.36) that a
pixel p with val(p) = 1:

° is an intermediate ridge point if cn(p) = 2;

B corresponds to a termination minutia if cn(p) = 1;

@ defines a more complex minutia (bifurcation, crossover, etc.) if cn(p) = 3.

=m I sborsary
rstner
a) cn(p)=2 b) cn(p) =1 chcnp).=3 _
ersity

Figure 3.36. a) intra-ridge pixel; b) termination minutia; c) bifurcation minutia.
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Figure 3.37. Examples of minutiae detection on binary skeletons. White circles and white boxes
denote terminations and bifurcations, respectively; black circles and black boxes denote filtereds
==Minutiae (see Section 3.9). ~
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Figure 3.51. Minutiae post-processing according to Farina, Kovacs-Vajna, and Leone (1999).
On the right, most of the false minutiae present in the thinned binary image (on the left) have
been removed. © Elsevier.
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