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OSI layers
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ARP spoofing



TCP packet
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TCP handshake

Client Server

SYN, SEQ=a

ACK=a+1, SEQ=
b

da: 10.0.0.25 dp:23457



UDP packet
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UDP and NAT



List of 13 DNS root servers

A.ROOT-SERVERS.NET. IN A 198.41.0.4
B.ROOT-SERVERS.NET. IN A 192.228.79.201
C.ROOT-SERVERS.NET. IN A 192.33.4.12
...
M.ROOT-SERVERS.NET. IN A 202.12.27.33



Answer of root server

/* Authority section */
NET. IN NS A.GTLD-SERVERS.NET.

IN NS B.GTLD-SERVERS.NET.
IN NS C.GTLD-SERVERS.NET.
...
IN NS M.GTLD-SERVERS.NET.

/* Additional section - "glue" records */
A.GTLD-SERVERS.net. IN A 192.5.6.30
B.GTLD-SERVERS.net. IN A 192.33.14.30
C.GTLD-SERVERS.net. IN A 192.26.92.30
...
M.GTLD-SERVERS.net. IN A 192.55.83.30



Answer of .net authoritative server

/* Authority section */
unixwiz.net. IN NS cs.unixwiz.net.

IN NS linux.unixwiz.net.

/* Additional section - "glue" records */
cs.unixwiz.net. IN A 8.7.25.94
linux.unixwiz.net. IN A 64.170.162.98



The full picture of DNS resolution



Schema DNS query request



BGP open request



BGP propagation



Youtube takedown order



Hijacking routes



Hijacking routes



BGP hijacking



BGP hijacking
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BGP hijacking


