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Autentizace a Autorizace

= Autentizace

— Znam Tvoji identitu
— Obvykle se ovéruje pomoci jména a hesla, biometricky, apod.

= Autorizace
— Vim kdo jsi a reSim co smis délat
— Obvykle systém opravneéni, skupiny, jednaotlivci, role




Ukladani hesla

= Obecny problem

= Uzivatel: meéno a heslo zna, pamatuje si ho
— Ml nikam si ho nepise, ma ho v hlave

= Server: jméno a heslo zna, jak si ho zapamatuje?

— ...nékam si ho preci zapsat musi

— nikdy si heslo neuklada v pfimé podobé, uklada si jen jeho otisk -
hash

s Soleni hesla

— hash hesla je zapsan na disk. Aby neSlo poznat, Zze dva uzivatelé
maji stejné heslo (stejny hash), pfidava se pfed hashovanim znadma

_ -~ +4ednoznacna ,sul”. Sul je pro kazdého uzivatele jina, ale znama
> =+
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ldealni reseni

= Heslo nikdy neputuje pres internet v oteviené
podobé

— utok na prenos neni efektivni

= Server heslo nezna, zna jenom jeho otisk
— utok na server neni efektivni

Zadava Sifruje
heslo znamymalg. Prensii
zasifrované

Uzivatel PC Internet Server

Ovéruje
shodu
zasifrovanych
hesel

Uklada
zasifrované
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Webove obvyklé reseni

= Webovy klient je ,tenky” a neumi Sifrovat

-y Posildv
adéava Yo . e e
beslo ote:j/r(i)rle Pfenasiv Sifruje a Ovéfuje
podobe otevrené uklada shodu
podobé zasifrované zasifrovanych
hesel
Uzivatel PC Internet Server
Web klient
Kanal
o zabezpecime
- HTTPS
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Autentizace primo v HTTP protokolu

= Dva zakladni druhy
— Basic
— Digest

= Basic
— NesSifruje jméno a heslo
— PFenos je pomoci kddovani Base64 - hitps://www.base64encode.org/

= Digest

— Sifruje jméno a heslo

POS


https://www.base64encode.org/

HTTP Basic

Klient

GET /authentication/basic/ HTTP/1.1

Host: vyuka
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:70.0) Gecko/20100101 Firefox/70.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: cs,sk;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate S e rve r

Connection: keep-alive

Upgrade-Insecure-Requests: 1
Pragma: no-cache
Cache-Control: no-cache

A\ 4

HTTP/1.1 401 Unauthorized
Date: Tue, 17 Dec 2019 11:16:30 GMT
Server: Apache/2.4.29 (Win32) OpenSSL/1.1.0g PHP/7.2.0

Vary: accept-language,accept-charset
Accept-Ranges: bytes

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: text/html; charset=utf-8
Content-Language: cs

Dialog
jméno/heslo

GET /authentication/basic/ HTTP/1.1
Host: vyuka
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:70.0) Gecko/20100101 Fire
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: cs,sk;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Pragma: no-cache
Cache-Control: no-cache

0x/70.0

https://www.base64decode.org/

xklima:hurvinek
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HTTP/1.1 200 OK

Date: Tue, 17 Dec 2019 11:16:39 GMT

Server: Apache/2.4.29 (Win32) OpenSSL/1.1.0g PHP/7.2.0
Last-Modified: Tue, 17 Dec 2019 09:59:03 GMT

ETag: "50-599e360c93ed6"

Accept-Ranges: bytes

Content-Length: 80

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

DCGI



https://www.base64decode.org/

Basic - nastaveni Apache mod _auth

.htaccess

AuthType Basic

AuthName "Restricted Files"

# (Following line optional)

AuthBasicProvider file

AuthUserFile c:\www\vyuka\autentication\basic\.passwd
require valid-user

.password

xklima:$apr1$19sbbAjg$ruUy6F CrOurJfjSvIEHSF/
vomacka:$apr1$7FieOhsh$2YCOrY.CJndtLWNGwQOyYG.

Pridani hesla
htpasswd.exe -c c:\www\vyuka\autentication\basic\.password xklima




Implementace v PHP

<?php
if (
isset($_SERVER['PHP_AUTH_USER'])) &&
isset($_SERVER['PHP_AUTH_PW']) &&
$_SERVER[PHP_AUTH_USER'" == 'uzivatel' &&
$_SERVER[PHP_AUTH_PW' == '"1234") { /* vse v poradku */
echo 'Prihlaseni probehlo uspesne.’;
}
else { /* chyba prihlaseni */
header('HTTP/1.0 401 Unauthorized');
header('WWW-Authenticate: Basic realm="Login™);

echo 'Chyba prihlaseni - zadejte platne uzivatelske jmeno a heslo!’;

exit;

o+ o+ o+ 4



Problémy

= Donutit klienta odhlasit se
— klient si pamatuje pfihlaSovaci string

= Zabezpeceni hesla
— Je nutné zabezpecit kanal

A A A -




Authorization: Digest

= Resi problém posilani otevienych hesel
= Neni podporovano vsemi klienty

= Podminky:

— mod_digest

= Princip:
s zalozeno na hash MD5

e A o ==




GET /~xklima/authentication/digest HTTP/1.1
Host: webdev.felk.cvut.cz

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; cs; rv:1.9.2.12)
Gecko/20101026 Firefox/3.6.12

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: cs,en-us;q=0.7,en;q=0.3
Accept-Encoding: gzip,deflate

Accept-Charset: windows-1250,utf-8;9=0.7,*;q=0.7

=)

Keep-Alive: 115
Connection: keep-alive

Server: Apache

—

Connection: Keo

HTTP/1.1 401 Authorization Required
Date: Thu, 18 Nov 2010 16:27:26 GMT

WWW-Authenticate: Digest realm="Chranena stranka",
nonce="AASVVkPwbis=2db5658674ffdc0fe6385a637e1d808468abled5",
algorithm=MD5, domain="/digest", qop="auth,,

Vary: accept-language,accept-charset

Accept-Ranges: bytes

Keep-Alive: timeout=5, max=100

-Alive

GET /~xklima/authentication/digest/ HTTP/1.1

Host: webdev.felk.cvut.cz

User-Agent: XxXxxx

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8
Accept-Language: cs,en-us;q=0.7,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: windows-1250,utf-8;0=0.7,*;0=0.7

Keep-Alive: 115

Connection: keep-alive

Authorization: Digest username="xklima", realm="Chranena stranka",
nonce="AASVVmIJQCU=93f053f1b8ba48b588e20fa900c 7f744593f7f63",
uri="/~xklima/authentication/digest/", algorithm=MD5,

g: chunked
kt/html; charset=is0-8859-2

CT. LS
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response="8d7e8c6cdc5h13a2fd8ab54b69f3a3d3", qop=auth, nc=00000002,

Cache-Control: max-age=0

cnhonce="4ea1b72006c203cbh,,

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2010 16:35:58 GMT

Server: Apache

Authentication-Info: rspauth="14b6dc1a21042babbdbaf3113b6bd
cnonce="4ealb72006c203ch", nc=00000002, qop=auth
X-Powered-By: PHP/5.2.9

Content-Length: 60

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

Ahoj, podarilo se pristoupit na stranku s digest autorizaci.




Digest

.htaccess

AuthUserFile
c:\www_root\vyuka\autentizace\digest\hesla
AuthType Digest

AuthName "Chranena stranka"
AuthDigestDomain /digest
AuthDigestNoncelLifetime 300

require valid-user

Zrizeni souboru se jménem a heslem

htdigest -c c:\\www_root\vyuka\autentizace\digest\hesla "Chranena stranka"
xklima

Adding password for xklima in realm Chranena stranka.

New password: ******

Re-type new password: ******

Soubor hesla

xklima:Chranena stranka:73fa9ff52b5a8f464303a68bb7a2e54f

- -+

D

feet



Posilani citlivé informace pres sit’

HA1= MDﬁ(Alj = MD»5 (userna,me - realm : passwmd)
HA2 = M[}ﬁ(AQ: — MD5(methcnd : digestURl)
response = MD5(HA1 ' NONCE HAQ)

Dalsi varianty

response = MDﬁ(HAI : nonce : nonceCount : clientNonce : qop : HAE)

- + —+
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Digest v PHP

$realm = 'Restricted area’;
/luser => password
$users = array('xklima' => "'martin’, ‘guest’ => "guest’);

if (empty($_SERVER['PHP_AUTH _DIGEST'])) {
header("HTTP/1.1 401 Unauthorized");
header("WWW-Authenticate: Digest realm="".$realm.
" gop=""auth”,nonce="".unigid()."",opaque="".md5($realm).”"");

die('Text to send if user hits Cancel button");

}

/[ analyze the PHP_AUTH_DIGEST variable

if (1($data = http_digest_parse($_SERVER['PHP_AUTH _DIGEST) ||
lisset($users[$data[ username"]]))
die(*"Wrong Credentials!");

I/ generate the valid response

$A1 = md5($data['username’] . ":* . $realm . ;" . $users[$data[ username']]);

$A2 = md5(3_SERVER['REQUEST METHOD'].":" $data[ uri']);

$valid_response = md5($A1.":".$data['nonce'].":".$data['nc’].":".$data['cnonce’].":".$data['qop'].":".$A2);

if ($data['response'] '= $valid_response)
die("Wrong Credentials!");

/Il ok, valid username & password
echo "Your are logged in as: ' . $data['username'];

7>
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Digest v PHP

/l function to parse the http auth header
function http_digest_parse($txt)
{
/[ protect against missing data
$needed_parts = array('nonce’'=>1, 'nc'=>1, ‘cnonce’'=>1, 'qop'=>1, "'username’'=>1, 'uri‘=>1, ‘response‘'=>1);
$data = array();
$keys = implode(’|’, array_keys($needed_parts));

preg_match_all(@(". $keys . )=(?:([\"""D([MN2]+2)\2|([Ms,]+))@", $txt, $matches, PREG_SET ORDER);
foreach ($matches as $m) {
$data[$m[1]] = $m[3] ? $M[3] : $m[4];

unset($needed_parts[$m[1]]);
}

return $needed_parts ? false : $data;




Autentizace pomoci cookies, resp. session

= Resime to na urovni PHP skriptu

Je nastaveno cookie
php_session_id?

Ne

ANoO

Zjisti info o uzivateli ze
session.

ANoO

Je tento uzivatel stale
platny?

Ne

ANoO

Zobraz chranénou
stranku

Ne

Vv

Logovaci dialog

Vytvor hash z hesla
a porovnej ho se
zaznamem v DB.

Je to platny uzivatel?

ANo

Ne



Single Sign On (SSO)

= OAuth protokol

Enter URL

UserAgent (Browser)

Web Server

Authorization Server

<

Present Authorization Ul

Open URL

(Client App)

Start OAuth Process

¢ Redirect to AuthZ Server ‘

»

P

Opens redirect URL

<

T
Present Authorization Ul

Present credentials and authorise or deny >

Present submitted data from user

< Redirect to Web Server with Authorization Code

T
Verify and create Authorization code

-

Follow redirect to Web Server’

UserAgent (Browser)

Present Authorization Code

T
< Return Access Token

B

Call protected resource with Access Token

Resource Server

-

T
Return protected resource

Web Server

(Client App)

Authorization Server

Resource Server




