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Http protokol, request response

) request
S telnet screwdriver 80 ::::i>
GET/HTTP/1.0

HTTP/1.1 200 OK -
Date: Tue, 29 Sep 2009 21:09:43 GMT
Server: Apache/2.2.13 (Debian)
Content-Length: 863

Content-Type: text/html

<HTML>

<HEAD>

<TITLE>Short Index of




Snadné monitorovani http protokolu

web-sniffer.net

g Google Calendar x EJ java - Getting the init ... % | 4% View HTTP Requestan... * | -

| / \

& & @ web-sniffer.net G| (B~ ntprequesQ ) & @ % B » | =
Most Visited ~ ¢ JavaScript Tutorial € https://class.cou... 0} Git - Getting a Gi... 2 Coogle Maps »

& HTTP Web-Sniffer 1.1.0
Webtip

View HTTP Request and Response Header

Check out our new free Web-Sniffer desktop app for Windows and Mac.

— For more information on HTTP see RFC 2616

HTTP(S)-URL: | Submit | (IDN allowed)

HTTP version: (» HTTP/1.1 () HTTP/1.0 (with Host header) () HTTP/1.0 (without Host header)
| Raw HTML view @ Accept-Encoding: gzip » Request type: (#) GET () POST () HEAD () TRACE

User agent: | Web-Sniffer +




Wwww.google.com

HTTP Request Header
Connect to 173.194.113.50 on port 80 ... ok

GET / HTTP/1.1[CRLF] Host: www.google.com[CRLF]
Connection: close[CRLF]

User-Agent: Web-sniffer/1.1.0 (+http://web-
sniffer.net/)[CRLF]

Accept-Encoding: gzip[CRLF]

Accept-Charset: IS0-8859-1,UTF-8;g9=0.7,*;g=0.7[CRLF]
Cache-Control: no-cache[CRLF]

Accept-Language: de,en;g=0.7,en-us;g=0.3[CRLF]
Referer: http://web-sniffer.net/[CRLF] [CRLF]



Wwww.google.com

HTTP Response Header

Name | Value

Status: HTTP/1.1 302 Found

Cache-Control: private

Content-Type: text/html; charset=UTF-8

Location: http://www.google.de/?gfe_rd=cr&ei=ILsrVMqulaul8Qfm74C4Cw
Content-Length: 258

Date: Wed, 01 Oct 2014 08:28:16 GMT

Server: GFE/2.0

Alternate-Protocol: 80:quic,p=0.01

Connection: close



www.google.com

Content (0.25 KiB)

<HTML>
<HEAD>
<meta http-equiv="content-type"
content="text/html;charset=utf-8">
<TITLE>302 Moved</TITLE>
</HEAD>
<BODY>
<H1>302 Moved</H1>
The document has moved
<A HREF="http://www.google.de/?
gfe rd=cr&amp;ei=ILsrVMquJaul8Qfm74C4Cw">
here
</A>.
</BODY>
</HTML>



HTTP protocol methods

OPTIONS
GET
HEAD
POST

PUT
DELETE
TRACE
CONNECT

S telnet screwdriver 80
GET/HTTP/1.0




GET

 parameters embedded in the URL

 GET requests can be cached

 GET requests remain in the browser history
* GET requests can be bookmarked

* GET requests should never be used when dealing with
sensitive data

* GET requests have length restrictions
* GET requests should be used only to retrieve data

/test/demo_form.asp?namel=valuel&name2=value2



POST

Query strings (name/value pairs) sent in the message body:

POST /test/demo form.asp HTTP/1.1
Host: w3schools.com
namel=valuel&name2=value?2

. POST requests are never cached

e POST requests do not remain in the browser history
e  POST requests cannot be bookmarked

* POST requests have no restrictions on data length



Servlet

Servlet container
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Servlet

proces Javy je stale spusteny, takze se usetri
spousténi

thread pool pro zpracovani pozadavku
sdileni prostredkl (pamét)

automatickeé sledovani session pomoci jsessionid
v cookies

pristup ke vsem knihovnam Javy

debugovani (bud bézi server primo v debug
rezimu nebo vzdalené)

-POZOR: servlet je sdilen mezi vice pozadavky!



Servlet container

* Co pro nas dela kontejner?
— spojeni TCP/IP
— zpracovani HTTP protokolu
— zpracovani parametru (url)
— sprava zdroju (thread pooly)
* Knihovny
— obecny servlet — javax.servlet.*

— HTTP servlet — javax.servlet.http.*



FirstServlet

public class FirstServlet extends HttpServlet

{
public void doGet (HttpServletRequest request,

HttpServletResponse response)

{
response.setContentType("text/html");
PrintWriter out = response.getWriter();
out.println("<html><body>");
out.println("<hl>Hello World!</h1>");
out.println("</body></html>");
out.close();

}



Jak se lisi doGet () adoPost () ?
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Jak se lisidoGet () adoPost () ?

 Casto:

public class AServlet extends HttpServlet
{
public void doGet (HttpServletRequest request,

HttpServletResponse response)
{ processRequest (request, response); }

public void doPost (HttpServletRequest request,

HttpServletResponse response)
{ processRequest (request, response); }

public void processRequest (HttpServletRequest request,

HttpServletResponse response)
{ processRequest(request, response); }



web.xml — servlet, servlet-mapping

<servlet>
<servlet-name>FirstServiet</servlet-name>
<servletclass>cz.cvut.fel.wpa.FirstServlet</servlet-class>
</servlet>

<servlet-mapping>
<servlet-name>FirstServlet</serviet-name>
<url-pattern>/FirstServlet</url-pattern>
</servlet-mapping>



web.xml| — servlet parameters |

<servlet>
<servlet-name>FirstServlet</servlet-name>
<servletclass>cz.cvut.fel.wpa.FirstServlet</servlet-class>
<init-param>
<param-name>branding</param-name>
<param-value>CVUT FEL</param-value>
</init-param>
</servlet>



web.xm| — servlet parameters Il

java.lang.Obiject
javax.servlet.GenericServlet
javax.servlet.http.HttpServiet

HitpServlet implements

public java.lang.String
getInitParameter(java.lang.String name)

Returns a String containing the value of the named initialization
parameter, or null if the parameter does not exist.



Struktura webové aplikace

WEB-INF
— web.xml — konfigurace
— libs — knihovny

— classes — tridy (model, servlety, filtry, ...)
— vSechny soubory jsou nepristupné pres HTTP

dalSi soubory jsou pristupné

typicky se tato struktura zabali do ZIPu a
pojmenuje se WAR (Web ARchive)

upload do kontejneru se jmenuje deployment
— pro servlety staci upload a inicializace kontejnerem



Lifecycle

na zacatku se zavola 1nit ()
pri kazdém pozadavku se zavola

service(req, res)
pri uklidu se zavola destroy ()
tyto metody nemaji byt volany uzivatelem
,one instance per servlet definition”



Kontext

* Moznost ukladat data mezi requesty:
— application: getServletContext()
— session: request.getSession()
— request
— page (JSP)
e Priklad
String id = request.getParameter(,id");

User login
= (User) request.getSession().getAttribute("user");



Client Session State

* Pokud je server zcela bezestavovy (stateless),
musi se stav sesny prenaset mezi klientem a
serverem — muze jit o velky objem dat

* Pro tenkého webového klienta — 3 moznosti

— Parametry v URL — negativa: (i) omezena délka URL,
(ii) parametry zobrazeny v URL stranky, (iii) problémy
s bookmarkovanim stranky

— Skryta vstupni pole (hidden fields) — skryta ve smyslu,
Ze nejsou na strance zobrazena

— Cookies — problémy: (i) uzivatel maze cookies zakazat,
(ii) cookies organizovany po doménach — co kdyz vice
aplikaci vdoméneé



HTTP cookies

request

Host: www.example.org




HTTP cookies

request

Host: www.example.org

g
HTTP/1.0 200 OK

Content-type: text/html
Set-Cookie: name=value
Set-Cookie: name2=value2; Expires=Wed, 09 Jun 2021 10:18:14 GMT‘




HTTP cookies

request
GET/index.html HTTP/1.0
Host: www.example.org :>
o0=°
“igd
HTTP/1.0 200 OK —

Content-type: text/html
Set-Cookie: name=value

Set-Cookie: name2=value2; Expires=Wed, 09 Jun 2021 10:18:14 GMT!A

request

GET /spec.html HTTP/1.1

Host: www.example.org

Cookie: name=value; name2=value2
Accept: */*




Client Session State

Udrzovani stavu na klientovi muze byt vyvhodou
pri clusteringu, failover

Obsahuje-li stav citliva data, mel by byt Sifrovan
=> rezie

Server by mél prichozi data revalidovat, aby
nebyla poskozena jejich konzistence

Stav na klientovi v minimalni varianté obsahuje
sessionld — odkazujici na session, ktera drzi stav
na serveru

Session steeling — uzivatel modifikuje sessionID
tak, aby ziskal session nékoho jiného



Server Session State

Stav “sesny” typicky reprezentovan
— Binarné (BLOB — Binary Large OBject) — problém s verzovanim
— Textové (typicky XML)

Udrzovan

— Lokalné
* v pameéti aplikaCniho serveru
— HashMap, jejimz klicem je sessionID
* Ve filesystému aplika¢niho serveru
* V lokdlni DB aplikacniho serveru
* Problém v pfipadé clusteru aplikacnich serverd, pfi failover/switchover
— Ve sdilené databazi

e Stav uloZen nestrukturované (napr. jako BLOB) — v opacném pripadé viz
Database Session State

* Umoznuje clusterovani, failover/switchover
e Musi se reSit zapominani stavu ukoncenych a “vyprchanych” sessions



Database Session State

» Specialni pripad predchoziho “server session
state” — stav ulozen jako strukturovana data

* Dva pripady

— V “ostrych” tabulkach

* Pridat sloupec SessionlD, if null => ostra data, if not null =>
pracovni data rozpracované sesny

* Rozpracovana (pending) data nemusi byt konzistentni =>
nemusi byt na né aplikovatelna integritni omezeni

— V “pending” tabulkach

 Mazat data nedokoncenych (abandoned) a
prerusenych (cancelled) sessions



Ziskani informaci o spojeni

* klient
— request.getRemoteAddr()
— request.getRemoteHost()

¢ server
— request.getServerName()
— request.getServerPort()
— request.getContextPath()
— PROC to potfebujeme védét???

* isSecure, isUserInRole, getAuthType, getCookies,
getHeaderNames ...



Filtry

* Umoznuji vstoupit mezi klienta a servlet a
zmeénit data
— Komprese, kédovani obrazkd, ...
— Pozménovani vystupu servletu (kddovani, logo, ...)
— Bezpecnost (odmitnuti pristupu)
— Integrace web aplikaci (SSO)

* Filtry se za sebe retézi vtom poradi, jak jsou
definovany ve web.xml.



Filters

public interface Filter

Method Summary
void | destroy()

void doFilter(ServletRequest request, ServletResponse response,
FilterChain chain)

void | init(FilterConfig filterConfig)

Filters perform filtering in the doFilter method. Every Filter has
access to a FilterConfig object from which it can obtain its
initialization parameters, and a reference to the
ServletContext which it can use, for example, to load
resources needed for filtering tasks.



Filters

Examples that have been identified for this design are:

Authentication Filters

Logging and Auditing Filters

Image conversion Filters

Data compression Filters

Encryption Filters

Tokenizing Filters

Filters that trigger resource access events
XSL/T filters

Mime-type chain Filter

©COONOORWN =



Priklad filtru

public void doFilter(ServletRequest request,
ServletResponse response,
FilterChain chain)
throws IOException,
ServletException {

chain.doFilter (wrappedRequest,
wrappedResponse) ;



Konfigurace filtru ve web.xml

<filter>
<filter-name>F1</filter-name>
<filter-class>cz.cvut.fel filters.F1</filter-class>
<ffilter>

<filter-mapping>
<filter-name>F1</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>



Error page configuration in web.xml

<error-page>
<exception-type>
exception.BookNotFoundException
</exception-type>
<location>/errorpage1.html</location>
</error-page>



Servlet 3.0 annotations

* konfigurace ne nutné pomoci web.xml

@WebServlet (name="CalculatorServlet", urlPatterns={"/calc","/getval"})
public class CalculatorServlet extends HttpServlet{

public void doGet (HttpServletRequest req, HttpServletResponse res) {

}



