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Introduction Distributed System

[McCo7]

Generations of Networking

COMPLEXITY

A 4th GENERATION
NETWORK SYSTEMS
WITH RUDIMENTARY DECISION-MAKING CAPABILITY

3rd GENERATION
NETWORK SYSTEMS
BASED ON SERVICE ORIENTED ARCHITECTURE

2nd GENERATION
COMPLEX NETWORKS (NETWORKS OF NETWORKS)

1st GENERATION
SIMPLE INDEPENDENT NETWORKS
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Introduction Distributed System

Distributed System

a collection of independent computers that appears to its users as a single
coherent system ™"

@ a collection of components/products (hardware and software) - the
viewpoint of the vendor community;

@ a collection of the above plus external communication infrastructure -
the viewpoint of the network engineer community;

@ a collection of services/applications - the viewpoint of the
software/system engineer community;

@ all of the above plus end-users/customers - the viewpoint of the
business community.
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Introduction Model-based Testing

Model-based Testing (MBT)

The basic idea of MBT is that, instead of creating test cases manually, a
selected algorithm generates them automatically from an abstract formal
model.

In general, MBT involves the following major activities "%

@ building the formal model from informal requirements or existing
specification documents;

o defining test selection criteria and transforming them into operational
test specifications or test cases;

@ generating executable tests based on test cases;

@ executing the tests (including conceiving and setting up adaptor
components).
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Introduction Model-based Testing

[Wik]

General Model-based Testing Setting

IS A PARTIAL DESCRIPTION OF

MODEL SYSTEM
ARE DERIVED CAN BE RUN
FROM AGAINST
EXECUTABLE
ABSTRACT TESTS TESTS

ARE ABSTRACT VERSIONS OF
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Introduction Model-based Testing

Model-based Testing Workflow 1 "
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Formal Model Multilayer Model

Multilayer Model **™

A hierarchical multilayer network "*®"* is a type of multilayer network
of particular relevance for computer networks

@ in which the bottom layer constitutes a physical network and

@ the remaining layers are virtual layers that operate on top of the
physical layer.

The concept is based on the facts:

e for each node on a given layer there is a corresponding node (or
nodes) on the layer below;

o for each path between two nodes on a given layer there is a path (or
paths) between the corresponding nodes on the layer below.
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Formal Model Multilayer Model

[Shc15]

Hierarchical Multilayer Model

LOGICAL LAYERS

- 1

| PHYSICAL LAYER | / —
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Formal Model Multilayer Model

[Shel7]

Multilayer Projection Network

Let the graph M denote the system under test (SUT) as a multilayer
projection network:
M = (V,E)

where M is a multi-layered 3D graph, derived from the SUT specification;
V(M) is a finite, non-empty set of components of SUT; and
E(M) is a finite, non-empty set of component-to-component interconnections:

L

V=|JV* and E= (pl E"‘) U (}1 Eaia—l))

a=1

where V¢ is a finite, non-empty set of components of SUT on layer ¢;

E“ is a finite, non-empty set of intralayer component-to-component
interconnections on layer «;

E®(@=1) is 3 finite, non-empty set of interlayer relations (so called projections)
between components of the layer a and the layer below (o —1); and

L is the number of SUT layers (1 < a < L).
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Formal Model Multilayer Model

Elements of Multilayer Network *"

@ Two main elements of multilayer networks are

e intra-layer graphs and

e inter-layer graphs (kABT 1]
@ The intralayer subgraph G of M can be represented as (BBCT14),
Ga — (Va, Ea)

where
e V% is a finite, non-empty set of components on layer «; and
o E* CV* x V%is a finite, non-empty set of intralayer
component-to-component interconnections on layer a.
@ In practice, intralayer subgraphs G* are usually not monolithic
structures:
o A set of protocols is predefined for each (physical or virtual) layer.
e These protocols can support different topologies.
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Formal Model Multilayer Model

Layer of SUT &

Let the subgraph G* denote a layer of SUT as:
G = (v, B%, 52, 5%)

where
@ G™ is a labeled intralayer subgraph of M;
o V% is a finite, non-empty set of components on layer «;

@ EF* C V*x V%is a finite, non-empty set of intralayer
component-to-component interconnections on layer «;

SYr is a vertex label set for layer «; and

% is an edge label set for layer .

Radek Maf¥ik (radek.marik@fel.cvut.cz) Multilayer Network Diagnostics January 9, 2018



Formal Model Multilayer Model

Node and Edge Labels """

sg=UJ s

vreVe

where

e S C S%is a finite non-empty set of specifications of SUT
components (a set of supported communication protocols) that defines
the label of the vertex v$* of G“; and

o S% is the universal set of all possible communication protocols on layer
.

o Let S7'; C S be a finite non-empty set of specifications of
component-to-component interconnections (the set of used
communication protocols) that defines the label of the edge <v?,v§“>
of G*.
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Formal Model Multilayer Model

[Shel7]

Protocol Sublayers

o Let G%‘ be a sub-subgraph which is defined by a given communication
protocol s € Si C §%; and

e EF C E* be a finite, non-empty set of intralayer
component-to-component interconnections on sub-layer § of layer a.

o (G“ is represented as a multiplex network:

|53
¢ =) Gy
B=1

and:
Gj = (V*, E3)
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Formal Model Multilayer Model

[Shel7]

Layer Protocols

and:

o (07
sy= U 158
(vf‘,v?>€Ea
sgeS?
ngS;?‘
o If an edge <via,vj‘?‘> € E belongs to Gg then both components v}*
and v§ support this protocol, i.e. s3 € 57 and s§ € S}

o each pair of components v{* and v§' can be connected by at most |Sg|
possible edges.
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Formal Model Multilayer Model

Intralayer Subgraph Representation as a Multiplex

Network £

MULTIPLEX NETWORK / \

LAYER 0O

suu—l.»\vm‘:‘ o]

SUB-LAYER %

B e —

LAYER 0.
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Formal Model Multilayer Model

[Shcl7]

Usage of Label Symbols

@ The vertex label S3 represents the set of communication protocols
that is supported by the component v‘i’ € V3 on the layer 3.
o The label S}, represents the set of communication protocols that is
supported by all components v} € V3 on the layer 3, i.e. S§ C S}
o The set S represents all possible communication protocols (standard
and proprietary) that can be used on the layer 3, i.e. S} C S} c S°.
o The edge label S 5 represents the set of communication protocols
that is used for communication between adjacent components v§ and
v3 (the edge (v}, v3) € E?) on the layer 3.
o The label S, represents the set of communication protocols that is

used for communication between all adjacent components

(v}, v}) € E® on the layer 3, i.e. S75C 5%, C S3.
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Formal Model Multilayer Model

Cross-layer of SUT &

o Let the subgraph G*(@=1) denote a cross-layer of SUT as
Ga,(afl) — (Va, V(afl)an,(a71)>

where

G (@=1) is an interlayer bipartite subgraph of M;

V< is a finite, non-empty set of components on layer «,

V(@=1) s a finite, non-empty set of components on layer (a — 1); and
Eee=1) C o x V(@1 s a finite, non-empty set of interlayer
relations (all sets of projections) between components of the layer «
(2 < a < L) and the layer below (« — 1).

o The degree of vertices of G*(®~1) represents the technological
solutions which were used to build the system "4,
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Formal Model Multilayer Model

[Shcl7]

Clustering Technology Representation

° Ga,(a—l) — (Voc’v(oz—l)’Ea,(a—l))
@ d(vd) > 1vf e Ve
@ Hardware cluster example

VM _01
‘«

LOGICAL LAYER \,

\

Server 02

erver 01

PHYSICAL LAYER

Server XX - Host (Cluster Member)

COS XX - Console Operating System (Host Operating
System)

VM_XX - Virtual Machine (Guest Operating System or
Container)

NAS XX - Network-Attached Storage (Network File System)
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Formal Model Multilayer Model

Virtualization and Replication technologies

[Shel7]

Representation

o Gla—1) — (Va’v(afl)’Ea,(afl)) Host virtualization example

(VR ...virtual router)
e d (v(-afl)) > 1;1)(0‘71) e vl

J J VLAN 20 VM 02

Network virtualization example

VR 01

VLAN 20

VR 01 LOGICAL LAYER

C0S 01

LOGICAL LAYER

Server 01

L3_Switch_01 PHYSICAL LAYER

Server XX - Virtualization Host

PHYSICAL LAYER COS XX - Console Operating System (Hypervisor or
Host Operating System)
L3_Switch XX - Multilayer Ethernet Switch VM _XX - Virtual Machine (Guest Operating System)
COS XX - Console Operating System (Firmware) VLAN XX - Virtual Local Area Network
VLAN XX - Virtual Local Area Network VR XX - Virtual Router
VR XX - Virtual Router -
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Formal Model Multilayer Model

[Shcl7]

Dedicated Components

° Ga,(afl) — (Va, V(afl),Ea,(afl))

o d(wy) =d (o)) = 1 (v2,0f* V) € perleD

@ A special case of dedicated components.
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Formal Model Multilayer Model

SUT Representation &<

L [I5%l L
- (U(Ue)|u(uee)
a=1 \pg=1 a=2

@ From the perspective of MBT, intralayer subgraphs G* are the main
source of initial data for the test case generation process; and

e interlayer subgraphs G*(®*~1) make this process consistent on all
layers of the formal model.
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Formal Model

Reference Models

ISO/OSI Reference Model and TCP/IP Protocol Suite *"

OSIRM

TCP/IP
Protocol Suite

Application Layer

Presentation Layer

Session Layer

Application Layer

Transport Layer

Transport Layer

Network Layer Internet Layer
Data Link Layer Data Link Layer
Physical Layer Physical Layer

@ 1SO/0SI Reference Model "% and
@ TCP/IP Protocol Suite (Five-layer Reference Model) ™ <2 [Comis] .,
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Formal Model Reference Models

[Shcl7]

Practical Network Architecture

@ 1SO/0SI Reference Model (OSI RM) %% conceptual model has
never been implemented in practice.
@ The business community (end-users) faces the following
challenges "'
o Physical Layer and Data Link Layer cannot be separated in the case of
commercial off-the-shelf (COTS) network equipment.

e Transport Layer and Application Layer cannot be separated in the case
of COTS software.

@ A common joke is that OSI RM should have three additional

layers [LHCO7],

8. User Layer;
9. Financial Layer;
10. Political Layer.

Radek Maf¥ik (radek.marik@fel.cvut.cz) Multilayer Network Diagnostics January 9, 2018



Formal Model Reference Models

[She

Practical Multilayer Reference Models

TCP/IP Basic Multilayer Extended Multilayer
Protocol Suite 1 Reference Model

Faa '
, ! ! Functional Layer
'
? :
E ! Functional Layer Social Layer
Application Layer
Service Layer Service Layer
Transport Layer
Internet Layer Logical Layer Logical Layer
Data Link Layer
Physical Layer Physical Layer
Physical Layer
v
H Engineering Layer
'
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Structural Test Case Generation Strategy Framework of Test Case Generation Strategy

[Shcl7]

Framework of Test Case Generation Strategy

@ The framework of structural test case generation strategy for a given
layer of the formal model has the following key elements:
o the formal model;
o test requirements;
o test cases.

STRUCTURAL

TEST REQUIREMENTS MODEL
TEST CASES

Radek Maf¥ik (radek.marik@fel.cvut.cz) Multilayer Network Diagnostics January 9, 2018 31/ 87



Structural Test Case Generation Strategy Framework of Test Case Generation Strategy

Framework of Test Case Generation Strategy *".

@ The framework of the structural test case generation strategy for a
given layer a of the formal model where

e (GG“ is an intralayer subgraph;

o G*(>=1 is an interlayer subgraph;

o R(t1) is a set of interlayer projections of test requirements from
upper layers to layer «;

o R™% s a set of intralayer test requirements (or the set of test
requirement defined for layer «);

e R“ is a resulting set of test requirements for layer a);

o R®(@=1) is a set of interlayer projections of test requirements from
layer o to the layer below; and

o T is a set of test cases (abstract test specifications) which relate to
the structure of the formal model on layer «.
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Structural Test Case Generation Strategy Framework of Test Case Generation Strategy

[Shel7]

Internal Consistency Criterion

The formal model based on the concept of multilayer networks is internally
consistent on a given layer « iff:

@ each vertex v{* of intralayer subgraphs G is incident with at least
one edge of G, i.e. d(vf € G*) > 1;

@ each pair of adjacent vertices v{* and v of G* which are incident

J
with the edge <’U?,U§‘> of G supports at least one common
communication protocol, i.e. S7; C 57 S7; C S5 and S # 0;

@ each vertex v{* of interlayer subgraphs gl 1) 2<a<lLl)is
incident with at least one edge of G®(~1) je.
d(v¢ € G@D) > 1.
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Structural Test Case Generation Strategy Framework of Test Case Generation Strategy

[Shel7]

Test Requirements

@ Some disadvantages of the path coverage criterion by using the
requirements-based criteria.

In this case, the test suite should cover only the paths which are
defined by:
@ end-user requirements; and
@ requirements derived from technical specifications, i.e. defined by
technological solutions used to build the SUT.

@ The standard ISO/IEC/IEEE Std 29148:2011 "*°™ defines:

o the term requirement as a statement which translates or expresses a
need and its associated constraints and conditions;

e the term condition as a measurable qualitative or quantitative attribute
that is stipulated for a requirement.

Formal test requirements must determine:

@ objects as associated elements of the SUT structure; and
@ associated conditions of these objects (or requirement attributes).
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Structural Test Case Generation Strategy Framework of Test Case Generation Strategy

[Shel7]

Test Requirements for a Given Layer

@ The definition of the test requirements introduces two sources of test
requirements for a given layer of the formal model:

R = (R U Rlethe)

where
o R¥ is a set of test requirements for the given layer «;
o R*™ is a set of intralayer test requirements (or the set of test
requirement defined for the layer «); and
o R(@t1). is 3 set of interlayer projections of test requirements from
upper layers to the layer a.

o Rt R (apnd R(@=1)) - have the same formal operational
specifications (the same presentation format).
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Structural Test Case Generation Strategy Framework of Test Case Generation Strategy

Test Cases

[Shel7]

A test requirement induces a test case on a given layer « iff:

@ the object defined by the test requirement for the layer o binds an
element (at least one) of the formal model on the layer «;

@ the specifications of the bound element match the requirement
attributes on the layer a.

Criterion 3

The formal model based on the concept of multilayer networks is
externally consistent on a given layer a with respect to the test
requirements iff each test requirement defined for the layer « initiates at
least one test case on the layer .

| A\

.
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Structural Test Case Generation Strategy Framework of Test Case Generation Strategy

Network Consistency Criterion """

Criterion 4

The formal model based on the concept of multilayer networks is
consistent with respect to the test requirements iff:

@ there is at least one test requirement defined for the top architectural
layer of the formal model,

@ the formal model is internally consistent on all coexisting architectural
layers;

@ the formal model is externally consistent with respect to the test
requirements on all coexisting architectural layers.
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Structural Test Case Generation Strategy Formal Definitions

[Shel7]

Communication Channels

e A communication channel (or channel) is a configuration of stubs,
binders, protocol objects and interceptors providing a binding between
a set of interfaces to basic engineering objects, through which
interaction can occur %%,

o Let P?; denote the set of communication channels (data flows)
between a pair of SUT dedicated components v{* and vj of G* which
can communicate as follows:

@
7

Py = {pffj,k}

k=1

where pg'; ;. is a K (v, ve)-path! in G%; and K¢ is the finite
number of duplicated (parallel/redundant) paths pw,k.

A (v§, vi*)-path in a graph G“ is an alternating sequence
[vo, €1,v1, €2, ..., V(—1), €, vi] of vertices and edges from G with e; = (v(_1),v1) in
which all vertices and edges are distinct [Stel0].
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Structural Test Case Generation Strategy Formal Definitions

[Shcl7]

Layer Communication Channels

@ Each pair of SUT components v{* and vj' can be connected by

@ at most K*; possible (vf‘,vf)—paths

J
o (the value of the variable K, is dependent on the layer topology)?.
@ In turn:
P =JF;
where

e P% is the complete set of communication channels on a given layer «.

2In the real engineering world under financial constraints commercial systems are &
usually based on redundant architectures [Pra96], i.e. in most cases K;*; = 2. ‘
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Structural Test Case Generation Strategy Test Requirements

[Shcl7]

Framework of Test Case Generation Strategy

TEST REQUIREMENTS MODEL STRUCTURAL
R e _TEST CASES_
E R I ; ;
L] Res R* N ™ |
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Structural Test Case Generation Strategy Test Requirements

Structure of Test Requirements | "

R = (R U Rlethe)

where

e R¥ is a set of test requirements for the given layer «;

o R™% s a set of intralayer test requirements (or the set of test
requirements defined for the layer «); and

o R(@t1).e s a set of interlayer test requirements (or the set of interlayer
projections of test requirements from upper layers to the layer a).

@ It is important to note that R represents the union of test
requirements.
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Structural Test Case Generation Strategy Test Requirements

Structure of Test Requirements [ "

@ Test requirements should cover: (1) SUT components; and (2) SUT
communication channels.

R <R§0?np U Rlznk)
and:

comp

where
° Rgé%p is a set of intralayer test requirements of SUT components;
o R, is a set of intralayer test requirements of SUT communication
channels;
° R&‘;,Z,P’“ is a set of interlayer test requirements of SUT components;
and
Jink is a set of intralayer test requirements of SUT

communication channels.
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Structural Test Case Generation Strategy Test Requirements

Intralayer Test Requirements for SUT Components *"

Let Reomp = 4 T'ncomp ¢ denote the set of intralayer test requirements for

SUT components as a set of triplets (3-tuples):

Regnp = { (v A7, 47 7Y) }

where

e v is a component of SUT on layer o;

o A C 8% is a set of required attributes for v{*; and

° A?’(a_l) c S(@=1 is a set of required attributes for any interlayer

projection of v{* on layer (o — 1).
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Structural Test Case Generation Strategy Test Requirements

Intralayer Test Requirements for SUT Communication

[Shel7]

Channels

Let R);5 = {rfiﬁnk} denote the set of intralayer test requirements for

SUT communication channels as a set of quadruples (4-tuples):

o, [e% 6% e} oc,(a—l)
Rk = {(“z Ui Ajy A )}
where
e v and v§ is a pair of SUT dedicated components on layer o which
must communicate;

° Affj C S% is a set of required attributes for (v?,v}*)—path; and

° A%-(a_l) c S(@=1) s a set of required attributes for any interlayer

projection of (v?,v?‘)—path on layer (v — 1).
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Structural Test Case Generation Strategy Test Requirements

Interlayer Projections of Test Tequirements for

[Shel7]

Components

Let R((;?,Jﬁ;)’a = {rﬁﬁj&%ﬁ} denote the set of interlayer projections of test

requirements Rg(o;ntzlo),(a+1) _ {(”l(caﬂ)’Al(caH)?Al(fH)’a)} for SUT

components from layer (a + 1) to layer « as a set of triplets:

Rlo+l).a _ { (vf‘, A7, Aq’(a_l)) }

comp 7

where

° v,(caﬂ) is a component of SUT on layer (a + 1);

(a+1)
k

@ v is a corresponding component of v on layer «;

e A% C §% is a set of required attributes for v{*; and

° A?’(a_l) c S is a set of required attributes for any interlayer
projection of v{* on layer (a — 1).
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Structural Test Case Generation Strategy Test Requirements

Interlayer Projections of Test Requirements for SUT

[Shel7]

Communication Channels

Let Rl(f;;l)’a = {r(a+1)’a} denote the set of interlayer projections of test

n,link
requirements Rl(glzl)’(aﬂ) = U]i“+1),v§“+1)’Agcal“),Al(:‘lH)’a)} for SUT

communication channels from layer (o + 1) to layer « as a set of quadruples:

R = { (w209, g, 450 )

[ I R ]

where

° vl(ga—&-l) (a+1)

and v, is a pair of SUT dedicated components on layer

(a4 1) which must communicate;
(a+1)

. . . 1
e v and vj is a pair of corresponding components of v, and vl(o‘Jr ) on

layer «;
° A?j C S% is a set of required attributes for (vfﬂv?)—path; and
° A?}(afl) c §(@=1) is a set of required attributes for any interlayer

projection of (vfﬂv?)—path on layer (o —1).
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Structural Test Case Generation Strategy Test Requirements

[Shcl7]

Requirement Attributes

@ The presentation format of the requirement attributes should be fully
compatible with the presentation format of the specifications of the
formal model, i.e.

° A?,A%j C 8% and
o AP AP ¢ glamh),

@ In general, a set of requirement attributes can be an empty set. In
this case, the test requirement expresses the need for object
(component or communication channel) existence only.
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Structural Test Case Generation Strategy Test Requirements

[Shel7]

Interlayer Relations (Projections) for Components

The function uﬁ?;,,t},)’a : REE‘%}))’(O‘“) x Glotl)e RE%?’“:

i (I e D U { (u8, 45, 4207)

<’U}(ca+l)7,uia>ec(a+1),a

A0 — A’Sﬂa-i-l),a’Aia,(a—l) — 0

(3

@ In other words, for each test requirement
v,(fﬂ),A,(fH),A;fH)’a) € Rﬁﬁnt;)’(““) on layer (o + 1) the function

uﬁﬁ‘,ﬁ?’“ determines the finite set of all possible corresponding triplets

(vf‘, A?,A?’(afl)) € Rﬁ‘;‘,,t},)’a on layer a where Af' = A,(fﬂ)’a and
A?‘v(a_l) — @
i .
o If this set is an empty set then the formal model M is inconsistent
according to Criterion 1.
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Structural Test Case Generation Strategy Test Requirements

[Shel7]

Interlayer Relations (Projections) for Channels

N (a+1)7a . (a+1)7(a+1) a—i—l 1e; (a+1)7a N '
The function p;,.. "+ Ry, x Gloth).e Ry is defined as
follows:
« o «@ a+1 a+1 a+1l),a a,(a—1
Ml(m’j;cl) ((Ul(e +1)7Ul( * >’14](c,ljL >7"4](c,ljL ) )) = U {(U?7v?7Agj7Ai,j( ))
UI(CQ+1)’1)?>€G(O¢+1),&

<Ul(o¢+1)’vjo_¢>€c(oc+1),o¢

a+1l),a o, (a—1
Aff]- = Al(c,l ) ’Ai,j( ) = 0

@ In other words, for each test requirement

(U,ia+1),v§a+1),A,(CO‘IH),AE:‘IH)’Q) € Rl(;zl)’(aﬂ) on layer (o + 1) the
function ul(f;;l)’a determines the finite set of all possible corresponding

a o Ao a,(a—1) (at1),a
quadruples (vi ) Uj ,Am», Ai,j € Ry on layer o where

— (a+1)>a a,(a—l) —
Ag =AY and A7 =0.
o If this set is an empty set then the formal model M is inconsistent

according to Criterion 1.
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Structural Test Case Generation Strategy Test Requirements

[Shel7]

Test Requirement Summary

[0}

The sets of test requirements Ry,

and Rj; . can be defined as:

comp comp comp

Ry = (R U B0

. o0 (a+1),
Rﬁnk - (Rlznk U Rlink )
where

e RY,,, is the set of test requirements of SUT components for the

given layer «; and

e Ry . is the set of test requirements of SUT communication channels
for the given layer a.
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Structural Test Case Generation Strategy Test Cases

[Shcl7]

Framework of Test Case Generation Strategy

TEST REQUIREMENTS MODEL STRUCTURAL
R e _TEST CASES_
E R I ; ;
L] Res R* N ™ |
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Structural Test Case Generation Strategy Test Cases

[Shel7]

Types of Test Cases

o Test cases should cover
@ SUT components; and
© SUT communication channels
@ The complete set of test cases T for a given layer o can be defined
as:
T° =T U T'l(z)‘lnk

comp
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Structural Test Case Generation Strategy Test Cases

[Shel7]

Test Cases for Components

comp — n,comp

Let T% {to‘ } denote the set of test cases of SUT components

on layer « as a set of pairs:

Toomp = { (08 57). 4]}
where

e vy is a component of SUT on layer a; S C S is the set of
specifications of v§*; and
o A% C 8% is the set of required attributes for vS*.
In other words, each test case of that kind represents a SUT component
whose characteristics or configuration should be verified according to
corresponding required attributes.
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Structural Test Case Generation Strategy Test Cases

[Shel7]

Test Cases for Channels

o If there is a set of required attributes for a path then each set of
specifications (labels) of edges which constitute this path should match
the set of required attributes.

o let Ty, = {tg,link} denote the set of test cases of SUT communication
channels on layer a as a union of pairs:

Tiinr, = U (<v8,n,v?>,55,DJ) AL

(Vi ot et

where
o pfiisa Eth (v{l,v}’)—path between the pair of SUT dedicated
components vf* and v§ on layer «;
° va_l) and v is a pair of adjacent components on layer o which constitute
the path Dy
o S C S is the set of specifications of the edge <v871), vf‘> € pf; ki and
o Af; C 8% is the set of required attributes for (v{*,v")-paths. S
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Structural Test Case Generation Strategy Test Cases

Testing of Paths *"

@ In some cases, diagnostic tools do not allow the testing of paths on the
physical architectural layer Fa",

@ As a consequence, each test case of SUT communication channels on this
layer should be divided into subset of test cases of
component-to-component interconnections which constitute the channels,

i.e.:
(0% _ (0% (07 (e} [0
o link = U (<U(171)a”l >75(zf1),z) » Aij
(Ve ) ertn
_ (0% [0 (e [0
= U [(<”(H)v”l > ’S<H>,Z) vAm']
Oyt )P
where

o layer « represents the physical architectural layer according to multilayer
reference models.
January 9, 2018 58 / 87
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Structural Test Case Generation Strategy Test Cases

[Shel7]

Test Cases for Components

@ The function ¢g,,, : Reyp X G — T, is defined as follows:

. ((v?,A?,A?’(“*”)) _ QE(U?,Sf‘)’A?] :tﬁv\if?

@ In other words, for each test requirement (vf“, AL, A?’(O‘_l)) € Roomyp

on a given layer a the function ¢g,,,,, determines the pair
(vf‘, Sf‘) € G“ whose characteristics match the required attributes,
ie. AS C S

@ If this pair does not exist then the formal model M is inconsistent
according to Criterion 3.
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Structural Test Case Generation Strategy Test Cases

[Shcl7]

Test Cases for Channels |

@ The function ¢} . : Rj; . X G — T} . is defined as follows:
a a o g a,(a—1) _ o
Plink ((% ) Uj 7Ai,j7Az',j )) = U {tn,link
PRl
where:

= . tg,lznk‘ if \V/ <'U(Oz_1), 'Ula> S pz.%k . Azofj g S(Olé_l)J
n,link — .
0 otherwise
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Structural Test Case Generation Strategy Test Cases

[Shcl7]

Test Cases for Channels |

@ In other words:

. —1 .
o For each test requirement (vf‘,vjo»‘,A?j,A?;(a )) € Ry, on a given

layer v the function ¢f;,, determines the finite set P; of all possible
(ve, v%)-paths p¢; . € P between the pair of SUT dedicated
components v;* and v which should communicate.
o If this set is an empty set then the formal model M is inconsistent
according to Criterion 3

o In turn, for each path pf'; , of P the function ¢, , determines the
finite set of all possible pairs <<v(0§_1),ful“> ,S(”;_l)’l) € G“ whose

elements <v8_1),vf‘> constitute the path pi*, , and whose

characteristics match the required attributes, i.e. Affj C S(C;_l) I

o If this set does not cover the path p;; , completely then the formal
model M is inconsistent according to Criterion 3.
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Structural Test Case Generation Strategy ~ Structural Test Case Generation Strategy

[Shcl7]

Test Case Generation Strategy

TEST REQUIREMENTS MODEL STRUCTURAL
TEST CASES
.
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Structural Test Case Generation Strategy Structural Test Case Generation Strategy

[Shel7]

Steps of Test Case Generation Strategy

o The set of interlayer test requirements R(@+1): is the result of
recursive applying of:
@ the intralayer test requirements R(®+1):(a+1) - 3pd

@ the interlayer test requirements R(®+2):(@+1) 1o the interlayer subgraph
G(a+1),a .

RletDa — (at+D)a (R(a+1)) — plata (R(a+1),(a+1) U R(a+2),(a+1)>

@ The set of system infrastructure test cases T“ on the layer « is the
result of applying of:

@ the intralayer test requirements R*““ ; and
@ the interlayer test requirements R(®t1):® to the intralayer subgraph G

T = " (R%) = " (R U RFe)
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A Case Study Input Data

[Shel7]

End-user Requirement

1D End-User Requirements

R101 Business agility and flexibility should be increased

R102 Cost of doing business should be decreased

R103 Interaction delay (INTD) must be less than human response time (HRT)

R104 Availability of services is defined as 99.9 percent during core business hours
R105 Consolidate the existing 16 physical application servers down to 3 servers
R106 Centralized management tool must be used for the new infrastructure

R107 Separate management VLANs must be used for management traffic

R108 Server hardware maintenance should not affect application uptime

R109 Provide N+1 redundancy to support hardware failure during normal operation
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End-user Constraints

A Case Study Input Data

[Shel7]

ID End-User Constraints
C101 VMware vSphere Essentials Plus Kit has been preselected as the virtualization platform
C102 Dell servers have been preselected as the compute platform
C103 Two 10G ports should be used per server
C104 VMware Virtual SAN tool has been preselected as the storage solution
C105 D-Link managed switches have been preselected as the network platform

Radek Maf¥ik (radek.marik@fel.cvut.cz) Multilayer Network Diagnostics
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A Case Study Input Data

[Shel7]

End-user Assumptions

1D Assumptions

Sufficient power, cooling, and floor/rack space is available in the existing datacenter to support the new
infrastructure during normal and maintenance operations

A102 Sufficient 10G ports are available in the existing core switches to support the new infrastructure

System services (DNS, NTP and DHCP) are available in the existing infrastructure to support the new services and
applications

A101

A103
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A Case Study Input Data

[Shel7]

Derived Technical Requirements :

1D Source Derived Technical Requirements

T101 iig; All components of the virtualization platform must communicate with DNS service

T102 C101 Selected»compo‘nenls of the Yinualizalion platform - hyperviser (ESXi) and managenet (vCenter) servises - must
A103  [communicate with NTP service
C101

T103 R106 Hyper\{ise_r services of the virtualization platform (ESXi) must communicate with the managemnt service of the
R108 virtualization platform (vCenter)
R109

Ti04 C101 Hyperviser services of the virtualization platform (ESXi) must communicate with vSphere Desktop Client with Update
R106 Manager

T105 C101 vSphere Desktop Client and vSphere Web Client must communicate with the managemnt service of the virtualization
R106 platform (vCenter)

T106 Eigi Separate management VLAN must be used for the virtualization platform (vSphere) management traffic
C101

T107 Eg; Separate management VLAN must be used for the live migration (vMotion) management traffic
R109
C101
C104

T108 R107 Separate management VLAN must be used for the storage area network (vVSAN) management traffic
R108
R109
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Functional Architectural Layer

Provider - App_Services
(Web_Server)

A Case Study Input Data

[Shcl7]

Subscribers - End_Users
(Desktop_01 - 02)

Radek Maf¥ik (radek.marik@fel.cvut.cz)
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A Case Study Input Data

[Shcl?]

Service Architectural Layer

vCenter_Web_Client
)

vCenter_Desktop_Client
(0S_01)

DNS_Server
(0S_03)

ESXi_01 - 03
(COS_01 - 03)

UDP_53 DNS
UDP_123 NTP

TCP_443 HTTPS

UDP_902 ESXi Management
TCP_902 ESXi Management
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A Case Study Input Data

[Shc17]

Logical Architectural Layer

r r
02 05_03-04 05_05-06
(ws 01-02) (Server_11-12) (WS_11-12)

VLAN_10 VLAN_20 VLAN_50
Management Services Users

VLAN_110 VLAN_120 VLAN_130
vMotion VSAN DC_Management

VLAN_140
DC_Data

=

C0S_01-03 VM_01
(Server_01 - 03) (Server_01 - 03)

3
(Server_01 - 03)

=> 192.168.XXX.0/24
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A Case Study Input Data

Physical Architectural Layer =",

WS_01-02 WS_11-12
IT Terminals [End-user Terminals|

Server_11-12
System Services

Local Area Network

Redundant Stack

:vulch 01 Switch_02

Switch_11 Switch_12

Server_01 Server_02

10GBASET
10GBASE-X (SFP+ Direct Attachment)
10GBASE-SR

480G Physical Stacking (Dual CXP Dircet Attachmen)
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A Case Study Formal Model

[Shcl7]

Layer Component Specifications

Component Identifier
Record Layer Component Assignment Vendor Identifier Component Attributes (3-tuples) Notes
Number | Identifier
Type Index
i « - v - st -
Tila0l | Tila.0z Tila03 Tilaod Tilaos Tila06 Tila07
1 4 [Provider of Application Services Provider o - HTMLUXML __ [INTD=100ms [ Tasks=64 -
1 3 |Apache HTTP Server WEB o ‘Apache Software Foundation _|TCP 443 B - -
UDP 53 - B
2 3 |VMware vCenter Server vCenter o1 VMware Chi - - -
UDP/TCP 902 - B
3 3 [VMware ESXi hypervisor 6.0 EsXi o VMware UDP 123 , , -
UDP/TCP 902 - -
[ 19216811011 _[255.255.255.
1 2 |VMware ESXi hypervisor 6.0 cos o VMware 1Pva 192.166.120.11 -
1Pva [192168.130.11
2 2 [SUSE Linux Enterprise Server 12 VM 03 Novell 1Pva 192.166.140.12 -
3 2 |VLAN vMotion VLAN 110 - IPva 1921681100 [255.255.255 -
4 2 |Virual Router VRE o1 - 1Pva 192.166.0.0 255.255.0.0 -
1 1 |Dell PowerEdge R730xd Rack Server Server o Dell 10GBASET __[Full Duplex - -
10GBASE-X___[Full Duplex -
2 1 |DXS-3600-325 10 Gigabit Managed Switch Switch o D-Link 10GBASESR__[Full Duplex B -
120G CxP - B
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Intralayer Component Specifications

A Case Study

Formal Model

[Shel7]

Link Identifier
Source Identifier Target Identifier
Record | Layer
Number | Identifier ‘Component Identifier Port Identifier ‘Component Identifier Port Identifier Link Attributes (3-tuples) Notes
Type Index Type Index Type Index Type Index
n « v - v - S5 -
T2.La.0l | T2.La.02 T2.La.04 T2.La .05 T2.La.06 T2.La 07 T2.La.08 T2.La.09
1 4 Provider o - - Subscriber o1 - - HTMUXML _ [INTD=100ms _[Tasks=64 -
T 3 ESXi ot UDP 53 DNS o1 UDP 53 UDP 53 - - -
2 3 ESXi 01 UDP. 123 NTP. 01 UDP. 123 UDP 123 - - -
ESXi 01 TCP/UDP 902 vCenter 01 TCP/UDP 902 [UDP/TCP 902 - - -
1 2 0s 01 1Pv4 192.168.10.101/24]  VLAN 10 1Pv4 192.168.10.0/24 |IPv4 192.168.10.0 255.255.255.0 -
2 2 Ccos 01 1Pv4 192.168.110.11/24 VLAN 110 1Pv4 192.168.110.0/24 [IPv4 192.168.110.0 255.255.255.0 -
3 2 ™M 01 1Pv4 192.168.130.1/24 VLAN 130 1Pv4 192.168.130.0/24 |IPv4. 192.168.130.0 255.255.255.0 -
4 2 VLAN 140 TPvi__ | 102168140024 | VR or [ 192.16800/16_|IPva 19216800 -
T T Switch ot 1206 CXP 01,02 Switch 02 120G CXP. 01,02 |120G CxP - - Stacking Ring
2 1 Switch 01 10GBASE-X 16 Switch 1 10GBASE-X 09 | 1L0GBASE-X Full Duplex - EtherChannel 1
3 1 Switch 11 10GBASE-T 01 Server 01 10GBASE-T 01 10GBASE-T Full Duplex - -
4 1 ws 01 1000BASE-T 01 LAN 00 1000BASE-T 00 | 1000BASE-T - - -
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A Case Study Formal Model

[Shel7]

Interlayer Component Specifications

Projection Identifier
Record | Layer Source Component Identifier Target Component Identifier Distribution Projection
Number | Identifier Projection Assignment " S Come Index Attributes Notes
Type Index Type Index
. « : 7 5
Talaol | Talaoe Tala0s Tala0d Tala0s Tala s Talaor Talaos

1 3 - Provider o1 WEB o1 11 - -
Deskiop oo 12 B g

2 4 - Subscriber o1
Deskiop 0 12 - -

L S N s o VM 02 12 [AppServer Cluster 1

VM 0 12 Standby/Active [AppServer Cluster 1

2 3 B ESXi o1 cos o1 11 - -

3 3 B VCenter o1 VM o 1 B B

T 2 B os o1 ws o iy B B

2 2 - cos o1 Server o1 i1 B B
Server o 13 B

3 2 - M o Server 02 13 - -
Server 0 13 B
Switc o1 14 B

B ) . VLA o Switd [ Ty B
Switc i 1a ,
Switd 2 12 ,
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A Case Study Formal Model

Multilayer Model *"".
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A Case Study Formal Model

Test Requirements for SUT Components *".

Component Identifier
Record Layer Assignment Requirement Attributes (3-tuples) Notes
Number | Identifier Type Index
¢ « - v Az Ao
Tlla.0l Tlla.02 Tlla.03 Tlla.04 Tlla.06 T1La.07
1 4 R105 Provider 0T [HTMUXML - 5 - - - End User Requirement
2 4 R105 Subscriber ot - - - - - B End User Requirement
1 3 R105 WEB 01 [ TCP 443 - - - - - End User Requirement
2 3 €101, R106, R108, R109 vCenter 01 - - - - - - End User Requirement
3 3 C101 ESXi 01 - - - - - - End User Requirement
1 2 (ST os o - - - - g B End User Requirement
2 2 clor cos 01 - - - - B - End User Requirement
3 2 C101, R108, R109 M oL B B B B - B [End User Requirement
4 2 C101, R107, R108, R109 VLAN 110 - - - - - - End User Requirement
1 1 €102, C103 Server 01 10GBASE-T - - - - - End User Requirement
1 C102 WS 01 - - - - - - End User Requirement
3 1 105 Switch o - - - - - - End User Requirement
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A Case Study Formal Model

Test Requirements for SUT Channels ®".

Link Identifier
Record Layer i Source Identifier Target Identifier i .
Number | 1dantifier Assignment. 9 Requirement Attributes (3-tuples) Notes
Type | ndex Type | index
n a - vf vy Ay ‘ 45D ,
T2Lla0l | T2La02 T2La 03 T2La 04 T2La06 T2.La.08 T2.La.09
1 R103, R104, R105 Subscriber 01 Provider 0L |HTML/XML _[INTD < 200ms [Tasks =16 __|TCP 443 — [ - [EnaUser
1 3 T101 DNS 01 ESXi 01 UDP 53 - - 1Pv4 - - |Technical
2 3 Ti02 NTP 01 ESXi 01 |ubpi2s - - 1Pud — | - [Technical
3 3 T103 vCenter 01 ESXi 01 UDP/TCP 902 - - 1Pv4 - - |Technical Requirement
4 3 T105 vCenter 01 VSpere 01 [TCP 443 - - 1Pv4 - -__|Technical
2 T107 VLAN 110 Cos 01 1Pv4 192.168.110.0 [255.255.255.0 [10GBASE-T - - |Technical Requirement
2 Ti08 VLAN 120 cos 01 |ibve 1921681200 2552552550 |10GBASET | - | - |Technical
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A Case Study Test Cases

Test Cases for SUT Components ®™".

Test cases of SUT components on layer @
Téomp = (] S), Af1n)
Record Layer i ; ; .
Number dentifier Component Identifier Component Attributes (3-tuples) Requirement Attributes (3-tuples)
n a v s A
1 1 Server, 01 10GBASE-T Full Duplex - 10GBASE-T - -
10GBASE-X___|Full Duplex -
2 1 [switeh, 01 10GBASE-SR___|Full Duplex - - - -
120G CXP - -
10BASE-T - -
3 1 WS, 01 100BASE-T - - - - -
1000BASE-T - -
1 2 Jos01 1Py 192.168.10101 _|255.255.255.0 - - -
1Py 192.168.110.11 _|255.255.255.0
2 2 |cos 01 1Pva 192.168.120 11 |255.256.255.0 - - -
1Pva 192.168.130 11 |255.255.255.0
3 2 VLAN, 110 1Pv4 192.168.110.0 255.255.255.0 - - -
1 3 WEB, 01 TCP 443 - - [ TCP 443 - -
UDP 53 - -
2 3 VCenter, 01 UDP 123 - - - - -
TCP 443 - -
UDP/TCP 902 - -
UDP 53 - -
3 3 ESXi, 01 UDP 123 - - - - -
UDP/TCP 902 - -
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A Case Study Test Cases

Test Cases for SUT Channels ®™".

Test cases of SUT communication channels on layer «
Thni = [( U @tyorsin ,)),An
ELN N
,\'fj;"b':r . dt:ﬁi’er Path Identifier Attributes of (3tluples;J t Atributes (3-tuples)

n « Pl = (@i v} St Aly

i i (Switch, 01; Switch, 11) - - - i i .
<Switch, 01; Switch, 11> 10GBASE-X Full Duplex -

2 ; (Switch, 11; Server, 01) - - - R R R
<Switch, 11; Server, 01> 10GBASE-T Full Duplex -

N | (WS, 01; LAN, 00) - - - . . .
<WS, 01; LAN, 00> 1000BASE-T - -

1 2 (VLAN, 110; COS, 01) - - - 1Pv4 192.168.1100  [255.255.255.0
<VLAN, 110; COS, 01> 1Pv4 1921681100 |255255.255.0

(VM. 01; COS, 01) - - -

2 2 <VM. 01; VLAN, 130> 1Pv4 1921681300 |255.256.255.0 _|IPv4 - -

<VLAN, 130; COS, 01> 1Pv4 1921681300 |255256.255.0
(s, 01; COs, 01) - - -

<0S, 01; VLAN, 10> 1Pva 192.168.10.0 255.255.256.0

3 2 <VLAN, 10; VRF, 01> 1Pv4 192.168.10.0 255.255.255.0 1Pv4 - -
<VRF, 01; VLAN, 130> 1Pv4 192.168.130.0 255.255.255.0
<VLAN, 130; COS, 01> 1Pv4 192.168.130.0 255.255.255.0

i 3 (DNS, 01; ESXi, 01) B B B . . .
<DNS, 01; ESXi, 01> UDP 53 - -

R N (vCenter, 01; ESXi, 01) - - - . . i
<vCenter, 01; ESXi, 01> UDP/TCP 902 - -

) N (vSphere, 01 vCenter, 01) - - - . _ _
<vSphere, 01; vCenter, 01> [ TCP 443 - -

3 N (Desktop, 01; WEB, 01) - - - TCP 443 - -
<Desklop, 01; WEB, 01> [TcP 423 . .
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A Case Study = Test Cases

Summary

Model-based testing of distributed systems

Multilayer model
Test case generation strategy

o Multilayer project network
o Test requirements
o Test cases

@ A case study

Radek Maf¥ik (radek.marik@fel.cvut.cz) Multilayer Network Diagnostics January 9, 2018



A Case Study Test Cases

Competencies

Describe model based testing

Describe SUT multilayer model

Describe conditions of clustering, virtualization, and replication
technologies.

Specify practical multilayer reference models

Describe the framework of structural test case generation strategy for
a given layer.

Describe formal test requirement

Describe formal test case
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