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mod_auth

.htaccess

AuthType Basic

AuthName "Restricted Files"

# (Following line optional)

AuthBasicProvider file

AuthUserFile c:\www_root\vyuka\autentizace\basic\.password
require valid-user

.password
xklima:$apr1$19sbbAjg$ruUy6F CrOurJfjSvIEHSF/
vomacka:$apr1$7FieOhsh$2YCOrY.CJndtLWNGwQOyYG.

Pridani hesla

htpasswd.exe -c c:\www_root\vyuka\autentizace\apache\.password xklima
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<?php

if (

isset($_SERVER[PHP_AUTH_USER']) &&

isset($_SERVER['PHP_AUTH_PW'") &&

$ _SERVER['PHP_AUTH_USER' == 'uzivatel' &&

$ _SERVER['PHP_AUTH_PW" == '1234") { /* vse v poradku */
echo 'Prihlaseni probehlo uspesne.’;

}

else { /* chyba prihlaseni */
header('HTTP/1.0 401 Unauthorized');
header('WWW-Authenticate: Basic realm="Login");
echo 'Chyba prihlaseni - zadejte platne uzivatelske jmeno a heslo!’;
exit;




Problemy

s Donutit klienta odhlasit se
= Zabezpeceni hesla
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Authorization: Digest

= Resi problém posilani otevienych hesel
= Neni podporovano vsemi klienty

= Podminky:

— mod_digest

= Princip:
s zalozeno na hash MD5
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Digest

.htaccess

AuthUserFile
c:\www_root\vyuka\autentizace\digest\hesla
AuthType Digest

AuthName "Chranena stranka"
AuthDigestDomain /digest
AuthDigestNoncelLifetime 300

require valid-user

Zrizeni souboru se jménem a heslem

htdigest -c c:\www_root\vyuka\autentizace\digest\hesla "Chranena stranka"
xklima

Adding password for xklima in realm Chranena stranka.

New password: ******

Re-type new password: ******

Soubor hesla

xklima:Chranena stranka:73fa9ff52b5a8f464303a68bb7a2e54f
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Posilani citlivé informace pres sit’

HA1= MD5 (Al: = MDS(username - Tealm : passwmd)
HA2 = MDB(M: — MD5(me1;hnd : digestURl)
response = MDB(HAI ' NONCE : HAQ)

Dalsi varianty

response = M[}ﬁ(HAI : nonce : nonceCount : clientNonce : qop : HAE)
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GET /~xklima/authentication/digest HTTP/1.1
Host: webdev.felk.cvut.cz

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; cs; rv:1.9.2.12)
Gecko/20101026 Firefox/3.6.12

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g=0.8
Accept-Language: cs,en-us;g=0.7,en;q=0.3
Accept-Encoding: gzip,deflate

Accept-Charset: windows-1250,utf-8;9=0.7,%;q=0.7
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Keep-Alive: 115
Connection: keep-alive

Server: Apache

T

Connection: Kea

HTTP/1.1 401 Authorization Required
Date: Thu, 18 Nov 2010 16:27:26 GMT

WWW-Authenticate: Digest realm="Chranena stranka",
nonce="AASVVkPwbis=2db5658674ffdc0fe6385a637e1d808468ab1ed5",
algorithm=MD5, domain="/digest"
Vary: accept-language,accept-charset
Accept-Ranges: bytes

Keep-Alive: timeout=5, max=100

’ qop:"aUths!

-Alive

GET /~xklima/authentication/digest/ HTTP/1.1

Host: webdev.felk.cvut.cz

User-Agent: xxxxx

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: cs,en-us;q=0.7,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: windows-1250,utf-8;9=0.7,*;0=0.7

Keep-Alive: 115

Connection: keep-alive

Authorization: Digest username="xklima", realm="Chranena stranka",
nonce="AASVVmIJQCU=93f053f1b8ba48hb588e20fa900c7{744593f7f63",
uri="/~xklima/authentication/digest/", algorithm=MD5,

g: chunked
kt/html; charset=iso-8859-2
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response="8d7e8c6cdc5b13a2fd8ab54b69f3a3d3", qop=auth, nc=00000002,

Cache-Control: max-age=0

chonce="4ea1b72006c203cbh,,

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2010 16:35:58 GMT

Server: Apache

Authentication-Info: rspauth="14b6dc1a21042babbdbaf3113b6bd
cnonce="4ea1b72006c203cbh", nc=00000002, qop=auth
X-Powered-By: PHP/5.2.9

Content-Length: 60

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

Ahoj, podarilo se pristoupit na stranku s digest autorizaci.




Digest v PHP

$realm = 'Restricted area';
/luser => password
Susers = array('xklima' => 'martin’, 'guest' => 'guest');

if (empty($_SERVER['PHP AUTH DIGEST")) {
header("HTTP/1.1 401 Unauthorized');
header("WWW-Authenticate: Digest realm="".$realm.
"",qop=""auth" ,nonce="".uniqid().'",opaque="".md5($realm).'""");

die('Text to send if user hits Cancel button');

}

// analyze the PHP_AUTH _ DIGEST variable

if (!($data = http_digest_parse($_SERVER['PHP AUTH DIGEST'])) ||
lisset(Susers[$data['username']]))
die('"Wrong Credentials!');

// generate the valid response

$A1 =md5($data['username']. ':'. $realm. ':"' . Susers[$data['username']]);

$A2 = md5($_ SERVER['REQUEST METHOD'].":".$data['uri']);

$valid_response = md5($A1.":".$data['nonce'].":".$data['nc'].":".$data['cnonce'].":".$data['qop'].":".$A2);

if ($data['response’] !=$valid_response)
die("Wrong Credentials!');

// ok, valid username & password
echo 'Your are logged in as: ' . $data['username'];
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Digest v PHP

// function to parse the http auth header
function http digest parse($txt)

{

// protect against missing data

$needed parts = array('nonce'=>1, 'nc¢'=>1, 'cnonce'=>1, 'qop'=>1, 'username'=>1, 'uri'=>1, 'response'=>1);
$data = array();

$Skeys = implode('|', array_keys($needed parts));

preg_match_all('@('. $keys . )=(7:([\""D(M\2]+2)\2|([*\s,]+)) @', $Stxt, Smatches, PREG_SET ORDER);
foreach ($matches as $m) {
$data[$Sm[1]] = $m[3] ? $Sm[3] : Sm[4];

unset($needed parts[$Sm[1]]);
}

return $needed_parts ? false : $data;




Autentizace pomoci cookies, resp. session

= Resime to na trovni PHP skriptu

Je nastaveno cookie Ne | Logovaci dialog
php_session_id?
Ano, Ne
Zjisti info o uzivateli ze
session. Vytvor hash z hesla
a porovnej ho se
Ano zaznamem v DB.
Je tento uzivatel stale Ne Je to platny uzivatel?
platny?
Ano,,
Zobraz chranénou Ne Ano
stranku
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Overeni pomoci Kerberos protokolu

= Protokol umoznujici SSO (single sign on)
= Bezpecny, rychly
= Omezena skupina klientu
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Kerberos — jak to funguje

Pocatecni autorizace u serveru

Klient zada jméno a heslo
* spocita hash hesla (secret key)

» odeSle zadost KDC (kdo jsem, co

chci)
*neposila heslo ani secret key

Klient

* umim rozSifrovat session key?
*pokud ano, jsem ovéren u KDC

* ulozim si TGT pro pfistup k jinym

sluzbam

AutorizaCni server

S

AS oveéruje

* get pass z AD

* vypocita secret key cl.

* vygeneruj session key

* vraci Ticket Granting Ticket

¢!

Active Directory

session key je Sifrovan secret key klienta
TGT Sifrovan




Kerberos — ziskani Service Ticket

Sifrovano pomoci session_key

Klient zada o service tick — _
* posila TGT a ID sluzb — — Active
jl> Rozsifruj TGT Directory

* posila authenticator -~ _
- jméno a timestapm * Z néj dc’Jstang sessmn_kvgy .
* pomoci session key rozsifruje
authenticator

* vraci service ticket, ktery ma
* klientskou ¢ast — sessipn

key pro komunikaci se
sluzbou
* serverpvou ¢ast — id klients,

, doba platnosti a

on key
/ L Sifrovano pomoci session_key

Sifrovano pomoci
secret key sluzby




Oveéreni u sluzby

Klient posila service ticket
a authenticator

Sifrovano pomoci secre
serveru

Sifrovano pomoci session_key

Klient rozsifruje potvrzeni a pokud
je Casova znamka OK, super

Service

» pomoci sveho klice rozsifruje
service ticket

» Z ného ziska session key

» pomoci session key rozSifruje
authenticator

Pokud se rozSifrovani povedlo, super
* odeSle se potvrzeni s ¢asovou
znamkou + 1

\ 1N

Active
Directory

Sifrovano pomoci session_key
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Pear - hruska

= System pro implementaci a distribuci
znovupouzitelnych komponent (v PHP)

= Strukturovana knihovna open-source (PHP) skriptQ
= Systém pro distribuci skriptu a jejich spravu
= Definuje standard, jak psat PHP kod

= DalSi podpurné prostredky
— Web stranky
— Mailing listy
— Bug report




Co to umi

= Spousta dobfe napsanych kodu
= Objektove orientovane

= Dokumentovane

= Umi se to samo nainstalovat

Kde to je
http://pear.php.net
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Soubor

“Y) PEAR Packages - Mozilla Firefox
Zobrazeni Historie

Upravy

Zalazky

MNastroje  Mapovéda
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f@ & X D | @ | http://pear php.net/packages.php
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Main

peala

Support

Documentation

e Ll Package Proposal

List Packages | Search Packages | Statistics | Channels

Packages

.| @ PEAR... x | M muitotp| » | = -

Register ' Login

i)

Packages (562)

Authentication

Auth, Auth_HTTP,
Auth_PrefManager,
Auth_PrefManager2, ..

Configuration
Config

Date and Time

25

Calendar, Date, Date_Haolidays,

Date_ Holidays_Austria, ..

File Formats

Archive_Tar, Archive_Zip,
Contact_AddressBook,
File_archive, ..

Gtk2 Components

Gtk2_EntryDialog,
Gtk2_ExceptionDump,
Gtk2_FileDrop,

Gtk2_IndexedComboBox, ...

33

Benchmarking
Benchmark, test

Console

Console_Color,
Console_CommandLine,
Console_Getargs,
Console_Getopt, ..

Encryption

Crypt_Blowfish, Crypt_CBC,
Crypt_CHAP,
Crypt_DiffieHellman, ...

File System

File, File_Find, File_Maagile,
File_SearchReplace, ...

HTML

HTML_AJAX,
HTML_BECodeParser,
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41

HTML_Common2, HTML_Crypt,

Caching
Cache, Cache_Lite

Database

- All PHP Versions

33

DBA, DBA_Relational, DB_ado,

DB_DataObject, ..

Event

Event_Dispatcher,
Event_SignalEmitter

Gtk Components

Gtk_FileDrop, Gtk_5Styled,
Gtk_VarDump

HTTP

HTTP, HTTP_Client,
HTTP_Download,
HTTP_FloodContral, ...
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Autorizace

= Chceme se ,nestarat” o pozadi autorizace
= ABSTRAKCE

Aplikacni logika

Autorizacni abstraktni vrstva

DB | |Soubor| | SMB | | Imap | | LDAP || Pop3 | |Radius| | Soap
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